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Abstract

Evoked potentials recorded on a multielectrode EEG device are known

to be affected by volume conductance and functional connectivity while a

task is performed by a person. Modelling functional connectivity represents

neural interactions between electrodes which are distinguishable and genet-

ically identical. However, the representations that are caused by volume

conductance are not distinguishable because of unwanted correlations of the

signal. Orthogonalisation using autoregressive modelling minimises the con-

ductance component, and the connectivity features can be then extracted

from the residuals. The proposed method shows it is possible to reduce the

multidimensionality of the predicted AR model coefficients by modelling the

residual from the EEG electrode channel baseline, which makes an impor-

tant contribution to the functional connectivity. The results show that the

required models can be learnt by Machine Learning techniques which are ca-

pable of providing the maximal performance in the case of multidimensional

EEG data. The proposed method was able to learn accurate identification

with few EEG recording channels, especially when the channel that is used

has a functional connectivity with the interactive task. The study, which has

been conducted on a EEG benchmark including 109 participants, shows a

significant improvement of the identification accuracy.
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Chapter 1

Introduction

Biometric systems developed from biomedical signals such as electroencephalo-

gram (EEG), heart rate and skin conductance provide important advantages

over more conventional fingerprint or face recognition systems. Biomedi-

cal signals cannot be reproduced by an intruder, or remotely captured with

sensors [34].

In biometric security applications, the non-reproducibility and non-capturability

of an EEG signal [152, 34] make the signal extremely difficult to imitate. A

person cannot be forced to reproduce a biometric test under stress conditions

[126]. Recent development of EEG sensor technologies have significantly im-

proved the usability of EEG headsets, thus making EEG-based technologies

user-friendly [121].

The brainwave activity that is related to a task (e.g. recognition, per-

ception stimulus, motor or mental task being performed by the subject) is

observed via multiple EEG electrodes as waveforms - see figure 1.1.

From the neurophysiological point of view, the waveforms are mapped

onto the two main projections as EEG signals: (i) the volume conduction

and (ii) the brain functional connectivity.

The first component is determined by the electrical conductance of the

brain volume [144, 203] and so defines the trivial correlations between EEG

electrodes. The signals of this component have the same phase over multiple
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Figure 1.2: Volume conduction and brain functional connectivity. Upper
plot: a source of the neural activity generates a sine wave received by the
sensors placed on the scalp. The component caused by the volume conduction
is recorded without a phase delay. Lower plot: the sine wave passing different
network connections is received with a phase difference on the electrodes.
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EEG electrodes; see figure 1.2 (upper plot). Such a trivial correlation is not

related to biometric characteristics of a person and so should be excluded.

The second component is defined by the brain functional connectivity

[200, 199, 17, 128], so-called brain “connectomes” [134], of the person. The

signals of this component have a strong anatomical localisation, and so com-

ing from different brain regions these signals have phase shifts which are

observable on the EEG electrodes, see figure 1.2 (lower plot). The evoked

potentials from such observations represent personal differences [53] which

can be used for biometric investigations.

The interactions of brain signals between the observed EEG electrodes

produce a brain signal connectivity. Recently, the connectivity is estimated

by computing phase shift differences between EEG signals [54, 32]. The

phase shifts were shown to be associated with the true connectivity, being

unaffected by the volume conduction [144, 203]. This means that there exists

a delay caused by phase shift differences between each electrode which forms

true signal connectivity.

The delay which is responsible for phase shifts can be modelled as a

residual by applying a linear model to determine brain signal connectivity

[134]. The volume conductors which are known to be uncorrelated can be

removed by an orthogonal projection process [74, 17, 197].

The phase delay or difference is computed for each pair of electrodes,

and the number of pairs can be large for multi-electrode systems. This is

especially true when the delays are estimated from each signal frequency,

and the duration of recording can also be large. This makes the brain print

data multidimensional.

1.1 Statement of Problem

It is known that the functional connectivity of a person’s interactive task is

used as a basis to model brain neural interaction [134, 189]. Phase delay be-
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tween functional connectivity and the noise components is used to estimate

neural interaction between brain regions [144]. Learning the neural interac-

tion as a connectivity feature pattern is capable of distinguishing one person

from another.

It is also known that predicting the coefficients of unknown parameters

from time series models can result in large feature dimensionality [134, 189]

while evaluating the residual components following phase delay. However,

a reduced feature dimensionality can be achieved if the orthogonalisation is

made from the multielectrode baseline. This invariably improves computa-

tional intensity of the learning neural network while classifying EEG features.

Learning feature classification for a person identification can be performed

with various machine learning methods. However, the problem is that these

methods have various forms of learning architecture for fitting a training

data set on the classifier [153, 75, 68, 174] which are not suitable for all

problems. An optimal learning method can be applied if the prior knowledge

or predetermined pattern of the extracted features is known. This approach

along with effective regularisation techniques can generalise well on a test

data set while providing a better performance accuracy.

1.2 Research Questions and Hypotheses

The research questions which are considered within the study are limited to:

(1) what is the best approach to extract EEG features and (2) finding an

optimal method for learning the extracted features for a person identification?

These lead to the following hypotheses.

1. The EEG signals used for person identification represent two main

components: (1) the volume conductance and (2) the brain functional

connectivity. The second component being separated from the trivial

correlations that is caused by volume conductance can be used for a

reliable biometric identification.
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2. Phase delays which are caused by phase shift difference represent the

unique biometric ’brain print’ and can be projected onto the residual

as new features for EEG-based biometrics.

3. The residual calculated as an orthogonal component to the predicted

EEG signal can be used to model the connectivity features associated

with the brain print.

4. Modeling the connectivity features from the multi-electrode baseline

can reduce the dimensional size of brain print features for maximum

machine learning performance.

1.3 Aim and Objectives

Following the hypotheses in section 1.2, this research aimed to investigate a

novel approach under which a reliable biometric feature can be obtained and

learned from an EEG signal for a person identification. This is guided by the

following objectives.

1. To investigate and select an appropriate benchmark data for biometric

identification. This is because a biometric application considers relia-

bility, permanency, consistency and availability of data as some of the

characteristic required properties [79, 19, 81].

2. To investigate and improve on the existing methods of extracting bio-

metric features from EEG signals. Currently, the recording of EEG

waveforms on multiple electrodes is contaminated with noise and arte-

facts [161, 56, 136]. Transforming the waveforms to signals that are

permanent and distinctive features per person is challenging because

of the complex nature of EEG potentials. Hence, the review and anal-

ysis of EEG potentials and existing methods of feature extraction for

biometric usage is needed.
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3. To investigate existing methods of learning EEG features for a person

identification. The study examined machine learning methods of fea-

ture selection, reduction and classification that are sufficient to provide

and capture informative features from multiple electrode locations of

an EEG device on the scalp.

4. To develop a novel EEG-based person identification method for bio-

metric systems and applications. The technique is expected to provide

reliable and optimal feature connectivity for effective, efficient and ac-

curate identification performance despite the noisy conditions, as well

as the high multidimensional size of EEG signal.

1.4 Thesis Structure

The structure of this research is organised into six chapters, including the

introduction and the conclusion. The schematic structure is represented in

figure 1.3.
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Chapter 1:  
Introduction 

Chapter 6:  
Recommendation, Conclusion, 

and Future Studies 

Chapter 2:  
Literature Review 

Chapter 3: 
Methodology 

Chapter 4: 
Experimentations and 

Implementation of Proposed 
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Chapter 5:  
Analyses and Limitations of the 

Proposed Method 

Figure 1.3: The structure of the research study: EEG Person Identification.

In the second chapter, a review of related literature is presented, while

Chapter Three evaluates the methods of the research. In Chapter Four, ex-

perimentations and implementations of the proposed methods are presented.

In Chapter Five, the proposed methods and limitations are analysed. Rec-

ommendations, conclusion and future studies are presented in Chapter Six.
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1.5 Rationale and Motivation for the Research

Usually, a biometric identification system needs to exhibit some levels of

functionalities in such as permanency, consistency, uniqueness, accuracy,

availability, security, privacy, technological adaptivity and user-friendliness

[79, 19, 81]. The limitations of these functionalities affect the usage of such

biometric systems.

This section examines characteristics and modalities of traditional forms

of biometric identification systems. It also highlights the motivations for

studying the EEG-based ‘brain print’ [90, 8] as an emerging form of biometric

identification system.

In traditional biometric systems, human physiological structure is used

to describe biometric modalities [31] such as fingerprint [85],face [104, 192],

iris [141, 143, 84], ear [163, 147] and palm [142] structures.

These structures are usually exposed to alterations and imitations since

they are found on external parts of the body. Figure 1.4 presents physiological

forms of biometric modalities.
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Figure 1.4: The physiological forms of biometrics prone to physical attack:
a) fingerprint (b) face print (c) palm print (d) iris (e) ear print.
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Investigations into spoofing and imitation of physiological biometrics such

as liveliness detection have indicated difficulties to identify fake fingers from

the original ones [1, 86]. Some problems including the inability to detect

pores have been attributed to poor sensing [138]. Similarly, environmental

changes [207] are also a known problem for spoof detection, especially when

there is a variation of lighting conditions [12] which is suggested to have

been caused by a person’s movement. A clear understanding of physiological

changes in an environment [125, 6, 62] and colour texture [16] are required to

detect this form of biometric change, but solutions are difficult to implement.

Similarly, multimodal techniques [65, 52, 186] were also considered for se-

curing physiological biometrics by encryption. Recently, studies in [162, 173,

58, 209] applied encryption with template cancellation techniques to termi-

nate an attacked biometric template. However, encryption techniques are

not reliable and are prone to decryption, especially when the key is exposed

or known [91, 4].

Biometric templates can also be transformed [31, 36, 110] in order to

secure the template. But the problem is that transforming and normalizing

templates from various modalities is not efficient for biometric use.

Behavioural forms of biometrics as identified in [229, 7] can be easily be

influenced by a person based on interest and behaviour. This is not reliable

due to inconsistencies in a person’s interest, behaviour and emotion. This

can result in poor person identification. Examples of such biometric forms

include signature [216, 50, 185], keystroke [137], gait [114, 69], handwriting

[105] and voice [230]. These forms of biometric are shown in figure 1.5.
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Figure 1.5: The behavioural forms of biometrics not reliable because of in-
consistencies in physical actions/emotions: (a) signature (b) handwriting (c)
gait (d) keystroke (e) voice.
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For effective identification, profiling [26, 135] has been suggested to solve

the problems of behavioural biometrics by defining a spatial relationship of

a person with respect to movement, direction, location and position. How-

ever, this modality is not reliable due to unstable profiling that is caused

by conflict of interest [127], emotions [132, 108], social environment [33] and

interpersonal interactions [183], which are influenced by personal experience

[57].

Attempts have been suggested in [226, 92, 219] to stabilise behavioural

biometrics by combining physiological modalities with behavioural modali-

ties. However, considering behavioral features from various sources [80, 230,

170] has identified problems of proper integration, while the issue of syn-

chronisation is reported in [217, 218] as hindrances for effective behavioural

biometrics.

The motivation of this study is due to the limitations of behavioural and

physiological forms of biometric modalities, which leads to EEG investiga-

tion for person identification. Hence, the following observations make EEG

biometrics, also known as ’brain print’, promising:

1. Brain Prints as a Secure Form of Authentication

Brain print is a secure form of biometric system with high resistance

to spoof attack when compared to conventional forms of physiological

biometrics such as fingerprint, face and iris biometrics [20, 235]. The

resistance is linked to the inability to duplicate or steal EEG signals

[208] since the signal is based on different mental conditions of a person

[198]. For instance, EEG activity varies due to changes in the creative

mental tasks of a person [112]. This is unlike fingerprints where the

same fingerprint pattern is known despite changes in the creative ac-

tivities of a person. In such a situation, it is difficult for an attacker to

predict the mental state of a person at any point of time. This makes

an EEG brain print a better choice than a conventional biometric form.
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Similarly, the invisible and hidden properties of EEG signals [67, 19] in-

side the human brain provides another form of biometric security. This

is in contrast to the physiological forms of biometrics where patterns

are found on the body’s surface. For instance, in behavioural biomet-

rics, profiling [135, 26] can be easily imitated as it involves external

body movement.

2. Brain Prints as Permanent Biometric Features

EEG signals are noted to contain some forms of genetic traits [169, 200,

199, 120] which are discriminative per person. The presence of these

discriminative traits in the signal frequencies [19] allows for consistency

when considering a person identification. This is unlike behavioural bio-

metrics which degrade over time due to intra-class variability between

enrolment and verification [33] as well as environment variation [79].

Also, consistency of the EEG signal was also reported in [8, 38, 15]

when long duration EEG signal recordings were tested for biometric

usage. Similarly, in movement-related tasks, consistency in biometric

identification was also observed in [187].

However, one of the studies reported degrading in biometric traits over

a long period of time [117], which was attributed to an aging degra-

dation factor. Although such factor was unavoidable, the adoption of

more electrodes was observed as a solution to improve biometric per-

formance.

3. Biometric Privacy

Biometric privacy is one of the important properties of a biometric

system. This property is exhibited in EEG-based biometrics through

hidden signal pattern [79] used in person identification. This is in con-

trast to the conventional biometric modalities, such as fingerprint and
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gait, which can be exposed on social media or closed-circuit television

(CCTV) cameras with a possibility of privacy breach.

An EEG brain print can also be made in a form of template with

cryptographic protection [119], which prevents the signal pattern from

being stolen. This is especially true when considering privacy [64] of

cloud storage.

4. Ease of Availability

Due to technology advancement, EEG devices are widely available be-

cause of the use of portables [29, 48, 122, 3] and non-invasive electrode

material [220]. A non-invasive EEG device does not require skin pierc-

ing for instance [223, 3], unlike invasive EEG devices. Also, the avail-

ability of dry electrodes makes EEG device set-up for recording easier,

rather than the tedious process of wet electrode set-up with an average

of thirty-four (34) minutes against two (2) minutes of dry electrode

set-up [28]. This makes EEG biometrics more promising for future

usage.

Modern portable EEG device prices are affordable, especially when the

number of channels is few [97] and can be used over an internet web

platform [35]. These features provide a good platform for the signal to

be used in biometric systems with mobile devices.

5. Standardisation of EEG Electrode Placement

There are established electrode placement rules for recording EEG ac-

tivities such as 10-20 [136, 146] and 10-10 [213]. This helps to pro-

vide uniformity between enrollment and verification of a person in a

typical biometric identification problem. Such standards for electrode

placement can be likened to conventional biometric standard rules of

biometric capture during enrolment and verification. For instance, in a

Fingerprint Verification Competition (FVC), four fingers are used for

biometric investigations [23].
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1.6 Scope of the Study

The study is limited to EEG signals which are captured from non-invasive

EEG devices as the benchmark EEG data [63]. The main experimental pro-

tocol focuses on a fist-movement-related task while a participant looks at an

object that appears on the screen. In the data set, 64 electrode channels and

109 participants are used for the signal acquisition experiments. This bench-

mark data set forms the basis from which all other experimental protocols

are derived.

The implementation of the EEG biometric considers prediction and ma-

chine learning methods as the key methods in the study. Specifically, these

include autoregressive and neural network methods. In the study, signal

acquisition, connectivity feature extraction, selection and classification are

investigated. This forms the major research area from which the literature

is reviewed.

1.7 Contributions to Knowledge

These are the major contributions made through the research study.

1. The first contribution is on the extraction of orthogonal autoregressive

brain print features based on the residual error of a multielectrode

channel baseline.

2. The second contribution is on the extraction of orthogonal autoregres-

sive brain print features by combining orthogonal residual error with

the diagonal of autoregressive coefficients based on the multielectrode

channel baseline.

3. An optimal performance of a novel biometric method was obtained

when the brain print features from the autoregressive residual error

technique were extracted and trained with a pairwise support vector

machine.
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4. All other new methods of feature extraction were tested with Yule-

Walker and Burg’s autoregressive method, and later trained with PSVM

and MCNN, producing impressive person identification results.

Some of the above contributions have been published in the following

proceedings:

1. IEEE publication - Proceedings of Science and Information Conference

(SAI) Computing Conference 2016

Title : Learning polynomial neural networks of a near-optimal con-

nectivity for detecting abnormal patterns in biometric data

https://ieeexplore.ieee.org/abstract/document/7556014/

2. World Scientific: International Journal of Neural Systems

Title : Feature Extraction with GMDH-Type Neural Networks for

EEG-Based Person Identification

https://www.worldscientific.com/doi/abs/10.1142/S0129065717500642

3. Proceedings of the 2019 3rd International Conference on Biometric En-

gineering and Applications

Title : Learning of Brain Connectivity Features for EEG-based Person

Identification

https://dl.acm.org/citation.cfm?id=3345340
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Chapter 2

Literature Review

It is interesting to note that EEG is observed as waveforms on a multi-

electrode EEG device following a brain activity. The activity is evoked in

response to brain stimulus from physiological activities, including actions.

The actions which are represented by a waveform on an EEG recording device

are mapped as an EEG signal for the purpose of EEG studies, including a

person identification.

The essence of this chapter is to survey and review related EEG-based

biometric studies in order to develop and propose a new method. The struc-

ture of this chapter contains four main sections, as in figure 2.1.
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Figure 2.1: Chapter Two schematic outline

The first section gives an overview of human stimulus and EEG wave-

forms. It further describes the brain-computer interface and EEG device

for recording these waveforms, and the mapping of EEG waveforms to EEG

signal representations.

In the second section, the biometric responses of EEG potentials and

signals are reviewed. The performance response of the signal is also reviewed

across different locations of the scalp.

The third section focuses on feature extraction methods. Here, spectral

and brain connectivity features are reviewed.

The fourth section provides a review of existing machine learning neural

network techniques for person identification. It focuses on feature selection,

classifications and identification.

The last section provides a key summary of approaches related to this

study. It includes EEG signal duration of recording, tabular representation
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of previous related studies, performance and scaling.

2.1 Human Stimulus and EEG Signal: A Bio-

metric Review of Brain-Computer Inter-

action

The earliest application of EEG signals was in clinical [210] and psychological

[73] studies. In recent times, biometric usage of rhythmic activities of evoked

potentials [171, 208] requires many investigations for proper understanding of

sources of evoked potentials and activation on multi-electrode EEG recording

devices.

2.1.1 Human Stimulus

From physiological and biological perspectives, human stimulus is created as

a result of physiological actions, including imagined and movement-related

tasks [76]. These tasks generate waveforms as a result of chemical and elec-

tromagnetic interactions of electrolytes, including sodium (Na+), chloride

(Cl-), calcium (Ca++), and potassium (K+) ions [212, 223] within brain

cells. The changes in the electrochemical activities during interactions acti-

vates a stimulated response on specific neurons to produce evoked potentials,

usually recorded as the waveforms.

For instance, the evoked potentials from oddball experimental tasks re-

flect the activation of neurons on parietal, frontal, occipital and temporal

lobes [111]. Though the experiment was mostly for attentive and cognitive

purposes, the activation on different functional lobes is an indication of neu-

ral interactions between brain lobes following the stimulus from the oddball

task. Figure 2.2 presents a typical illustration of brain lobes from a brain

hemisphere.
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Figure 2.2: A typical brain hemisphere showing the brain lobes

From figure 2.2, each lobe of the brain is known for distinctive functional

properties in response to stimulus [111]. The parietal lobe is responsible for

reception and processing sensory information for body navigation [37], while

the frontal is responsible for perceptive control of actions and movements

[10]. The occipital lobe [87] provides the function of sight or vision while the

temporal lobe [111] is responsible for memory and language processes. In a

biometric study, the deficiencies of these lobes are investigated in order to

ascertain the strength of evoked potentials on biometric identification.

It has been argued that the deficiency of the parietal lobe does not affect

the reception of sensory information for body motion processing [51]. The

assertion is made during a bipolar disorder investigation of parietal lobe. The

experiment was conducted with thirty-eight (38) bipolar patients and forty-

two (42) healthy participants. The result showed no significant difference

between the groups in terms of changes in electrical activities of brain signal.

Similarly, [95] reported that psychological problems such as trauma were

known to affect the frontal lobe signals by reducing the perceptive control
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function of the frontal lobe in relation to a person’s movement. In a related

investigation, [100] acknowledged the robustness of the frontal lobe to such

conditions following the distributive effect of brain signals across all lobes.

This was due to high phase synchronisation of waveforms which was observed

in nine (9) out of ten (10) participants. The study was made during an

epilepsy investigation of EEG signal distribution among brain regions from

epileptic hand movement.

A dysfunctional brain also shows a decrease in the occipital activities

[167], especially when breaks are introduced in a visual task. However, brain

region connectivity [88] can be modelled to leverage weak signal regions for

effective connectivity. Such connectivity in biometric cases is very useful

since it provides individual differences from brain signals [53, 134].

For an audio task [71, 89], concerned with memory and hearing, the

temporal lobe is known as the main processing lobe [111] where the evoked

potentials are stimulated. However, in cases of temporal lobe problems which

cause a deviation from the normal waveform, the connectivity approach [88]

can be modelled to provide a biometric solution.

2.1.2 Brain-Computer Interface and Interaction

The interface for brain-computer interaction is a connection link through

which evoked potentials from brain activities can be recorded to manipulate

interactive systems [14]. A non-invasive electrode interface is widely used

for EEG recording devices since it is easy to use. Though there are dry

[59] and wet electrodes [82], dry electrodes are known to generate signals at

a better impedance [106, 66], sensitivity and speed [202] when compare to

wet electrodes. Figure 2.3a and b show a non-invasive EEG device with a

computer terminal.
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Figure 2.3: Electrode placement types: (a) dry electrode, (b) wet electrode
and a typical EEG device connection for EEG signal transfer between human
and computer device, (c) 10-10 international standard with 64 channels, (d)
left side view of 10-20 international standard placement

Recent studies have identified various EEG electrode placement standards

for biometric investigations and applications. In [213, 232] 10-10 has been

identified, which is one of the earliest electrode placement standards [146].

Similarly, the 10-20 electrode standard is also acknowledged in [126, 235]

(see example placements in figures 2.3c and d above). Within the placement

standard, each of the electrodes is identified by a letter and a number which

describes the location on the scalp.

An electrode placement standard describes each electrode is placed on

the scalp. The spacing is found to be useful in the analysis of topography
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and source of EEG signals [149]. In the study, it is reported that knowing

the true location of EEG activities helps in accurate analysis of the signal.

2.1.3 EEG Signal Representation

An EEG signal is a representation of electrical activities of the brain in terms

of time [93, 70, 221, 155, 28] or frequency [169, 82, 215, 121] domains. The

representation allows for study to be performed on the electrical activities

known as evoked potentials.

In the time domain, an EEG signal is described as a waveform where

the brain activities are presented with different voltage amplitudes. These

recordings depict EEG waveforms which are usually small in signal ampli-

tudes, measured using microvolt (µV ). For instance, 250ms recording of

EEG signal is observed between 100 to 200 microvolt (µV ) [155].

EEG signal can also be time-locked to an event [70, 93] with various

benefits. In [28], microvolt EEG readings at 75(µV ) and 150(µV )for wet

electrode and dry electrode epoch data, respectively, are used as criteria to

remove an artefact from EEG activities. In another study, the usefulness of

the time domain waveform is found in [221], where amplitude is estimated

to replace the corrupt waveform on the appropriate EEG electrode channel.

In [169, 82, 215, 121], the frequency domain of brain activities is described

as the repetitive rhythmic activities of EGG and is represented in frequency

bands. These bands include delta, theta, alpha, beta and gamma bands.

Each of these bands has a frequency range that describes the limit from

which stimulated task activity can be induced. For instance, delta (0.5 to

4Hz), theta (4 − 8Hz), alpha (8 − 14Hz), beta (14 − 30Hz) and gamma

(30 − 40Hz) bands are the frequency ranges where the lowest and highest

bands represent inactive and active states of an EEG signal, respectively,

[121, 208]. Additionally, other studies such as [156] have acknowledged that

the gamma band extends from 30 − 50Hz. The extension of the gamma
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band has been reported in biometric investigations that apply visually evoked

potentials.

In a biometric study, analysis of EEG activity from the time domain to

the frequency domain require the signal to be converted into the frequency

domain. Examples of such cases are found in [101, 194] where Hilbert-Huang

transform methods are applied to produce spectral frequency features. In the

case of frequency signals, a reverse transform can covert a frequency signal to

a signal where maximum displacement of a waveform from an initial position

of amplitude is used to analyse the time signal. Other examples of where

EEG signal analysis for biometrics is made in the time domain include studies

such as [67, 68].

2.2 Biometric Response of EEG Potentials

and Signals

This section reviews the biometric performance of EEG signals due to various

forms of induced potentials from interactive tasks. The response is described

in terms of performance accuracy of a person classification. It also investi-

gates the biometric response of the signals from multi-electrode channels and

locations of the scalp as well as the frequency response of the potential.

2.2.1 Form and Biometric Response of EEG Potentials

Currently, visually evoked potentials, event related potentials, and motor

evoked potentials are the potentials frequently used in biometric studies.

The mapping of the potentials observed on multi-electrode EEG devices as

an EEG signal is complex. The complexity arises due to the existence of

noise and artefact contamination as well as the effect of volume conductors.

Hence, the following evoked potentials are reviewed.
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2.2.1.1 Visually Evoked Potentials

Visually evoked potentials observed on a multi-electrode system while view-

ing objects on the screen was known to contain eye blinks and movement

artefacts known as ocular artefacts [221]. The experiment was performed to

investigate the effect of noise-to-signal ratio from EEG samples on feature

extraction methods. Extraction methods including Joint Approximation Di-

agonalisation of Eigen-matrices (JADE), extended Independent Component

Analysis (ICA), and Principal Component Analysis (PCA) and electroocu-

lography (EOG) subtraction were used to investigate the presence of artefacts

and noise on EEG signals. The performance evaluation of signal-to-noise

measures from these techniques was observed from four (4) participants at

greater than fifty decibels (50dB), which was an indication of less noise than

signal. Each participant recorded 32 waveforms from EOG and EEG, where

EOG recordings were separated from EEG recordings to avoid noise corrup-

tion of EEG data. Downsampling was also applied from 150Hz to 125Hz to

reduce the data size. This resulted in a total of 1250 data points per wave-

form recorded at 10 seconds duration. Further findings revealed that there

was signal reconstruction by JADE and ICA which caused an improved per-

formance over EOG and PCA techniques.

One of the earliest trials of EEG-based biometrics, [154] also generated

visually evoked potentials by viewing pictures of black and white objects

obtained from the [201] database. The potentials were used for a classification

of EEG signals for a person identification which was recorded at 1 seconds

on 61 electrode locations of the scalp. The sampling frequency was 256Hz

and American Standard electrode placement method of the 10-10 system was

used, recording at 5.1 seconds per trail. The signal was contaminated with an

ocular artefact due to corneo-retinal activities [221] and thereafter removed

by setting a threshold limit of 100uV using the EOG subtraction method.

The threshold limit taken existed within the range of 100–200µV known as

the usual amplitude range for eye blinks that lasted for 250ms [155]. Further
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preprocessing was performed by applying a band-pass filter from which the

desired frequency bands were extracted. Out of 400 total VEP signals from

ten (10) participants, about 95% identification accuracy on a 50% test data

set was obtained with the Fuzzy ARTMAP classifier.

Later classification studies such as [158, 157, 153] also adopted black and

white pictures related to Snodgass data sets [201] to generate visually evoked

potentials. These studies were conducted for EEG person classification and

identification.

As a preprocessing step, one way of minimising visually evoked potential

(VEP) signal noise was achieved by the adoption of a bi-directional Butter-

worth filter task [158]. This was applied in this study for a person identifi-

cation using Principal Component Analysis (PCA). Here, filtering was per-

formed in forward and backward directions to the desired frequency limit.

This removed undesired frequencies and noise while preserving the signal

characteristics of the desired frequency. This was a supervised classification

problem that utilized only features extracted from the PCA for the perfor-

mance evaluation of eight hundred (800) raw potential signals from twenty

(20) participants. The normalised and improved PCA features with leave-

one-out k-fold cross-validation resulted in about 96.50% classification per-

formance accuracy with KNN, simplified Fuzzy ARTMAP (SFA) and Linear

Discriminant classifier for biometric usage.

Another bidirectional Butterworth filter based approach was also adopted

in [157] to capture the desired signal quality. This was applied in another

EEG classification and identification problem where the Davies-Bouldin se-

lection of index technique was used for feature selection. The performance

accuracy of 98.56% was obtained with an Elman neural network (ENN). The

performance was observed on 1600 EEG signals from visual tasks of forty

(40) participants using the k-fold cross-validation as applied in [158].

Also, a finite impulse filter, which is known for having no feedback char-

acteristics as compared to an infinite impulse filter, was applied in [153]. The
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experimental data sets contained 3560 VEP signals recorded from 102 partic-

ipants. The data features were divided into equal sets of 10 out of which one

was assigned for testing and other nine used for training. Classification iden-

tification performance of about 98.12% accuracy was achieved in the study

using ENN on the test data set with k-fold cross-validation. It was observed

that the recording was made in 300 milliseconds and a 1-second recording was

used for experimental analysis which was observed at the sampling rate of

256Hz. This method was effective since more participants and high sampling

rate can result in large training size and data points, respectively.

In [2], instead of removing the artefact, the artefact was used for person

identification. The experiment was conducted to identify one person from

another using eye blink EEG signals and classification method. The VEP

signal recording was observed from participants with relaxed eye opened and

eye closed with eye blinks to record the ocular artefact. The recordings were

made on two electrodes where one of the electrodes acted as a reference source

while the other was used as the main signal source. The artefact was traced

by the use of a timestamp approach to detect the occurrence frequency, af-

ter which the artefact frequency was removed for feature processing. This

was aided by Empirical Mode Decomposition (EMD) and ICA where EMD

first decomposed the signal and ICA separated the signal frequency for easy

removal of the artefact. No filtering was applied. The total number of par-

ticipants was 25, which evoked 50 potential features. Out of the 50 total

features evoked, 50% were used for training while the remaining were used

for testing. Correction rate of identification at 97.3% was achieved on the

test set using Linear Discriminant Analysis (LDA) from the total 25 par-

ticipants. The accuracy signified the total identified number of participants

from all trials divided by the total number of participants. The participants

were of good health, but limited in number.

A further classification study with EEG signal from eye blink tasks was

investigated in [3] at 512Hz sampling rate with 20 seconds and 25 seconds
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per trail. Here, the number of healthy participants was increased from 25 to

31 and the total observed features increased from 50 to 62 visually evoked

potential features. An elliptic band-pass filter was applied as a preprocess-

ing step to remove unnecessary frequencies from the desired frequency limit,

thereby minimising the noise portion of the signal. Since both eye blinks

and relaxed EEG signals were required for the eye blink identification inves-

tigation, the Empirical Mode Decomposition (EMD) technique was applied

to extract the artefact from the eye blinks. This was achieved using nor-

malisation and threshold techniques since the artefact was detected from the

timestamp method [2]. An AR model was applied to extract coefficient fea-

tures. Conical correlation analysis using the EMD technique and score den-

sity ranks were estimated from the extracted coefficients to produce fused

features. The fused features were applied on LDA and the performance of

classification accuracy of not less than 98% was reported. The performance

out performed VEP without eye blinks. A total of 22 test VEP features out

of 62 total features were used in the study including eye blink features.

VEP were generated from 40 healthy participants with eye opened but no

eye movements and the participants were relaxed with no tasks performed in

[208]. The recording was made for an EEG identification experiment using a

minimal number of EEG signals from inside and outside of a person group.

Each participant produced 3000 data points from VEPs per trail with a total

of 9000 data points from three (3) trails. The trail groups were five (5), ten

(10) and twenty (20) participants. SOBIRO ICA was able to identify par-

ticipants within and outside the group at classification performance of more

than 95% with data points between 1000 and 3000 features. With 500 data

points ERICA ICA performance was at 98.71% which outperformed SOBIRO

by 0.84%. However, ERICA ICA was only able to identify participants from

inside the group rather than both inside and outside group as achieved by

SOBIRO ICA. The performance increased when more channels were used.

No filter was applied apart from these ICA methods where improved sig-
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nal components from independent feature correlations were extracted and

presented in non-orthogonal form for neural network identification. More

participants and also EEG recording from different sessions were suggested

for future studies.

Different sessions of trail recording were used to generate eye opened and

eye closed VEPs [120] while each of the 50 participants looked at a white

screen. The experiment was conducted in order to ascertain the permanency

occurrence of EEG signals for person identification over a period of time.

The signal potentials were collected from three (3) different sessions and the

Common Averaging (CAR) filter method was applied to estimate the aver-

age signal from all channels. This produced an improved EEG signal quality

from the evoked potential for feature extraction. Autoregressive coefficients,

power of density features and the coherence method were used for feature

extraction. A classification method was used on the test data set. For du-

ration of recording, 40 seconds attained a performance identification rate of

95% level of confidence interval at the decision state. In the decision state,

the authentication was made using the extracted and score features for enrol-

ment and verification, respectively. It was also discovered that the sampling

rate of 256Hz was reduced to 128Hz to minimise the size of the generated

signal samples.

Another VEP was generated in [121] with eye closed (EC) and eye opened

(EO) in a biometric study for person identification using eigenbrain (EB) and

eigentensorbrain (ETB) projected features. The projections of EB and ETB

vector features were performed with Principal Component Analysis (PCA)

and multilinear PCA. However, it was observed that the effect artefacts and

noise were reduced because of the influence of orthogonal transformation and

linearity properties of PCA while extracting informative features of uncor-

related components. In this study, ETB was found to outperform EB using

a nearest neighbour (NN) classifier where the classification performance was

better observed in EC tasks than EO tasks. The test data were taken from
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30 participants. The data comprised of 79 potentials observed from 5 seconds

frame per participant and session. Further investigation revealed improved

performance identification accuracy of ETB and EB with LDA classifier.

2.2.1.2 Event Related Potentials

An event related potential is the representation of sensory, motor or cog-

nitive neural response due to specific external tasks [28, 99]. For instance,

a specific task of cognitive reading as applied in [139, 234], which resulted

in the generation of event related potentials (ERP). Here, the signal that is

generated is based on the the cognitive ability to read the words that are

displayed on the screen. Such specific task-driven signals are also suggested

in [3] for biometric identifications.

In a recent study, [8] read specific series of words where the signal fluctu-

ations between correctly and incorrectly read words was used to obtain the

ERP. The study sought to address the permanency effect of long duration

EEG signal recording for biometric performance. The problem was solved

as a classification problem where the signal patterns were investigated us-

ing different classifiers, including support vector machine (SVM) and Naive

Discriminant (ND) and Divergent Auto Encoder (DAE) classifiers. These

methods showed performance classification accuracy between 82% and 97%

where DAE performed better than SVM, while NL performed worst. The

test was made on 3000 potentials from 30 participants using 100 potentials

per participant. The noisy portion of the signal was controlled by maintain-

ing steady impedance. No preprocessing for artefact removal was performed

since pre-investigation indicated no effect of artefact on classification perfor-

mance.

A similar reading method was also applied in [67], to generate ERPs by

reading streams of words from the screen. The noisy portion of the signal

was improved by an averaging method, as a method usually operated on the
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time domain rather than on the frequency domain. The improved ampli-

tude of waveforms produced a recognition accuracy of about 80% from 30

participants when Euclidean Distance (ED) was used and about 68% when

Dynamic Time Warping (DTW) was used. The performance was observed on

test data comprising 20 trails out of 30 trails per participant which were ran-

domly taken. The study was based on a pattern matching technique aimed

to find the best pattern from the EEG signal that could correctly match the

identity of a participant for biometric purposes.

The extended study of [67] was presented in [68]. Here, instead of using

ED and DTW, an RBF neural network was applied to learn and identify

matching patterns from all 37 participants. Similarly, an averaging method

was used to improve the strength of the noisy portion of the signal. Im-

proved performance was recorded with probability features and RBF meth-

ods at 91.62%, while frequency features and RBF performed less well at

about 90%. This was an improvement in terms of performance following an

identification accuracy of 78.92% from a conventional RBF neural network.

These performances were observed on unknown strings of EEG signals. A

total of ten (10) trails per participant were used as test samples. The in-

vestigation was based on identifying a participant from a set of participants

using four (4) multi-electrode event-related EEG signals.

Another study [235] adopted spelling tasks to evoke ERPs in order to

detect biometric imposters. The signals recorded on an 8-channel multi-

electrode EEG device at different sessions were not found to be consistent

because of latency, locations and noise. These potentials were filtered within

1 − 35Hz and 59 − 61Hz for band-pass and notch filters, respectively, to

improve and detect P300 signals for the experiment. Feature extraction was

based on a z-normalisation technique where the highest correlation between

signals from 4 real subjects were chosen out of 24 subjects for training. Since

this was a statistical learning approach, the half total error rate (HTER) was

minimised with with up to 95% accuracy for detecting 20 fake validation data
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sets. HTER was defined as the sum of false positive rate and false negative

rate divided by two (2).

Other studies such as [28, 97] separated objects into target and non-

target objects to observe event related potentials. The potential is generated

by viewing the target objects, which are usually more noticeable than non-

target objects in terms of lower potentials [123]. Such lower potentials are

challenging to distinguish, especially when considering the potentials for per-

son identification.

An attempt at viewing the target object from a poll of non-target objects

was found in [28] where a combination of different objects was used as the

login password. The potentials were recorded on a 28-multi-electrode sys-

tem while selecting target objects from non-target objects. This was a rapid

sequencing view of objects in an experiment to determine login performance

with both wet and dry electrodes. During the EEG analysis, eye blink arte-

facts were detecting and removed from the EOG control electrode channel at

the peak amplitude of 75µV. Also, the noise level was minimised by main-

taining low impedance of about 10kΩ during recording. Downsampling was

made from 1000Hz (wet electrode) and 1200Hz (dry electrode) to 100Hz to

reduce the data size using an averaging technique of 10 wet electrodes and

12 dry electrodes per sampling. An average performance was observed on 29

participants using ERP features from a single trail and recorded at 85.9%

for wet electrodes while dry electrodes recorded 77.5% accuracy. As a clas-

sification problem, a variant of Linear Discriminant Analysis (LDA) known

as regularised LDA was used to model the true acceptance rate. This was

observed to vary between 90% and 100% for the identification of the par-

ticipants with average login duration of 13.5 seconds and 27 seconds on wet

and dry electrodes, respectively, indicating low performance of dry electrodes

in biometric identification. There was a performance degradation problem

due to session-to-session transfer which was suggested for improvement by

enrollment calibration of sessions.
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In [97], counting tasks were used to generate ERP potentials where tar-

get cards were counted while viewing both target and non-target cards on

the screen. However, since the target potential was P300, a t-test analy-

sis was performed on all electrode channels using an estimated peak value

of 600ms, which is known for the occurrence of P300 potentials. The ex-

tracted potentials were filtered with the Blind Source separation technique

to remove volume conductors and artefacts. The result obtained was about

72% in terms of performance accuracy for person identification using classi-

fiers such as Quadratic Linear Discriminant Analysis (QLDA) classification,

SVM and deep neural network technique. This was a classification problem

where PCA and PLS were applied to reduce the dimensional size of the P300

ERP features from 1442 to 486ms epoch per participant. Total epochs for

all 25 participants was 12,139 epochs. However, it was noted that PLS out-

performed PLS when tested on a single epoch rate of 800ms. One of the

reason for the outperformance of PLS over PCA was that PLS considered

class labels while maximizing covariance whereas PCA did not consider the

class label during orthogonal transformation of uncorrelated features. Simi-

lar outperformence was recorded on the deep neural network by QLDA which

was due to the limited size of ERP features. The support vector machine

(SVM) was outperformed by QLDA and LDA.

Circle shapes were counted repeatedly to produce ERPs in [38]. The

target objects were the shape, while the non-target objects were made up

of letters and numbers. The study was conducted to find the response from

both ERP and VEP responsible for person identification. The target was

observed as carrying the VEP response while the non-target carried the ERP

response from numbers since it involved some form of cognition. Common

Averaging Filters (CAF) were used to minimise possibly present noise and

eye blink artefacts as preprocessing steps while strengthening the filtered

signal. The result obtained was about 95% performance accuracy from 30

test participants out of 50 participants.
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Several combinations of mental tasks including mental calculation, object

rotation and counting of visual letters were adopted in [101] to generate ERP

signals. The signal was obtained from 50 healthy participants of various ages

in a study to measure information transfer using intrinsic mode function and

empirical mode decomposition for a person identification. A Butterworth

filter was applied to filter the generated signal within the range of about 6 to

30Hz to produce improved quality while maintaining the main characteris-

tics of the original signal. The signal decomposition was performed by EMD

for an LVQ network. The performance classification accuracy of identifica-

tion recorded using three (3) trails from seven (7) participants was about

97.23% by combining the Learning Vector Quantitisation (LVQ) technique

and fuzzy network using 70% training and 30% testing features extracted

from 50 participants. Findings from the study indicated the influence of

emotion on classification performance degradation. This was likely caused

during task recording and is suggested for future investigation.

2.2.1.3 Motor Evoked Potentials

Body movement related tasks such as sitting, standing and fist opening or

closing are other ways to generate evoked potentials [182] for biometric stud-

ies including [83, 231, 232, 214].

In one of the earliest application, imagining hand and tongue movements

were performed by sitting in a relaxed state [83] to obtain evoked potentials.

The evoked signals were sampled at the frequency of 250Hz. A band-stop fil-

ter known as a notch filter was applied within the frequency limit of 1−50Hz

to attenuate unwanted signals within the range. The advantage of this filter

was observed in its ability to main the attenuated signal to a minimum level

while improving the quality of the filtered signal. The study was performed

to investigate different biometric recognition rates achieved with EEG fea-

tures. Methods such as autoregression, entropy, cross-correlation and mutual

information were used for the extraction and learning with back-propagation
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neural network. Approximate performance of 99.9% accuracy was obtained

on 50% of the test data set from the total of 3 participants with four (4)

trails. A further finding from the study indicated that applying a threshold

during feature extraction affected the recognition performance of the biomet-

ric system.

Real and imagined movements of four (4) different tasks with eye closed,

eye opened, relax, fist movements were experimented in [63] to generate

movement evoked potentials. The data set contained signals for 109 partici-

pants and was adopted in [231, 232, 178, 194, 214] for biometric usage.

In a later study, [231] applied the imagined part of the movement data

set to generate motor evoked potentials. Segmentation was used as a prepro-

cessing method to remove noise from the signal by grouping the frequency

bands into different classes before applying a wavelet de-noising technique. A

hybrid approach of de-noising was proposed by combining wavelet de-noising

and multi-scale PCA. The performance accuracy of recognition increased

above 95.5% in contrast to non-usage of preprocessing. The study was con-

ducted to investigate the effect of preprocessing for noise elimination on EEG

biometric systems using 25 participants from the overall 50 participants as

test data set.

Another preprocessing technique was applied to a task sensitivity study

for EEG biometrics [232] on three different scenarios in order to ascertain the

performance of the EEG signal. It was reported that the same tasks were used

for training and testing with no significant difference in terms of biometric

accuracy of performance recorded when compared to the use of different

tasks for training and test. But when both data sets were concatenated a

performance of about 99% was obtained. For the paired trail task, 75% was

used for training while 25% was used for testing. It was also revealed that

the trial task combination provided increased performance and data point

sizes. The signals were generated by real and imagined body movement

trail tasks from 108 participants at the sampling rate of 160Hz. The signal
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was recorded within the duration of 120 seconds on 61 channels of the EEG

electrode device. The signals from six (6) selected channels were processed by

wavelet decomposition to transform the signals into bands by the frequency

technique based on a segmentation technique. The segmentation was made

within 0−−80Hz frequency and at the interval of 20Hz.

Similarly, [214] used both real and imagined tasks to generate motor

evoked potentials from eye closed (EC) and eye opened (EO) tasks within

a duration of 60 seconds. The generated signal was filtered in the range

4Hz–20Hz using a band-pass filter. The filtered signal produced the desired

signal from which the peak alpha frequency was extracted since the study

was interested in peak bands of alpha and delta frequencies. A similar power

of density from the peak of band was obtained from the evoked potentials

filtered within the frequency limit of 0.5Hz and 4Hz. The combination of

bands of alpha and delta peak frequencies from EC and EO tasks was used

for the identification task. This recorded 90.2% accuracy on a test data set

using cross-correlation with a Mahalanobis distance identification technique

of LDA. The result was obtained from a classification task from 60 epochs

generated per participants out of a total 109 participants in the study. Five

(5) epochs were used for cross-validation while 55 were used for testing.

Also, real and imagined movement EEG recordings from cerebral brain

regions were adopted to induce motor evoked potentials for a person identifi-

cation [194]. Downsampling was maintained at 160Hz and only features from

the Cerebral electrode channel location (Cz) were extracted because of the

high effect on movement-related tasks. The desired signal was filtered using

low and high band-pass filters. The filter signal was transformed to frequency

bands using Debauchees wavelet method of signal decomposition from which

the density features were obtained. True acceptance rate (TAR) and false

acceptance rate (FAR) measures were used to evaluate the performance on

test data from two major tasks. The result performed better with imagined

movement tasks at 94.28% TAR and 5% FAR accuracy than real movement
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potential tasks, which were observed at 88.57% TAR and 3.33% FAR accu-

racy on five (5) participants’ test data out of 109 participants for the study.

The performance classifier used was a multi-layered back-propagation neural

network technique.

[178] extracted only eye closed (EC) and eye opened (EO) signals from

[63] data sets for biometric investigation. The raw signals were filtered at

0−−50Hz using a filter of low-pass design. The sampling rate was reduced

from 160Hz to 100Hz recorded at 10 seconds per segment. Each segment

produced a total of 1540 feature vectors derived from the 56 electrodes used

as 56(56-1)/2. Performance of 100% was obtained for the combination of EC

and EO when a coherence feature mapping method between brain regions

was applied, while 96.26% on EO and 97.5% for EC were achieved with

spectral density features. The performance tested on 108 participants where

55 epochs per person were used for testing on 6 iterations using 5 validating

epochs was similar to [214].

2.2.1.4 Other Forms of Evoked Potentials

Auditory evoked potentials (AEP) are described as the potentials from audio

or voice stimulus tasks. Recent studies that have applied AEP include [89,

71].

Both vocal and non-vocal songs were listened to generate AEPs [89].

Here, a 128Hz sampling rate was used and the signals were filtered with

a Savitzky–Golay filter within the range of 0 − −100Hz to obtain quality

signals. Signals above 100Hz were considered as artefacts due to muscle

contraction and were attenuated. The study was made during a biometric

identification investigation using potentials from audio signals. Performances

of 97.5% for Hidden Markov Model (HMM) and 93.83% for support vector

machine (SVM) were obtained on 20% test data from 60 participants with

2400 audio EEG signals. However, a person’s emotional interest in the audio

signal was noted as one of factors that affected biometric identification using
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AEP signals. Further findings from the study indicated that calmness was

observed with higher identification performance than angry, sad, fearful or

happy emotional states.

Similarly, [71] applied a song listening method to different non-vocal songs

to evoke AEPs recorded at 15 seconds duration. The trails were a combina-

tion of both known and unknown songs recorded by 9 participants recorded

on fourteen (14) multi-channel electrodes. Filtering was applied in three (3)

stages: the first stage of filter application was after recording with 2048Hz

sampling frequency using a band-pass technique. In the second stage notch

filters with 50Hz and 60Hz frequency limits were used to produce improved

signal quality by minimising AEP signal resonance. The produced signal was

downsampled from 2048Hz to 128Hz and later a band-pass filter was ap-

plied with frequency range of 1–49Hz. The generated signal was transformed

to a frequency domain from the time domain during feature extraction by

adopting a short time Fourier transform (STFT) method. The study aimed

to perform person identification using AEP extracted features of gamma and

beta bands by considering the potentials from preferred and non-preferred

songs. Performance accuracy of 91.02% and 87.10% for known and unknown

songs, respectively, using Linear Discriminant (LD) classifiers were observed.

In the testing procedure, one-tenth of the extracted features were used for

testing on the cross-validation process in 10 folds.

A steady state evoked potential (SSVEP) is described as a form of po-

tential that has repeated signals of similar frequency pattern [227]. It tends

minimal noise and artefact interference since a fixed or a desired frequency

range is usually used. SSVEP signals can be generated from any task.

In one of the biometric applications, [133], audio and visual tasks were

used to generate SSVEPs by viewing a fixed box size screen in order to ob-

tain repeated similar patterns. Audio voice forms a guide to the pronounced

letters. The potentials were generated at the starting frequency of 500Hz

and less than 5Ω impedance was maintained steadily. A control channel
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of two (2) electrodes was used for ocular artefact computation calculation.

The calculated amplitude range of -100µV to +100µV where the signal gra-

dient is more than fifty microvolts (50µV/ms) was used as a threshold to

minimise ocular artefacts. The study was aimed at person identification

from neurodynamic cognitive EEG signals where brain region connectivity

and classification techniques were used. The result showed about 98.6% au-

thentication accuracy with 20 participants from 16 electrode channels with

5-seconds EEG signal extractions per electrode.

2.2.2 Biometric Response of EEG Signals

This section reviews the biometric response of EEG signals to a person iden-

tification. It focuses on the response from frequency bands of EEG signals

and the response from multi-electrode channels and location placement on

the scalp.

2.2.2.1 Biometric Response of Frequency Bands of EEG Signals

It is also known that frequency bands of EEG signals vary between 0.5Hz

and 40Hz from human stimulated tasks [121, 208]. Within the bands, there

exist different categories of frequency range, which depend on the stimulated

task as well as the state of the signal. Hence, related sensitivity of frequency

bands of EEG signals for biometric studies is investigated.

In one of the earliest studies, [169] adopted alpha rhythmic EEG as the

most informative band of the EEG signal frequency for biometric identifi-

cation. The performance reported varies between 80% and 100% when eye

closed state of EEG signal, autoregressive (AR) and Learning Vector Quan-

tized neural network methods were applied. The variations were due to

different frequency bands of the signal. A total of forty-five (45) vectors was

obtained for each of the four (4) participants. Twenty-five (25) vectors for

each participant were used for training while twenty (20) vectors were used

for testing.
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Later studies such as [154, 153] used the gamma frequency band for per-

son identification from a Snodgass picture visual display [201]. The frequency

band was chosen because of the effective sensitivity of the band to the sense

of vision from the visual display of objects. [154] recorded 95% classifica-

tion performance on 200 test vectors using Fuzzy ARTMAP neural network

where all 10 participants were identified. Similarly, [153] recorded approxi-

mately 96.94% classification accuracy on a test data set during 10-fold cross-

validation with ENN. The test data were one-tenth of the extractions from

102 participants.

Both alpha and beta bands were used for person identification in [82].

These bands were known to have strong correlation with the mental tasks.

The performance accuracy of about 96.97% was reported when LDA was ap-

plied. The study used a total of twelve (12) participants for the identification

experiment. Each participant contributed fifteen (15) trails where 10 were

used for training while 5 were used for testing and validation.

Similarly, alpha and beta frequency bands were also noted to be informa-

tive and were used for EEG biometric identification in [224]. Performance of

92% was reported based on the mean spectral power of the bands from eye

closed and eye opened EEG features using Continuous Wavelet Transform

(CWT) generated features. The performance was reported from an investi-

gation of EEG feature invariance for biometric authentication. The features

were generated from 4 participants on 128 multi-electrode channels result-

ing in 5760 features per participant. In terms of data separation, 50% was

assigned for training while the remaining 50% was set for testing. However,

the test data sample was from one session out of the 2 session trails recorded.

Also, [121] reported that alpha and beta frequency bands formed an in-

formative part of EEG biometrics from the eye closed (EC) protocol while

the eye opened (EO) informative band was found in the theta band. The

study applied template projection of eigenbrains (EB) and eigentensorbrains

(ETB) for biometric identification. The delta, theta, gamma, beta and alpha
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bands recorded their highest performance of 80.2% (PSD & LDA), 82.7% (EB

& LDA) and 83.0% (ETB & LDA) when LDA EC evoked potentials were

used. This was followed by the beta band on the same EC protocol and

LDA with performance of 74.6% (PSD & LDA), 76.2% (EB & LDA) and

76.3% (ETB & LDA). For EO features, the highest performance was also

observed at 65.1% (PSD & LDA), 66.3% (EB & LDA) and 66.9% (ETB &

LDA). Beta performed on EO with 64.2% (PSD & LDA), 64.4% (EB & LDA)

and 62.3% (ETB & LDA) accuracy levels. The features were obtained from

30 participants at two different sessions per participant. PSD was used for

comparative studies. Different frequency bands were observed to affect the

accuracy of biometric identifications.

Further findings revealed the importance of frequency peaks and band

power of alpha and beta bands for person identification [214]. The signal was

obtained during trail recordings from eye closed (EC) and eye opened (EO)

conditions. The performance measurements were based on standard devia-

tions and means of a participant, observed from inter- and intra-characteristic

differences between electrode locations. The study reported a performance

of about 90% accuracy with 109 participants using a cross-correlation tech-

nique for similarity measurements on the extracted alpha and beta bands of

the EEG signals.

2.2.2.2 Biometric Response EEG Signal from Multi-Electrode Lo-
cations and Channels

It is known that EEG signals observed on multi-electrode EEG systems come

from different brain regions [53, 144]. The observation is an indication of the

distinctive functions of different brain regions for the observed EEG signals

following the region of interest [61]. For instance, the parietal lobe is very

sensitive to movement [37], while the temporal lobe is sensitive to voice-

related tasks [111]. Thus, this subsection investigates the biometric response

of different electrode placement locations for a person identification.
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In a previous study, [208] thhe four key locations of frontal, central,

parental and occipital brain regions were used for biometric investigation.

The electrodes were placed on 16 channels to observe the potential follow-

ing the 10–20 electrode standard location placement on the scalp. The study

aimed at using few EEG channels and signals for biometric investigation. The

participants were instructed to sit without talking during the trail recording

of the signal from the multi-electrode locations. The placement location of

electrode on the scalp known as P4 was found to provide sensitive information

for a person identification with a SOBIRO Independent Component Analysis

(ICA) classifier. This was observed using the number of existences of P4 in

1000 data points as well as 1500 and 3000 data points at 11, 20 and 18, re-

spectively. The number of existences of P4 recorded was more that observed

in other channels. Within the total 3000 data points per participant recorded

from 40 participants, training, validation and testing were first made on the

total data points, then on one third of the total data points and finally, on

one-sixth of the total points. Further finding showed that P4 was the parietal

part of the brain which performed sensing information processing including

heat, cold, light and taste for body adaption.

In another study, [8], the occipital part of the brain channel (O2) was

more distinguishable for person identification. The 6 electrode channels were

placed based on the 10-20 electrode placement standard to collect event re-

lated potential (ERP) signal potentials from long duration EEG recordings.

The signal was obtained from acronym tasks as the basis of knowledge un-

derstanding from a network of 75 acronyms. Total participants numbered

40; each participant viewed these acronyms three (3) times. The choice of

occipital channel (O2) was because of the visual role of the task while viewing

the acronyms. This provided informative features leading to performance of

not more than 97% accuracy from the combination of Divergent Autoencoder

(DIVA), cross-correlation and Naive Discriminant Learning (NDL). The ex-

periment was performed with a dry EEG electrode device.
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The sensitivity of electrode location channel was also observed on dry and

wet electrodes during an ERP involving a rapid visual task [28]. The signal

was recorded on the 10-20 electrode placement standard with 16 channels.

Occipital and parietal were reported with high correlations on specific repre-

sentation of symbol, which was related to the functional part of both lobes.

Mean classification performances of approximately 87.8% and 78.2% were

recorded on wet and dry electrode devices, respectively. The performance

was observed in a test classification of a single trail task from 16 participants

out of 29 participants.

Dry electrodes were used to record ERPs from visual tasks on 74 electrode

channels using the 10-10 international standard for electrode placement [68].

Occipital channel location of the brain described as Oz was more descriptive

for person identification with an accuracy of performance observed between

62.70% and 67.57% on wrong string, word and pseudoword reading tasks,

better than O1, O2 and Pz locations. For acronym readings, O1 had the

highest performance of 55.68%. The result was obtained from a Euclidean

Distance classifier and radial basis function (RBF) network technique using

a single electrode location channel. However, it was observed that the use of

multi-channel locations improved performance. For instance, when all elec-

trode locations tested as a single channel using wrong strings were combined,

the performance improved to 78.92% accuracy of identification. The study

examined multi-channel biometrics using EEG features and RBF with 37

participants where 10 trails per participant were used as the test sample.

For the mental trial tasks, the signals from P3, P4, O1 and O2, as well

as C3 and C4, were found to be informative for person identification [101].

The report was made when features from the signal were extracted using the

known information transfer function and intrinsic mode and empirical mode

of decomposition for biometric study. Further findings indicated that brain

lobes occipital (O) and central (C) contributed to the observed potentials

on the informative electrode locations. The experiment used 70% training
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and 30% test features split from fifty (50) participants. The training was per-

formed using a k-fold cross-validation method on LVQNN and fuzzy selection

techniques.

A later study [214] identified the frontal part of the brain as very useful

for person identification. The findings were made from a study to demon-

strate the performance of peak frequency of the alpha band and the power

of the delta frequency for biometric authentication. About 90% accuracy

was obtained with a test epochs of 55 out of 60 epochs per participant while

5 epochs were used for validation using a Mahalanobis distance with cross-

relation method. The signal potentials were generated from imagined and

real movement tasks from 109 participants. The electrodes were placed based

on the 10-10 electrode placement standard.

In [232], occipital electrode locations (O1,Oz,O2) on the scalp were also

reported as being informative for biometric identification when compared to

cerebral (C1, Cz, C2) and frontal (AF3, AFz, AF4) lobe electrode locations.

The finding was observed from trials of similar tasks using 108 participants

resulting in median performance of 87& accuracy. This was lower than per-

formance obtained (96%) when all electrodes from all lobes were combined.

The potentials were created from movement-related tasks [63]. Test and

training data were drawn from the same task of opened and closed eye trails

when the object appeared on the screen using the left or right fist.

Similarly, in [126] eight (8) electrode locations of centro-parietal regions

of the brain were sensitive to biometric authentication following the 10-20

electrode placement technique. These locations were C3, Cz, C4, CP1, CP2,

P3, Pz and P4 and were selected because of the informative sensitivity of

these locations to mentally stimulated imagined tasks. A Gaussian method

was adopted as the method of implementation. The performance accuracy

of different tasks and long duration recordings were investigated. In one of

the findings, performance accuracy of EEG signals of the next recording was

degrading; however, improved performance was achieved if both previous
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and next day recorded signals were used. For instance, the half error rate

(HTER) was reduced from 16.1% using a day signal to 13.8% when current

and previous day signals were used with four (4) Gaussians. Also, three

(3) tasks of word generation, and left movement and right movement of the

hand were investigated. Performance average HTER of 26.1% (word task),

19.2% (left task) and 11.2% (right task) were obtained using three (3) k-fold

validations from three (3) participants out of nine (9) total participants.

In a spelling task [235], a total of 8 electrode locations from four (4) lobes

including P-parietal (P3, Pz, P4), T-temporal (T5, T6) and C-central (C3,

Cz, C4) were selected from 20 electrode locations for biometric investigations

of fake persons. Performance accuracy of authentication of 95% was obtained

from 20 fake test data, and 4 real training data of subjects were used for

training, following cross-correlation and normalisation techniques. This was

an indication of the sensitivity of the selected electrode locations for person

authentication since P300 features used were extracted from these locations.

The electrode placement was based on the 10-20 electrode placement method

used to observe EEG signal trails from 24 subjects.

Also, a total of eight (8) electrode locations (C3, C4, P3, P4, O1, O2,

F3 and F4) from F-frontal, C-central, P-parietal and O-occipital lobes of

the brain were used to distinguish a person by biometrics [165]. These elec-

trode locations were sensitive to distinguish performance difference of various

emotional states of EEG signal. The result indicated that a stressed mode

provided more authentication accuracy than calm and excited modes. The

signal was observed from song listening tasks that were recorded on 32 elec-

trode locations following the 10-20 electrode placement method [96]. The

total number of subjects used in the experimental trails was thirty-two (32).
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2.3 Feature Extraction

EEG features for biometric recognition are typically represented by frequency

spectra, which are calculated by using Fourier, wavelet or Hilbert-Huang

transforms, or by the coefficients of AR models. The more recent EEG-

based biometric studies have aimed at extracting the ”connectome” which

represents the brain functional connectivity of a person.

This section first reviews EEG-based person recognition systems employ-

ing spectral feature estimation techniques, functional mapping and connec-

tivity features.

2.3.1 Spectral Features

In a biomedical signal such as an EEG, the power of spectral density is

identified as a frequency spectrum in response to brain electrical activities

[121, 178]. The response is in relation to stimuli generated from VEP [103],

ERP [235] or other tasks and is usually described by spectral features which

are estimated with techniques including AR modelling, Fourier transform,

and wavelet transform.

One of the earliest attempts to develop an EEG-based person recognition

system was based on the statistical analysis of EEG spectra aimed at defining

the individual biometric pattern. The developed system [204] was tested

on the EEG data recorded from 82 subjects and provided accuracy of 90%.

Later studies [60, 184] have confirmed that EEG features contain information

related to an individual trait, a genetically determined characteristic, which

is stable over time.

Classification of EEG recordings from 40 participants was attempted in

[159]. The recordings were made with 8 electrodes, and the subjects were in

a resting state with eyes open (EO) and eyes closed (EC). EEG signals were

represented by the coefficients of AR models from only EO in a biometric

study that applied Linear Discriminant Analysis (LDA) for the classification
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purpose. It was reported that LDA recorded 82% with 21st order of AR

and 174 test epochs while 175 training epochs recorded 99% performance

accuracy. Also, 3rd order of AR recorded 49% and 68% with the same test

(174 epochs) and training data (175 epochs), respectively. Findings from the

result showed that an increase in the number of data epochs or participants

as well as order number of AR produced increased performance accuracy of

classification while reduction of data epochs or participants, and AR order

reduced the performance accuracy. A small number of epochs was extracted

from all 40 participants and separated into 50% test and 50% training data

sets.

Visually evoked EEG potentials recorded from a multi-electrode system

have been investigated for biometric identification of 102 subjects [153]. The

investigators assumed that the frequency powers in the gamma band (32 −
−48Hz) represent the informative features for biometric identification. The

spectral powers were estimated for each electrode in order to form a feature

vector. Biometric identification was performed with Elman neural networks

that allowed an average accuracy of 98.12% to be achieved with more than

300 hidden layers.

Another mental EEG task is studied for authentication by using a sup-

port vector machine. The biometric features were represented by the spectral

powers, and a mean accuracy of 98.46% was reported [11] using 7 partici-

pants. The extracted signals were based on 325 trail samples recorded at

10 seconds per trail. However, when the same method was applied to a

larger data set of 120 participants, mean performance accuracy of 91.05%

was reported.

In [152], an AR model was used to estimate the power spectral density

features for biometric recognition using Burg’s technique. The technique was

applied on EEG signals generated from event related tasks of ERP using 6th

order of AR to generate the coefficients. This was a two (2) step biometric

where a forward and backward minimisation process was used to generate

48



AR coefficients for spectral density estimation. The result obtained with a

counting task was 0% false reject error and this degraded to 0.25% when

PCA was used. The data used included only five (5) subjects. Nevertheless,

the signals were segmented into 200 segments obtained from 10 sessions per

participant where each segment had data points of 125 length of samples.

The channel electrodes were six (6) in number.

In [179], AR was applied to EEG signals generated using ERP EEGs

obtained from 45 subjects on 56 channels. The study specifically applied the

Burg method of AR where the reflective coefficients were obtained. Spectral

density features were extracted from coefficients of polynomial regression

models. The result from the study indicated 98.73% classification accuracy.

Another method of power of spectral density feature extraction is the

Hilbert-Haung Transform (HHT). The HHT uses the Empirical Mode De-

composition (EMD) method to decompose a signal into Intrinsic Mode Func-

tions (IMFs). Then the Hilbert Spectral Analysis (HSA) is applied to the

IMFs to obtain a time-frequency representation of the signal.

The length of the resultant transformed signal is the same as that of the

original signal, and variations of frequency over time are preserved within the

HHT. This is an important advantage for analysis of non-stationary signals

such as EEGs.

An example of EEG biometric systems using the HHT is described in

[101, 102]. The result from classification using different task-related EEG

data sets indicated the effectiveness of HHT in providing subject-specific

information for biometric identification.

The Physionet Motor Movement/Imagery EEG signal data set known as

EEG-MMI [189] contains recordings obtained from 109 subjects via a 64-

electrode EEG system, and is used for recognition and identification studies.

The signal recordings were made from the subjects during rest periods with

eyes opened or eyes closed. The subjects also performed motor tasks includ-

ing real and imagined movements of hands and feet.
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The accuracy of biometric authentication has been explored on six (6)

publicly available data sets, including the EEG-MMI benchmark. Spectral

features were extracted from the conventional frequency bands generated

from movement-related tasks [41]. The performances of these bands were

investigated in relation to various tasks from the public data sets. It was

reported that spectral features obtained from frequency bands lower than

40Hz was distinguishable for person identification. The experiment was con-

ducted with 100 participants and a performance accuracy of about 80% from

the eye opened (EO) condition from EEG-MMI data set were obtained. The

target set was selected from normalised factors of spectral density coefficients

across all input samples while the training set was selected from the input

samples with similar sessions. No significance differences were reported from

other tasks. The analysis of the electrode positions did not reveal their best

locations in terms of identification accuracy.

The resting state recordings from the EEG-MMI data set have been used

in the experiments of [181]. The 1-min-long recordings were split into 12 5-

sec epochs to be represented by the coefficients of AR models of orders given

between 5 and 20. The accuracy of biometric identification was reported at

87.2%. It was reported that the feature channels were selected based on the

binary flower pollination algorithm [233].

The EEG-MMI benchmark has been used for research in the biomet-

ric recognition of movement-related tasks [232]. The 4-sec-long task-related

recordings were joined into 30-sec-long epochs in order to extract the bio-

metric features by using a wavelet transform. The recognition was per-

formed with linear discriminant analysis, and an accuracy of nearly 100%

was achieved. This approach requires the 30-sec-long recordings for the bio-

metric identification, which under certain conditions is not user-friendly and

can limit applications.

Other AR modeling techniques were found in studies such as [175, 120,

181]. Here, the Yule-Walker equation and the Levinson-Durbin algorithm
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were employed to find autocorrelative feature estimation in a forward direc-

tion.

In one of the studies [175], the least squares approach was used to generate

AR coefficient features for biometric study using an unobtrusive technique.

Since these features were limited to a single channel, a cross-correlation tech-

nique was applied. Within the cross-correlation technique, mutual informa-

tion between two electrode channels was extracted using coherence compu-

tation with reference to the signal channel. The result reported about 96.6%

accuracy of performance with the extracted features. The rest state data

set with 2 to 4 minutes of recordings from 51 participants were used in the

study.

In the later study, [120] also applied Levinson-Durbin recursive on Yule-

Walker AR equation in a study to find the permanency of biometric features

using EO and EC data sets of 50 subjects. Within the study AR, spectral

density features and coherence computation features were compared where

AR features from the Yule-Walker equation outperformed the other two fea-

tures. The classifiers used for the study were cosine, L2 Euclidean and L1

Manhattan distance methods.

The Yule-Walker equation was also applied in [181] with the least squares

approach. The signal potentials were derived from motor and movement-

related an EEG data set of 109 subjects [63] to estimate the AR features

of unknown parameters. The feature selection method adopted was based

on the flower pollination algorithm [233] in which a binary search approach

was used to search useful biometric features from the multidimensional space.

The classification performance was 87% using a classification technique known

as optimum path forest. Further improvement was suggested for future stud-

ies.

The advantage of solving the Yule-Walker AR equation based on Levinson-

Durbin was observed in various studies over other methods.
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In [160], the Yule-Walker technique was noted as being more computation-

ally effective than the Gaussian elimination method during analysis of sleep

and wake state EEG signals. This was due to the symmetric and Toeplitz

properties of the technique where forward error minimisation is applied as a

linear equation.

Apart from minimizing error in a forward direction during coefficient

estimation, [160] also acknowledges the estimation of AR coefficients by the

applying forward and backward technique of error minimisation known as

Burg’s AR method. By comparing Yule-Walker and Burg techniques, it is

known that the Burg method produces higher computational power than the

later. The high computationalpower is due to the utilization of more data

points by Burg’s AR technique [160, 156], but a stable result is produced

[205]. Other biometric investigations using Burg methods are found in [179]

and [152].

Additionally, [3] applied Burg’s method on eye blink VEP samples to find

AR coefficients for unknown EEG channels for a person identification. In the

study, conical correlation analysis and density level scores were used to rank

features for fusion and biometric authentication. The performance accuracy

of classification obtained was 98% with 31 participants.

2.3.2 Mapping Brain Functional Connectivity

The brain functional connectivity reflects the interaction between different

brain regions, which is observed and explained in one of the existing forms

of measuring brain activity [55]. The electrical brain activity can be mea-

sured directly and represented by potentials induced on EEG electrodes. The

brain activity can also be estimated from the magneto-electroencephalogram

(MEG) or functional Magnetic Resonance Imaging (fMRI). The observations

are mapped onto the ”connectome” that represents individual differences

in brain organisation [53], with genetic traits [200, 199]. This makes the

connectivity-based approach promising for biometric purposes. In the study
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[134] the individual differences in a connectome were defined as ”connecto-

type” analogously to genotype.

For estimating the connectome from fMRI data, AR modelling was em-

ployed to predict activity of a given brain Region of Interest (ROI) as a

weighted sum of the activity of its neighbouring regions [134]. The ROIs

denote brain areas that represent distinct functional units [61].

The neural activity in fMRI data is represented by the Blood-Oxygen-

Level Dependent (BOLD) signal which reflects the changes in blood oxygen

saturation associated with activation of neurons. Within fMRI, correlations

between between EEG and BOLD signals can be measured [107]. As a conse-

quence, the techniques developed for analysis of BOLD signals can be trans-

ferred to EEG feature extraction.

The early attempts [129, 55] to map the connectivity used the correlation

estimated between the regions of interest, which can be represented by EEG

or fMRI signals. The correlation was estimated between pairs of the regions

of interest.

Later, the connectivity mapping was considered in the frequency domain

in terms of coherency which reflects the linear relationship between a pair of

EEG channels at a given frequency. However, it was found that the inter-

pretation of the coherence is affected by the volume conduction which leads

to erroneous estimation of the coherence [145].

A study was proposed to estimate the connectivity in terms of phase syn-

chrony between EEG electrodes, which is known as the Phase Locking Value

(PLV). The PLV is based on the observation that during a cognitive process

groups of neurons generate the EEG signals with a precise phase synchrony.

The observed synchronies between brain regions were capable of reflecting

the functional connectivity, whilst the local synchronies observed within a

given region were related to the volume conduction. Being influenced by the

volume conduction, the neighbouring electrodes receive an EEG component
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with a similar electrical potential, which affects the mapping of the functional

connectivity [103].

Another approach [144] to mapping the functional connectivity in terms

of phase synchronisation was made by estimating an imaginary part of the

coherence. The imaginary part captures the information about phase differ-

ences of two signals while the real part of the coherence (or ordinary coher-

ence) is sensitive to signal magnitude. It was observed that the EEG signals

recorded at the scalp electrodes do not have phase differences with the under-

lying source activity induced by the volume conduction. On the other hand,

the presence of phase differences cannot be explained by the influence of the

volume conduction. The real and imaginary parts of the coherence were ex-

plored, and it was found that the imaginary part can reflect the interaction

as a biometric feature related to the functional connectivity.

Although the imaginary part of the coherence was promising for estimat-

ing the true interactions between brain regions [144], this approach has the

following two limitations. First, to achieve reliable results long EEG ses-

sions are required. Second, the coherence is defined under the unrealistic

assumption that the phase difference between two signals is constant [17].

An improved mapping of phase interactions was proposed and defined as

the Phase Lag Index (PLI) [203]. The PLI maps the asymmetry of the distri-

bution of phase differences between two signals. The distribution is expected

to be uniform if there is no synchronisation between the two signals, and it

becomes asymmetrical if phase synchrony is observed. It was concluded that

the PLI is more robust to the volume conduction than the coherence-based

mapping.

2.3.3 Connectivity-based Features

Connectivity-based features [175] have been proposed for biometric recogni-

tion by estimating the coherence between two frontal electrodes. The new
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features taken along with the estimates of conventional power spectral den-

sity have provided an identification accuracy of 98.1% for 51 subjects, using

1-min-long EEG recordings.

Another study [178] proposed mapping the coherence along with the stan-

dard spectral features for biometric recognition using the resting-state 1-min-

long EEG recordings from the EEG-MMI benchmark [189]. An identification

accuracy of 100% was reported. The accuracy is likely to be overestimated

because there was no evidence that the validation subsets, which were used

for feature selection, were different from those which were used for estimating

the performance. The resting-state data were taken from a continuous 1-min

session, which cannot represent the natural variations between states (active

and inactive). The influence of the volume conduction was not considered

within the proposed method.

PLI-based features can be used for extracting features robust to the in-

fluence of the volume conduction. Such a method [54] has been proposed for

extracting the connectivity-based features calculated for each pair of EEG

electrodes. The generated features were then used for estimating so-called

network centrality within which the importance of the electrodes is evaluated

for identification of the connectome patterns.

Recently [32], Phase Locking Value (PLV) and Phase Lag Index (PLI)

based features have been compared on the EEG-MMI benchmark. It was

shown that the PLV features required orthogonalising EEG signals by using

linear regression analysis in order to remove the influence of the volume con-

duction. An accuracy close to 90% was reported for recognising the resting-

state EEGs of 109 subjects. It was shown that the recognition accuracies of

the PLV and PLI features were comparable. For instance, eye recognition

error rate of 0.334% from eye closed alpha band of frequency was recorded

on PLV while 0.354% was recorded on PLI features from the same eye closed

frequency band.
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The Grangar causal neurodynamic top-down technique was applied in

[133], to extract connectivity features from multi-electrode signals of EEG

potentials. The signal potentials were observed from cognitive and visually

related EEG signals of Steady State Visually Evoked Potentials (SSVEP).

The findings from the study showed the effectiveness of these methods to

about 98.60% performance accuracy for person identification, which over-

came the pitfalls of ocular effects.

2.4 Machine Learning Methods of Features

Selections and Classifications

It is known that machine learning is capable of learning either high dimen-

sional data or a reduced dimensional data size. In this section, different ma-

chine learning and neural network methods and techniques are investigated

for EEG-based learning of a person identification. Such methods include

artificial neural network, deep learning neural network and other machine

learning classifiers.

2.4.1 Artificial Neural Network Models

One of the earliest applications of neural networks for EEG person identi-

fication adopted Linear Vector Quantizer (LVQ) learning method [169] to

identify one person from another. Within the method, LVQ was known to

provide a non-linear class separability to the unknown input features with the

help of a self-organisation map during network training. The result recorded

between 80% and 100% performance accuracy using 25 vectors and 20 vectors

from each participant for training and testing, respectively. Forty-five (45)

vectors were obtained each from 4 participants. Finding revealed that the

feature dimensional space reduction was suggested for result improvement.

Learning Vector Quantitization (LVQ) was also adopted in [101], as an

ANN to learn intrinsic information from EEG features evoked by ERP. Em-
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pirical mode decomposition (EMD) was used for signal decomposition into

different and intrinsic functions, while LVQ was used to learn the decomposed

functions. The result reported was 97.23% performance accuracy of identifi-

cation when the fuzzy technique was applied on the neural network on 70%

training and 30% test data sets of fifty (50) participants. The performance

measure was based on a confusion matrix, from which kappa statistics were

derived. It was reported that sequential learning and winner strategy selec-

tion techniques of LVQ were based on fuzzy logic. This led to the derivation

of clustering neurons along the hidden layers of the network. Further findings

revealed that the average performance accuracy of the model was also ob-

served per participant where each participant was tested with different trail

combinations.

Fuzzy Adaptive Resonance Map (ARTMAP) was also used in [156] com-

bined with a Genetic algorithm (GA) to learn the best model order of au-

toregression for EEG person identification. The experiment was performed

using ten (10) seconds recorded EEG signals of mental tasks of arithmetic

multiplications and a shape visualisation from three (3) participants. The

conventional approaches to model selection and fuzzy GA technique were

compared using a fixed vigilance parameter (VP) to control the adaptive tol-

erance. It was reported that Fuzzy GA performed better than applying only

a conventional statistical approach of Akaike Information Criterion (AIC) for

model order selection with GA. Test and validation data features from one

participant were used in the experiment where the model performance ac-

curacy was evaluated per participant as well as all participants. An average

performance accuracy of 93.06% from the test data was obtained with both

AIC and Fuzzy GA techniques when tested with three (3) VP (0,0.5 and

0.9). AIC and GA performed at 77.78% accuracy using the same parameters

and test data.

Another ANN was adopted in [151] with a back-propagation technique

to update weights of the network during training. The experiment was con-
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ducted from VEP signal features recorded on 64 channels of which 61 were

active. The result observed was about 99.06% accuracy using the spectral

power features of the gamma-band frequency with a 10-fold cross-validation

technique. Total features of 800 VEP from twenty (20) participants and forty

(40) trails per participant were separated at 50% for training and 50% for

testing. The performances were measured as the percentage of total feature

patterns classified divided by the total number of feature patterns. Other

findings indicated that about 10 hidden neuron layers were applied on the

network with learning rate of 0.01. It was reported that ANOVA statistical

analysis technique of t-test were first used to identify discriminant electrode

channels (O1, PZ and CPZ) where features were extracted using 0.00001

significance baseline value.

Elman Neural Network (ENN) was adopted in [153] and compared the

performance with KNN. These were performed in a machine learning study

of EEG biometric identification of a person using 102 participants and a neu-

ral network. Weight updates were performed by a resilient back-propagation

technique known for fast computation and lower memory usage. The perfor-

mance of 98.12% was obtained with more than 300 hidden layers of neurons

on ENN while KNN recorded 96.13% accuracy of performance with over 5

Manhattan distance accuracy of classification. Ten (10) folds were used to

collect equal features from each participant and one-tenth of the fold was set

for testing. It was reported that the improved spectral features were obtained

using spatial filtering and the MUSIC (multiple signal classification) feature

extraction technique.

Another study applied ANN known as radial basis function [68] to learn

ERP signal features for person identification on single and multi-channel elec-

trode devices. The signal was captured from 37 participants and recorded

on four (4) electrode channels. Ten (10) trails per participant were included

in the test data samples while the rest were used for training and validation.

The result on a conventional RBF network was reported at about 70.92%,
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which was improved to about 90% when a frequency features approach was

applied. Further improvement was made to 91.62% when the probability

feature extraction technique was applied. The mentioned performances were

obtained from multi-channel using unknown strings EGG signals since a sin-

gle electrode channel could only produce low accuracy below 60%.

A multi-layer neural network was also applied to learn motor movement

potentials in [83] in a multifeature investigation of EEG person identifica-

tion. Three (3) participants and four (4) trail runs were used in the study.

Back-propagation training was performed by traindx where momentum to

gradient descent was adopted. The data was separated as 50% for training

while 50% was assigned for testing, and 99.99% percentage accuracy of per-

formance was recorded. The network was trained with ten (10) runs with

different initialization values. It was reported that the multifeatures were

extracted from single and multiple channel EEG devices and a threshold was

set based on probability distribution. Increasing the threshold indicated an

increase in performance accuracy, which was suggested for security control

based on the threshold technique measured by True Acceptance (TA) and

False Acceptance (FA) rates.

One of the drawbacks of training with back-propagation is that the net-

work is prone to the curse of dimensionality problem known as ’over-fitting’

which arises due to computational problems of functional approximations

[45]. The problem is experienced when new dimensions are generated in the

training space during training such that the network starts performing poorly

with high computational complexities [108, 77]. One way of overcoming this

problem is by the application of feature reduction techniques including near-

est neighbourhood [77, 109], PCA [121, 89, 97] and LDA [97, 82]. On the

contrary, such a dimensionality problem is minimized when a deep learning

approach is applied. This is because as the network grows the degree of

approximation to the dimension also increases [168].
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2.4.2 Deep Learning Methods

Deep learning methods are a form of artificial neural network that use deep

hierarchical networks of layers to learn new features [191, 190]. On a typical

CNN [39, 124], the last layer of the deep architecture is fully connected for

final classification, while previous layers are not fully connected but only

serve to reduce the input or convoluted features. Each deep layer produced

an output which is not so with an hidden layer of a shallow neural network.

This subsection investigates deep learning approaches to EEG-based person

identification.

A deep convolution neural network (CNN) was applied in [24] to learn

and classify ERP single trail features based on a supervised method of spa-

tial filtering. The single trail EEG signals were generated during an ERP

task of looking at human faces on the screen from ten (10) participants. The

total generated features were learned on a proposed CNN deep architecture.

The architecture contained four (4) layers where a layer was assigned to han-

dle spatial filtering. A target ERP was detected from a non-target ERP.

The result recorded was based on the area under the receiver’s characteris-

tics (AUC) performance with an average accuracy of 0.861% obtained from

each of the eight (8) participants representing test sets. CNN performance

outperformed other architectures such as SVM, MLP and Bayesian linear dis-

criminant classifier during target detection, as a result AUC maximisation of

validation data sets was better than the minimisation process of mean square

error (MSE). Also, it was reported that the CNN was able to synchronise

more effectively with the spatial filter than any other learning architecture.

Another CNN was also adopted in [39] to identify 40 participants from

target and non-target visually evoked potentials. The signals obtained were

time-locked to an event while recorded on 17 channels of a multi-electrode

device. Ten percent (10%) of distinct session data samples from the total

length of 17 X 77 X 2000 were used for testing while 90% of the length

from a separate session was used for training. The findings from the study
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indicated higher performance of CNN with 98.8% accuracy when non-target

features were paired with non-target features as compared to 97% accuracy of

identification when pairing target features with target features. This implied

that on non-target EEG signals from a non-stimulated event also produced

natural EEG components useful for a person identification. Furthermore, it

was reported that the study adopted the softmax loss function on the last

fully connected to map non-linear features to linear features at the layers. A

total of four (4) CNN layers of deep architecture were applied and a rectified

unit with 5 x 5 kernel size was used as the activation function on non-fully

connected layers.

A linear rectified unit was also applied with CNN to learn ERP potentials

from a driving task for person identification [124]. Here, three (3) deep lay-

ers of CNN were used with 2 fully connected networks for final classification

of 100 participants. A starting kernel size of 5 x 5 on the first convolu-

tion layer was used on spatial and local convoluted filters with L1-norm for

deconvolution of hidden unit to the next layer. A cross-entropy loss func-

tion with a momentum optimiser of 0.9 was used. The performance was

obtained from batch processing with 128 batch size and initial learning rate

of 0.0001. A total of 900 epochs and 100 epochs were used for training and

testing, respectively, resulting in classification performance accuracy of 97%

with time-locked features and degraded to 90% with random epoch features.

Further findings from the study reported CNN could not learn features gener-

ated from AR coefficient features and PSD. However, SVM was able to learn

the input features to an accuracy performance of about 80%. The training

was faster with CNN than on SVM. The performance was measured with

Area Under the Curve (AUC) based on the number of training iterations of

epochs, while a confusion matrix was used to identify numbers of correct and

incorrect classification features.

A convolution neural network was also adopted in [228] by the combina-

tion of CNN and ANN to learn multi-task features using two (2) layers of
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CNN for person verification and ANN. For CNN, each layer was presented

with a maxpool and one fully connected layer on the last layer. The features

were obtained as from conventional EEG signals from a visual task and eye

blink signals, and Pearson correlation was applied to select the informative

channel. Both visual and eye blink features were scored at CNN and ANN

levels, and later fused based on a mean square error loss function. It was re-

ported that a sparsity was introduced on CNN features to pad the extracted

features that contained unequal sizes of matrix in order to load it effectively

on the CNN network. Test and training vectors were separated by 150 and

1350 features, respectively, and a performance accuracy of 92.4% when only

EEG features were used, which later improved to about 97.6% when eye blink

features were applied. Further findings indicated the usage of 100 batch size,

500 training epochs and 1.0 learning rate.

Additionally, [115] applied CNN to identify persons using resting state eye

closed (EC) and eye opened (EO) EEG features from 10 participants. The

network architecture of five (5) layers comprised of two convolution paired

with maxpool layer for each convolution and a last fully connected layer with

a 2 x 2 filter. After preprocessing, the softmax activation function was applied

while the activated features were minimised by a mean square error (MSE)

loss function. It was reported that the informative features extracted were

maximised as a result of an automatic optimisation process. In the process,

input weights were continuously updated based on the loss function until

the desired real solution was obtained. The result from the study indicated

a classification performance accuracy of about 88% using resting state EO

features, while EC features were reported at 86%. However, a combination

of both EO and EC features lowered the performance to 82%. This indicated

a failure of the method to learn both features. A total test set of 50 sets was

derived from 10 participants at 5 EEG samples per participant. Similarly, a

total of 500 EEG samples derived at 50 EEG samples per participant were
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used for training. The signals were recorded at 55 seconds per participant

on a sixty-four (64) multi-electrode system.

The limitation of CNN and Stack auto-encoder (SAE) was noted in [206]

while performing EEG feature classification on nine (9) participants. In the

study, it was noted that CNN lacked the ability to capture features from

surrounding filters during convolution while SAE lost features as it moved

from one stack to another. In line with this, classification performance of

the generated signal was performed using CNN and SAE. The signal was

obtained from a motor evoked potential and transformed to features with

the short time Fourier transformation (STFT) technique. The classification

result showed an average performance of 74.8% and 57.7% on standard CNN

and SAE, respectively. The performance was improved to 77.6% when both

architectures were applied. It was reported that the combined architecture

was made of CNN and SAE where CNN was positioned as the initial learning

layer while SAE hidden and output layers formed the final part of the archi-

tecture. A rectified linear unit was used as a CNN transfer function while

a back-propagation was adopted on the SAE to fine tune the SAE network.

The experiment was observed with a training set of 90% and a test set of 10%

from the total of 400 EEG trails per session. Kappa performance of 0.547

was obtained. The measure was used because of the ability to eliminate the

influence of classification with random values.

2.4.3 Machine Learning Classifiers

Machine learning classifiers provide ways of separating new features into cor-

responding classes. The separation is based on classes that have been defined

supervised, unsupervised or both during training by learning algorithms such

as neural network, or statistical techniques of any other machine learning al-

gorithm. Supervised classification is when the class names of the training

data are known whereas such names are not known when considering un-
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supervised forms of classification. In this section, various EEG biometric

classification techniques are reviewed.

A supervised classifier technique known as Support Vector Machine (SVM)

was applied to classify Grangar causality connectivity features from SSVEP

for a person identification [133]. The limitation of conventional SVM for solv-

ing binary classification was improved by applying a one-against-one tech-

nique for class feature mapping and computation. The computation of the

binary classes was performed between each class. This was unlike the conven-

tional technique of one-against-all where the binary classes were computed

for all classes. The accuracy of performance of a person identification re-

ported was about 98.6% from cognitive EEG signal samples of twenty (20)

participants. However, the drawback of the one-against-one technique was

observed in terms of computational power which was higher thanthe one-

against-all technique. In the study, an artificial neural network was not used

but rather a statistical approach of multivariate analysis known as Grangar

causality was applied. The causality used a direct transfer function to predict

connectivity features based on signal interactions between 32 multi-electrode

EEG devices.

Another SVM was applied based on the data descriptor technique [165] to

learn emotion features of AR and PSD. The difference between a conventional

SVM and data descriptor SVM is that the former provides a hyperplane and

the latter provides a hypersphere to learn feature classes. Here, the features

were projected onto the classification space of a hypersphere in order to learn

multiple class features by a kernel function. Training and test data samples

were separated by 60% and 40%, respectively. The result indicated stress

emotional state as the best informative feature for person identification when

compared to excited and calm states following thirty-two (32) participants.

In [211, 94] Support Vector Data Description (SVDD) is one of the mod-

ified versions of SVM. SVDD is known to have strong and flexible influence

against outliers.
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Another SVM was compared with a Hidden Markov classifier [89] during

a person identification from audio signal features. The result indicated HMM

outperformed the SVM classifier with 97.50% against SVM performance of

93.83% in the biometric identification study. Test data samples were repre-

sented by 20% of the total samples from 60 participants while the remaining

samples were used for training.

SVM and a RBF kernel learning function were also applied on extracted

ranked features from EEG signals for [8] during a biometric investigation

of EEG signals. The performance of the SVM outperformed a naive linear

discriminant (NLD) classifier at about 0.83 mean performance and other clas-

sifiers. However, divergent autoenconder (DA) outperformed SVM and NLD

within the range of 82% to 97%. Further findings from the study revealed

the learning process of DA to contain a neural network architecture. The

architecture had approximately 200 hidden layers. This was in contrast to

single layer of SVM, while the NLD neural network lacked back-propagation

and instead an equilibrium function was used.

A comparison of a conventional SVM classifier with a Linear Discrimi-

nant (LD) classifier is made in [2]. This was reported in a study for a person

identification and authentication by the use of eye blink EEG signals. The

result recorded 97.3% in favour of the LD classifier, which performed worse

with the SVM. From the findings, LD analysis applied an optimum Bayes

decision rule to build a linear decision classification boundary by maximis-

ing posterior probability of class features or the logarithm of Bayes prior

probability.

Discriminant analysis classifiers exist in various forms such as linear and

quadratic classifiers [130]. These classifiers find optimal class boundaries of

non-linear problems by the adoption of a Bayes decision rule in order to

separate new or unknown features into the correct classes.

Another variant of the LDA-based Mahalanobis distance was applied on

features extracted by the bump model for identification [177]. Rest mode
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EEG signals with eye closed were recorded from 56 electrode channels from

36 participants. About 99.9% performance accuracy of correct identification

rate was obtained. Test epoch samples were ten (10) while training samples

were thirty-five (35). These samples were randomly selected from a pool of

45 samples each time a cross-validation run was performed, which lasted for

45 repetitions.

A Mahalanobis distance technique was also applied on an LDA classifier

with a Nearest Neighbour technique to separate eigentensorbrain (ETB) and

eigenbrain (EB) features for person identification [121]. The classification

performance accuracy of LDA on ETB features was observed at 76.3% which

was more than the performance accuracy recorded by EB with the same EC

condition. The worst performed features were the PSD features. Findings

suggested the best performance of ETB was due to multidimensional space

projection of ETB which lacked EB for multiple features using 2nd order

AR. It was reported that PSD features from eye closed and eye opened tasks

were projected from PCA and multi-PCA, respectively, while reducing the

dimensionality of the class features.

In [97], dimensional reduction of PCA and PLS were compared. This

was reported in a study for EGG biometric-based ERP features. Canonical

correlation and a blind source technique were used to perform feature simi-

larity analysis and extraction. The result reported best performance of LDA

and Quadratic Discriminant Analysis (QDA) over a Deep Neural Network

(DNN) while Decision Tree (DT) and K-Nearest Neighbours (KNN) had the

lowest performance. Further finding was observed with PLS features which

were more responsive on the classifier than PCA features.

The Decision Tree technique known as optimal path forest was applied in

[181] with a binary pollination feature selection technique to learn informative

features from movement-related EEG signal potentials among the 64 channels

of an EEG device. It was reported that the pollination algorithm used step

size rate of 1.0 and coefficient of light absorption of 0.8 during channel feature
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selection. The features were generated from a Yule-Walker AR model with

model orders 5, 10 and 20. The result recorded about 87% performance

accuracy on test data with no significant difference when fewer channels were

used to generate AR coefficients. Further findings from the study indicated

50% of data was allocated for training while 30% and 20% were meant for

validation and testing.

Dynamic Time Warping (DTW) and Euclidean Distance (ED) were com-

pared in [67] to determine the best minimal distance metrics for person iden-

tification. The result from the classification indicated ED performance at

80% over DTW performance of 68%.

A classifier known as a polynomial regression classification model was

applied in [21] to classify AR features of the resting state with eye closed

EEG signal. The finding from the study acknowledged the effectiveness of the

model even with few input feature vectors extracted from each participant.

The result from the finding provided about 96.08% performance accuracy,

which was based on 3rd order polynomials.

Another polynomial classifier was also applied in [180] with 2nd order

polynomial which was determined by AIC. The extraction and classification

was performed on the same data set that was implemented in [21]. The result

showed improved performance.

An independent component analysis (ICA) classifier was applied in [208]

with a multi-layer perception network to classify EEG signal features for

person identification. The features were estimated from EEG features within

and outside selected brain signal groups of the person. Different feature

selection techniques including SORIBO and ERICA were used. The finding

revealed that ERICA with ICA performed worse than SORIBO with ICA on

few channels.
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2.5 Summary of Related Studies

This section summarises previous observations related to some of the obser-

vations. It has been reported that EEG signals can be generated from one

or more related tasks [63]. These task produce evoked potentials through

stimulated electrical activities of the brain [76], the potentials activate the

scalp over the desired brain regions [111, 37, 87]. The activation is recorded

on an EEG electrode device [59]. The recording, which is triggered from a

stimulus task, activates each electrode channel as a signal. The activated

signal waveforms which assumes phase shifts are influenced by volume con-

duction. The shift is the response of contamination of EEG activities by

electrical activities between the source and the destination location of the

electrode sensors.

Following a typical observations of EEG signals of motor movement po-

tentials [63], a benchmark data set of EEGMMI samples is obtained. These

data sets have been used for various biometric studies. Studies such as [194]

compare the performance of imagined and real movement tasks in a biometric

investigation. In [231], imagined movement, and later both real and imagined

fist movements, were used [232, 214], while [178] has applied and compared

eye closed and eye opened signals during biometric studies. Hence, table 2.1

summarises the biometric performance of EEGMMI and the corresponding

feature extractions on various machine learning techniques.

The above performances were made on the benchmark EEGMMI data

set of 109 participants [63].

One of the findings of previous studies indicated that few participants are

used in EEG person identifications, which affects the number of data points

and the number of feature vectors. However, various techniques have been

applied by different authors to increase the size of data points and number

of feature vectors, including concatenations of different tasks.

For some studies with fewer than 50 participants, sampling rate and

length of recording are considered. A high sampling rate of 256Hz at 5.1
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Table 2.1: Previous person identification studies with Machine Learning and
benchmarked EEGMMI data set

Ref Feature Ex-
traction

Classifier Test Set Performance

[232] Spectral density
- Wavelet trans-
form

Linear Discrimi-
nant Analysis

25% of
trail task
pairs

about 99%

[214] Spectral density Mahalanobis
Distance

55 epochs
per partici-
pant

90.2%

[194] Spectral density
- Debauchees
wavelet

multi-layered
nn-back-
propagation

5 partici-
pants

94.28%
(TAR)-
imagined
task

[178] Spectral density
- Coherence fea-
tures mapping

Mahalanobis
Distance

55 epochs
per partici-
pant

100% on
both EC
and EO
features

[178] Spectral density
- Fourier trans-
form

Mahalanobis
Distance

55 epochs
per partici-
pant

97.5%
on EC
features

[181] Spectral density
- AR (Burg tech-
nique)

Optimal Path
Forest

20% of
BFPA AR
(5,10,20)
features

87.2%

seconds per trail in [154, 153] was used, while 10 seconds per trail was used

at a lower rate of 125Hz in [221]. In [3], a 512Hz sampling rate was observed

at the recording duration of 20 seconds and 25 seconds per trail, while 40 sec-

onds was observed at 128Hz sampling rate [120]. Another study [71] applied

15 seconds where the sampling rate was reduced from 2048Hz to 128Hz on

9 participants. Also, 3 seconds extraction of epoch recording duration was
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used during a connectivity modeling of EEG interactions between cortical

locations of the human scalp [225], and also used to generate a biometric

template [118].

Similarly, studies with 109 and 108 participants have also adjusted record-

ing duration, downsampling or merging of different task in order to increase

data points or feature vectors. In [178], downsampling from 160Hz to 100Hz

is applied to extract 10-seconds feature vectors to reduce the data size, where

the vector size is also known to be influenced by the number of electrodes

used. Similarly, with 109 participants at the sampling rate of 160Hz [214], 60

seconds recording were used to generate features and data points for person

identification. A concatenation of same and different tasks was also made to

improve data point and feature vector size [232].

In terms of scaling, a minimal level of scaling was applied by adjusting

the size of the test set in order to test the capability of a developed machine

learning model [153, 206]. Though some studies applied scaling per person

by increasing combining different trail features [101, 156, 24, 206], others

increased the signal of the EEG channels [68]. In general, scaling was limited

to the size of the participants and methods such as increasing the size of

feature classes in terms of the percentage of the test set where more than one

participant’s features were used to cross-validate a model. However, since

the scaling was limited to the total number of class participants, increasing

the size of the test set will invariably decrease the size of the training set.

Thus, the level of scaling observed in previous studies was minimal.
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Chapter 3

Methodology

It is interesting to note that autocorrelation coefficients based on an autore-

gressive model are not sufficient to predict informative features for EEG-

based person identification. The limitations are investigated and analysed

in order to improve performance accuracy. Within the methodology of the

methods, a novel technique for EEG biometric identification and classifica-

tion is proposed. It is a combination of orthogonal projection of autoregres-

sive residual error from multi-electrode baselines and pairwise support vector

machine learning method of classification. The orthogonalisation is applied

so as to minimise the effect of volume conductance between brain regions as

well as reducing the size of the predicted features. The detailed processes of

the methodology are described and evaluated in three key sections. Figure

3.1 illustrates the schematic outline of the methodology.
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Chapter 3:  
Methodology 

Section 2:  
Features Extraction and Identification 

Section 1:  
Data Acquisition 

Section 3:  
Proposed Method 

Figure 3.1: Chapter Three schematic diagram

Within Chapter Three, analysis of research methods are divided into

three sections. In section one data acquisition and experimental protocols

for the study are discussed, while the second section evaluates autoregressive

methods of feature extraction. The last section presents the proposed method

of learning and classifying EEG features for a person identification. The

proposed method is based on the limitations of the existing methods.
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3.1 Data Acquisition

This section analyses the benchmark data and extracts experimental data

sets from the experimental protocols. In the acquisition process, Protocol 1

and Protocol 2 data sets are extracted from a named experimental protocol

and acquired for the study.

3.1.1 EEG Benchmark Data

The EEG Motor Movement/Imagery Dataset (EEGMMI) [189, 63] is used in

the study. It contains over 1500 one-minute and two-minutes EEG recordings

of baseline and task signals, respectively. The choice of the EEGMMI data

set is due to the standardisation of the data for research purposes. Studies

including [233, 232, 181, 214] have utilised the benchmark data for biometric

research. EEG is known for a higher temporal resolution than fMRI [134] in

terms of the time domain and are of discrete form. Such a recording is useful

for classification purposes since the data sets are discrete but not continuous.

The number of participants enrolled to generate EEG signal was 109.

Each participant performed the same set of tasks, which included real and

imagined motor movements. The signal obtained on 64 channels of a multi-

electrode EEG device were sampled at 160Hz frequency per second [232, 214].

Though the sampling rate of 160Hz is small when compared to the 200Hz

per second recommended for 32 electrodes [146], 64 channels of electrodes at

160Hz produced more features than 32 electrode channels at 200Hz sam-

pling. The electrodes were placed on a person’s scalp according to the 10-10

electrode placement method.

From the benchmark data set, a total of 14 experimental trails were con-

ducted for 109 participants. The first two form the baseline with 1-minute

duration of eye opened. The remaining 12 experimental trails (3,4,...,14)

were recorded with 2-minutes duration for each task.
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In each of the tasks, closing and opening of fist begins when target object

is show on the screen. A rest state follows when the target object is not

shown on the screen. The detailed descriptions of the benchmark data are

presented as follows.

1. Task 1-Real: A participant opens and closes the corresponding fist

when the target is shown on either the left or the right side of the

screen

2. Task 2-Imagine: A participant imagines opening and closing the cor-

responding fist when the target is shown on either the left or the right

side of the screen.

3. Task 3-Real: A participant opens and closes either both fists or both

feet when the target shows on either the top or the bottom of the

screen.

4. Task 4-Imagine: A participant imagines opening and closing either

both fists or both feet when the target shows on either the top or the

bottom of the screen.

3.1.2 Experimental Protocols

The experimental protocol is derived only from real-movement tasks following

the experiment trails of electroencephalogram motor movement and imagery

(EEGMMI) benchmark data [63]. The trails are time-locked to the events

[93, 70]. This study considers Protocol 1 task as a specific type of task

which is based on real movements of left or right fist while a Protocol 2

task corresponds to a real-movement task of both fists. The reason for the

choice of two protocols is to investigate the biometric performance of single-

fist movements and both-fists movements. This is because previous studies

such as [231, 232, 178, 214, 194] did not compared the performance accuracy

of EEG signals from single-fist and both-fist movement tasks.
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In experimental Protocol 1, real tasks from experimental trails 3, 7 and

11 were used [63]. The evoked potentials responded to the stimulus from

either real left or right fist movement when an object appeared on the corre-

sponding left or right of the screen. The movement stopped when the object

disappeared. See illustration in figure 3.2.

 

 

 

Figure 3.2: Protocol 1: A participant sits and looks at the object which
shows on either left or right side on the screen with the corresponding real
movements of left fist or right fist opening or closing during the appearance
of an object on the screen.

In experimental Protocol 2, real tasks from experimental trails 5, 9 and

13 from both-fist movements [63] are used. The evoked potentials were gen-

erated from the response of corresponding real movements of both left and

right fists when the object appeared at the bottom or the top of the screen.

Figure 3.3 illustrates an instance of the both-fist movement protocol.
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Figure 3.3: Protocol 2: A participant sits and looks at the object which shows
on either top or bottom of the screen with the corresponding movement of
both left fist and right fist opening or closing during the appearance of an
object on the screen.

Within both protocols, the participants were instructed to remain still

without eye blinks during the EEG signal recording. The instruction was

made in order to minimise the occurrence of muscle- or eye-related artefacts

during data collection. The opening and closing of single and both fists

was performed multiple times until the object disappeared on the screen.

After the disappearance, the participant relaxed. The evoked potentials were

time-locked to the task duration of the recording (see figure 4.4), indicating

waveform phases of EEG activities for each channel.
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3.1.3 Experimental Data Acquisition

This section evaluates the process of formation and collection of experimental

data in the study. It also include the preprocessing technique that is applied

to the experimental data sample.

Two experimental data sets are used based on Protocol 1 and Protocol

2 trail tasks. Specifically, the concatenation of three (3) Protocol 1 trails

form the Protocol 1 data set while the concatenation of three (3) Protocol

2 trails form the Protocol 2 data set. Studies such as [232] and [214] have

applied features and frequency combination approaches, respectively, for a

person identification task. In this case, the concatenation of different trails

for each protocol increases the data points and the durations of epoch data

samples while maintaining the same length of the recorded channels.

For the 64 channels recording, a total of 3-secs, 6-secs and 9-secs where

obtained for each protocol, where the 3-secs data sample was derived by

concatenating three trails recorded at 1-sec per trail. The same concatenation

technique was applied to obtain the 6-secs data sample by combining three

(3) trails at 2-secs per trail while the 9-secs data sample was obtained by

combining three (3) trails at 3-secs per trail. These durations were considered

as user-friendly and were also used for comparative investigations of a person

identification.

The experimental data sample was extracted from the benchmark data

based on the Protocol 1 and Protocol 2 trail tasks. The extraction was

performed by creating a connection between a server (Physionet web server)

and a client (MATLAB software). The connection was made with the use of

the WFDB MATLAB toolbox known for extracting data such as biomedical

signal from the Physionet web server. After a successful connection, the

selected numbers of trails were extracted in line with the specifications of

Protocol 1 and Protocol 2 in the study. MATLAB scripts were performed to

extract real data from Protocol 1 trails (3, 7 and 11) and Protocol 2 trails

(5, 9 and 13), where all the trails emanate from the same ordered number
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of participants, from 1 to 109. The software version R2015 was installed

on a personal desktop computer and useful for the scientific modelling of the

study, including extensions for open source data import. Figure 3.4 describes

the process of the EEG data collection for the protocols.
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Figure 3.4: EEG experimental protocols and EEG data collection process

Within the process, 1-, 2- and 3-seconds EEG 161, 321 and 481 length

of epoch number of samples were generated at 1, 2 and 3 seconds, respec-

tively. The epoch length was based on the sampling rate of 60Hz per second
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[63, 232, 214], where all oscillations across all trails started at 0-second and

were time-locked to the trail samples (see example in figure 4.4, recorded at

9-seconds from single channel location O61 for Person 1 and Person 2). The

oscillation at 0-second mapped to 1 epoch and formed a 1-sec EEG signal

recorded at Epoch 161. However, since the desired total lengths of 3-secs,

6-secs and 9-secs were needed for the biometric investigations similar to the

minimal 3-secs EEG recording of biometric template [225, 118], concatena-

tion of three trails was performed. This resulted in total epoch length of

483, 963 and 1443 randomised data samples for the desired 3-secs, 6-secs

and 9-secs, respectively. During concatenation, there was no specific order

in which the three trails of epoch durations were selected.

Translating the length of epoch readings of the EEG signal with 64 multi-

electrode channels to data points (D) based on 160Hz per second EEG sam-

pling, D was derived as:

D = l ∗ t (3.1)

where l is the epoch length duration of the EEG signal sample at the time

(1-sec, 2-sec and 3-sec) of initial recording, t is the number of different trails

and c is the number of electrode channels. These form the basis of the data

point evaluation used in the study.

Hence, for 3-secs, 6-secs and 9-secs EEG readings of EEG signal, the

following data points of matrix vectors were obtained.

1. 3-secs EEG Reading: 3-seconds data points from 3 trails at 1 trail

(161) per 1-sec. Hence, D = 161 x 3 = 481 data points. Since each

data point is represented by 64 features based on the 64 channels of

the EEG device, a total of 30,912 features are generated from a 3-secs

reading. The matrix form of feature representation is described by [481

x 64] and used for machine learning (ML) implementation.
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2. 6-secs EEG Reading: 6-seconds data points were obtained from 3 trails

at 1 trail (321) per 2-secs. Thus, D = 321 x 3 = 963 data points with a

total of 61,632 features. This formed a matrix vector of [963 x 64] for

ML implementation.

3. 9-secs EEG Reading: 9-seconds data points from 3 trails at 1 trail (481)

per 3-secs. Thus, D = 481 x 3 x 64 = 1443 data points, which produce

92,352 features. The matrix representation is given as [1443 x 64] and

is used for ML implementation.

These techniques were applied to obtain the Protocol 1 and Protocol 2

experimental matrix vectors. Each protocol has three sets of readings for

the study namely, 3-secs EEG reading, 6-secs EEG reading and 9-secs EEG

reading. These are also used for comparative experiments to observe the

effect of multiple trail lengths of recording on person identification.

Preprocesssing of the EEG signal is suggested in this study to minimise

the effect of slow drifts caused by changes in movements, visual perception

or electrode impedance during recording [146]. The slow drifts are filtered

between the frequency limit of 0.5Hz and 50Hz by a 5th order Butterworth

band-pass filter since the it has the ability to remove the unwanted signal

outside the range [166, 101] while maintaining a flat response within the

range. A Butterworth filter has been adopted in related biometric studies

[156] with the frequency range between 30Hz and 50Hz of the gamma band

when VEP is used. However, since the study involved motor and visual EEG

activities, the frequency range of 0.5Hz and 50Hz is chosen as the cut-off

range for the Butterworth band-pass filter.

3.2 Feature Extraction and Identification

This section evaluates feature extraction and person identification using au-

toregressive and Pearson correlation coefficient methods, respectively. The

81



evaluations leads to the proposed method of autoregressive model and pair-

wise support vector machine learning method for a person identification.

3.2.1 Extraction of Features

It has been shown that Brain Functional Connectivity (BFC) between brain

regions is associated with the so-called connectome [189] which helps in find-

ing time series correlation between multielectrode locations within brain re-

gions. Following the hypotheses in section 1.2, a connectome can be extracted

from a signal phase delay which is separate from the trivial components of

volume conductance or conduction.

The connectome can be modelled from an autoregressive model as an

orthogonal projection of residual error components of the predicted AR co-

efficients [134]. The components which represent the phase delay contains

distinguishable traits of a person when connected together. For the purpose

of this study, an AR model is evaluated from the collected brain EEG signal

samples recorded from a multi-electrode EEG device.

Considering a typical brain signal
{
xi(V )

}M
i=1
, V = 1, . . . , V , to be ob-

tained from an M -electrode EEG system, during a biometric test that is

performed by a person during enrolment and identification tasks sessions,

the AR model of the signal (V ) is shown as:

x(V ) =

p∑
j=1

αjx(V − j) + e(V ), (3.2)

where V is the signal sample, αj are the coefficients of the AR model, the

residual component e is associated with the connectome and the model order

p represents the unknown orders of AR to be predicted.

Assuming V samples are defined for each enrolment and identification

session, the desired coefficient vectors α̂ are derived by:

α̂ = arg min
α

S(α), (3.3)
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where α = (α1, . . . , αp)
T .

Here, the error function S(α) is computed for the residuals r as:

S(α) =
V∑

V=p+1

r2
V =

V∑
V=p+1

[
x(V )−

p∑
j=1

αjx(V − j)
]2

. (3.4)

The above equation 3.4 is transformed into a matrix of the form:

S(α) = ||Y −Xα||. (3.5)

Where Y = (xV , . . . , xp+1)T and X is the matrix of input data:

X =


xV−1 xV−2 . . . xV−p

xV−2 xV−3 . . . xV−p−1

. . . . . . . . . . . .

xp xp−1 . . . x1

 . (3.6)

The above matrix is solved as a minimization problem (equation 3.3)

which has a unique solution α̂ when all p columns of X are linearly indepen-

dent. This is achieved by solving it as normal equation:

(XTX)α̂ = XTY, (3.7)

and finally, the coefficient vectors α̂ can now be computed using the inverse

operator (·)−1:

α̂ = (XTX)−1XTY. (3.8)

This allows for the residual vector e to be formulated as:

e = Y −Xα̂. (3.9)

Further findings in the study [134] indicated that an AR model order

of p = 5, shown in equation 3.2 is sufficient to remove trivial correlations

caused by the volumetric conductance in each channel m = 1, . . . ,M during
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the enrolment sessions. The correlations are removed from the data of each

person.

The residual vectors em,m = 1, . . . ,M , are computed using equation 3.9

and are then used for analysis of brain functional connectivity.

Thereafter, the residuals are arranged for the ith lag (frames) i = n +

1, . . . , V as follows ei = (e1,i, . . . , eM,i)
T in order to model the neural interac-

tion between the M ROI (sensors), where n is the number of lags.

The interaction is linearly modelled as follows:

êi =
n∑
j=0

Bi−jei−j, (3.10)

where Bj is a M ×M matrix:

Bj =


0 b1,2,j . . . b1,M,j

b2,1,j 0 . . . b2,M,j

. . . . . . . . . . . .

bM,1,j bM,2,j . . . 0

 . (3.11)

The coefficients of Bj are defined by using a Pseudo-Inverse (PINV) tech-

nique, which is similar to the technique based on normal equations (equation

3.8), and provides a unique solution. The PINV-based solution is numer-

ically stable when the numbers of rows and columns are equal, and M is

large (M = 184), whilst a technique based on the normal equations requires

a larger number of rows than columns.

Within the method [134], the coefficient vectors α(l) and coefficient ma-

trices B(l) are calculated for each of the L enrolled persons and then saved

for an identification session.

3.2.2 Person Identification

In the identification stage, the test data of an enrolled participant are col-

lected through the M channels (ROI) and are used to compute the residual

vectors e given the vectors α and B obtained for each enrolled participant.
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It is assumed that the residual vectors e (equation 3.9) and ê (equation

3.10) are computed for the test of the lth person with two parameters α(V )

and B(V ), respectively. A person is identified if V = l are statistically similar

and a person is not identified if V 6= l are significantly different where V =

1, . . . , L.

The estimation of similarity between residuals e and ê over the test data

samples is computed using correlation coefficients exy : −1 ≤ exy ≤ 1. From

the estimation, samples X and Y are observed to be identical if the maximum

correlation is |exy| = 1 apart from the sign; while samples X and Y are weakly

correlated and are less identical since |exy| → 0.

According to Pearson’s definition, the correlation coefficient rxy between

the samples X = (x1, . . . , xn) and Y = (y1, . . . , yn) is

rxy =

∑n
i (xi − x̄)

∑n
i (yi − ȳ)

(n− 1)σxσy
, (3.12)

Here, the sample size is represented by n, and the sample size, sample

mean and standard deviation of sample X are represented by x̄ = 1
n

∑n
i xi

and σx =
√

1
n−1

∑
(xi − x̄)2, respectively while sample mean and standard

deviation of sample Y are represented as ȳ = 1
n

∑n
i yi and σy =

√
1

n−1

∑
(yi − ȳ)2,

respectively.

The correlation coefficient exy computation is performed on each channel

and the mean correlation over allM channels is estimated for each participant

l = 1, . . . , L:

ê(l)
xy =

1

M

M∑
i=1

exy,i. (3.13)

The person l∗, whose mean correlation coefficient êxy is maximal, is iden-

tified to have the best matching brain print:

l∗ = arg max
1≤l≤L

(ê(l)
xy), (3.14)
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The performance of the time series model was reported with a maximum

mean correlation of 0.78 with 100% accurate identification of functional con-

nectome brain print of a person from fMRI data [134]. A total of 27 par-

ticipants performed the experiment where the same participants used during

enrolment were also used for test evaluation.

3.2.3 Limitations of Feature Extraction and Identifica-
tion

The analysis of the above EEG-based biometric methods reveals the following

limitations.

Limitation 1

The 2-minutes-long duration recording of the enrollment sample trails by

the participants is not encouraging for biometric usage. This is because the

duration is not user-friendly for a typical biometric application.

Limitation 2

The performance accuracy is estimated from data that were part of the

reference data. Also, the test data are limited in size. These prevent the

model from generalising properly on a new input sample.

Limitation 3

Considering high-dimensional prediction of AR parameters, such pseudo-

inverse method of computation of matrix B (Eq. 3.11) may not be efficient for

finding errors and coefficients. This may lead to an unstable solution which

requires a stable solution when the number of rows is equal to the number

of columns. Limiting the order of the AR to have the same dimension may

lead to loss of features.

Limitation 4

fMRI image data were used in the investigation, which is limited in spec-

tral resolution. In such a case, adopting EEG is more discriminatory, espe-

cially when considering phase shift signals.
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3.3 Proposed Method

This section analyses the proposed methods based on the limitations observed

in section 3.2.3. A new method is proposed and the performance measures

are discussed.

3.3.1 Observations for Machine Learning Design

In this section, the solution to the above limitations is considered in order

to improve the biometric performance of the EEG signal for a person. The

solution is expected to achieve accurate recognition which is user-friendly

and with shortest possible recognition time. To achieve this, the following

observations with related proposal are made.

Observation 1:

EEG recording can be made user-friendly if the recording duration is

reduced to a short length to overcome an unfriendly length of recording. In

this, case 3-secs, 6-secs or 9-secs durations of EEG recording are considered

in the study.

Observation 2:

Following equation 3.9, it is possible to compute the residual and the

coefficients using Burg’s or Levinson-Durbin recursive algorithm [160, 42, 43].

This is because equation 3.6 is expressed as a Toeplitz matrix with non-

zero diagonal and formulated as a predictive problem of linear equation in

equation 3.7. Thus, these recursive algorithms are sufficient to provide faster

computation than would have been achieved with a conventional covariance

method.

Observation 3:

The error minimisation S(α) process in equation 3.3 within AR causes

increasing data size of the coefficients. The increase affects the overall di-

mension of the predicted sample when the coefficient is modelled in terms of

lags by the use of an inverse operation (equation 3.8).
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This can be resolved by modelling the residual error predicted as orthog-

onal components based on the multi-electrode baseline in order to estimate

the coefficients (equation 3.11). The residual formulated from the inverse op-

eration (equation 3.8) has a linear interaction (equation 3.10) and can also be

projected as orthogonal components based on the multi-electrode baseline.

The projected components produce an identity matrix of the functional con-

nectivity of the EEG signal based on the connectome when all the electrodes

are connected together. The connectome, called a brain print in a biometric

study, can be used for machine learning classification of a person.

Observation 4:

If the reference data are created based on the coefficients of AR, and are

represented as [X; Y], the matrix X is an under-deterministic problem for

the target class Y since the number of rows n is less than the number of

columns m. Thus, the proposed reference solution is found by adopting the

predicted residual components for the creation of reference data in the study.

The residual components when transformed in an orthogonal form will not

only provide further minimisation of the effect of volume conduction but

also reduce the dimension of the reference data suitable for machine learning

classification.

3.3.2 Proposed Pairwise Support Vector Machine

This subsection discuses the proposed pairwise learning processes of the sup-

port vector machine (SVM). It also describes the pairwise folded data struc-

ture on an SVM network architecture. The choice of SVM as the proposed

method is because it supports supervised classification and can also learn a

pairwise combination of features.

Within [72], a support vector machine trains on N input pairs

(x1, y1), (x2, y2)...., (xN , yN) of features where xi ∈ <p and yi ∈ {−1, 1}.
These pairs are separable when a hyperplane is defined by

(x : f(x) = xTβ + β0 = 0) (3.15)
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where the unit vector is (β), and ||β|| = 1 and p is the dimensional kernel

for xi. This leads to a separation rule caused by equation 3.15 to be defined

by

H(x) = sign[xTβ + β0] (3.16)

The rule produces a separation distance which is described as a signed

distance in equation 3.16. Such a distance exists as a point x to the hy-

perplane (see equation 3.15). Since the classes are separable, and taking

the hyperplane function with yif(xi) > 0,∀i, the margin that is created by

the point (in this case, the training point) can be found as a maximisation

problem. This problem is defined as

max
β,β0,||β||=1

M (3.17)

subject to yi(x
Tβ + β0) ≥M, i = 1, .., N

which be rewritten as

min||β||
β,β0

(3.18)

subject to yi(x
Tβ + β0) ≥ 1, i = 1, .., N where M in equation 3.17 is the

margin from the hyperplane and is 2M when two sides are considered.

In equation 3.18, the class is assumed separable with points with no

overlap in the feature space. However, in a real case, the class boundary

is assumed to be non-separable with an overlap. Hence, a slack variable is

introduced to equation 3.18 so as to transform the inequality constraint to

an equality contract. With this, the minimisation of the unit vector β is now

defined by:

min||β|| (3.19)

subject to yi(x
Tβ + β0) and ξi ≥ 1− ξi∀i, ξi ≥ 0,

∑
ξi ≤ constant

where the constant defined by the slack can be replaced with the cost(C),

when (C) = ∞ for the class separability case. The optimisation problem is

convex and has quadratic equality when the constant is replaced by cost(C).
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This can now be solved by the Sequential Minimal Optimisation (SMO)

technique known for solving quadratic programming.

In [18, 172], it is also reported that an SVM kernel can learn from a

pairwise structure if the learning kernel assumes symmetric pairs of structure.

Similarly, [113] reported an approach to define a pairwise structure (one

feature against one feature) which is derived by the expression:

pairwisestructureforSVM = K(K − 1)/2 (3.20)

where k pairs of binary classifier features for model fitting and k is not greater

than two (2).

Given the reference data [X; Y] from orthogonal projection of the resid-

ual error of the Yule-Walker Levinson-Durbin AR model, it is assumed that

a pairwise structure can be created based on equation 3.20 to generate a

symmetric structure for all the input feature classes. The generated sym-

metric structure is expected to fit into a support vector machine described

in equation 3.19. However, for the purpose of effective regularisation of the

model, a number of folded (nf) pair structures for training and test data sets

are created.

The schematic summary of the process flow of the proposed pairwise

learning model is illustrated in figure 3.5. The process has four major phases

starting from the EEG signal loading, through feature extraction and nor-

malisation, and ends in model fitting and identification.
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Figure 3.5: Symmetric pairwise data framework for SVM Pairwise Model
Validation

Within the above framework in figure 3.5, EEG signal capture occurs

during enrolment or verification (see experimental data acquisition process -

3.1.3). In the extraction phase, the predicted EEG brain print features of or-

thogonal transformation are obtained. Normalisation is the third phase that

prepares the data for learning, The third phase also include creating a pair-

wise folded input structure for cross-validation purposes. In the last phase,

the SVM network model is applied, which a includes Sequential Minimal

optimizer for optimal parameter selection. Figure 3.6 shows the flowchart
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of the feature extraction and normalisation of the extracted features for the

proposed learning method.

 

s1 > 0 

Print output, acs 

Apply filter D to raw signal 

Yf = filter(D,X) 

Apply AR – e.g aryule 

[Ycoef, Yer, Yk] = aryule(Yf,p) 

Start 

Input raw EEG 

samples Xij{n,1} 

s1 = 0, N =length(Xij{n,1},) 
Increment n = s1 + 1, 

p=length(X{1,1}), n= 1 to N 

Yes 

No 
Pick correct person n 

end 

Orthogonal Transformation 

acs = Y’er *Yer 

Figure 3.6: Flowchart of detailed description of feature extraction and or-
thogonal transformation process
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Within figure 3.6, the input raw EEG signal is expected to be filtered

to remove slow drift without changing the signal characteristics of the EEG

waveform. In this case, a Butterworth band-pass filter is chosen with a filter

limit between 0.5Hz and 50Hz and an order of 5. The choice of Butterworth

filter is made since the filter has a flat characteristic response to input signals

[131]. This allows for a person trait in the signal to be maintained after

filtering.

By applying the autoregressive model known as Yule-Walker, the residual

known to contain informative traits of a person is extracted. Other outputs

extracted include autocorrelation coefficients and reflective coefficients. How-

ever, autocorrelation coefficients and reflective coefficients are ignored since

they do not relate to the phase delay that is suggested to contain human

trait of a person [134, 199]. Yule-Walker is known for faster computation

since the error is minimised only in one direction [181].

At the transform stage, the extracted features are transformed to orthog-

onal feature templates. The produced template is more informative since

the effect of volume conductors is minimised during the transformation pro-

cess. The produced template, which assumes a symmetric structure, can

now be used for the proposed pairwise support vector machine. In figure

3.7, a schematic flowchart showing the proposed learning process of SVM is

illustrated.
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Figure 3.7: Flowchart of the design structure of the pairwise learning process
of the support vector machine

Following the PSVM learning process, the extracted data for all the par-

ticipants is converted to a matrix size as input for the corresponding target.

This forms the reference data for subset of training and test sets for the

regularisation process. Since each participant is a matrix size of (64 X 64),

to represent these features in 2D input space a total input(X) matrix of
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(64 X 6976) with a corresponding target size (Y) of (1 X 6976) pairs for

total class size of 109 participants. With such size, more data points can be

formed for machine learning fitting during training.

The fitting of the proposed PSVM model is made from the training set

while the test set is used for cross-validation, which improves generalisation

of unknown features. Following the reference data sets with X input and Y

target [X; Y] with class size n representing 109 participants, a disjoints data

can be defined as:

X = A ∪ B,B 6⊂ A. (3.21)

The subsets A are assigned as a training data set and used for modelling

fitting while B is assigned as a test data set and used for model validation

following machine learning methods.

Also, to ensure efficient and effective validation, the disjoint contains a

normalised binary pair of feature classes made in terms of folded pairs of

training and test input with target pairs. The folded pairs contain four

(4) columns of folded (nf) data structure for holding or loading of training

and testing, and the corresponding target pairs of input data sets. The

normalisation method of z-score is also applied to the folded pairs since it

is useful for comparison and scaling of data points around the mean value

[177, 178, 40].

During training with input parameters, an SVM hyperplane is created for

data fitting with some form of optimisation to adjust the input parameters

for better generalisation of unknown features. Here, an SMO optimiser is

used since it is good for solving convex problems [30], and with reliability

in terms of scaling [46]. The process of optimisation is performed until a

minimal learning error is achieved and the mean and deviation from the true

mean (e.g standard deviation) is calculated.

Further performance checks were also made by the introduction of noise

on the input fold sets to observe the performance accuracy of the learning
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models. The noise was added to the training and test sets as (x1 + eps ∗
randn(size(x1))) and (x2 + eps ∗ randn(size(x2))), respectively. The per-

formance of mean and standard deviation were observed between (0,1) noise

levels.

3.3.3 Performance Measures

The performance measures of the proposed pairwise support vector ma-

chine are based on mean performance and standard deviation. Furthermore,

the evaluation of the statistical hypothesis on mean and standard devia-

tion of performance accuracy is performed with the Kruskal-Wallis statistical

method one way analysis of variance.

The mean and standard deviation of the proposed model are used to mea-

sure the performance accuracy of the learning model similar to the study in

[153]. The mean is calculated as an average estimation of the predicted fea-

tures that is equal to the features of the true classes. The standard deviation

is measured from the difference between the true mean and the predicted

features. In the case of this study, the performance is computed as average

mean performance from all cross-validated folds.

Assuming a normal distribution, in [222], a sample mean can be defined

by:

X̄ =
N∑
i=1

Xi (3.22)

where Xi is the sample population.

In [72], given a set of input and target as test set (xi, yi), i = 1, ...., N ,

an output is predicted from a trained model with some form of error. The

difference between the true and the predicted value can be defined by

diffy−x = yi − f̄(xi) (3.23)

From the above equation 3.23, assuming the function f̄(xi) computes the

true mean X̄ for the sample population (i), of i, i = 1, ..N , the difference
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(diffy−x) can be used to compute the standard deviation. In [222], the

standard deviation has a definition of the form:

std =

√∑N
i=1(Xi − X̄)2

(N − 1)
(3.24)

where Xi is the sample from population n and the X̂ is the sample mean.

Thus, since the study involves the number of cross-validated folds, the

mean and the standard deviation computed for each number of folds, and the

average across all the folds is recorded as the average performance accuracy

for the proposed PSVM model. This approach of performance measurement

is also applied in the comparative experiment with multi-class neural network

(MCNN).

Similarly, for the GMDH-neural type network, the performance is mea-

sured as a regression (R) coefficient derived from the mean of the actual and

the predicted models and data sets while the deviation is measured as a root

mean square error (RMSE). In [193, 140] R is defined by

R =

∑N
i=1(Xi − X̄)(Yi − Ȳ )√∑N

i=1(Xi − X̄)2.
∑N

i (Yi − Ȳ )2

(3.25)

where X̄ is the mean from the actual data sample (Xi) and Ȳ is the mean

from the predicted data sample (Yi) and N is the total population sample.

And RMSE is defined by

RMSE = [

∑N
i (Yi −Xi)

2

N
]1/2 (3.26)

where Yi is the predicted sample and Xi is the actual sample. Thus, the root

mean square error and the regression coefficients of the mean samples form

the performance values used in the statistical evaluation.
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3.3.4 Statistical Evaluation of Performance Measures

The statistical analysis method called Kruskal-Wallis one way variance anal-

ysis was employed in [153] to compare the statistical performance analysis

of EEG classifiers. The analysis evaluates the mean performance measures

by rejection or acceptance of the null hypothesis which is set at 0.05 level

of confidence. In this study, the Kruskal-Wallis method is adopted since the

outcomes of the learning algorithms are based on mean and standard error

of the performance accuracy of the proposed and related learning methods.

Assuming there exists a standard deviation from mean accuracy of per-

formance of an EEG, Kruskal-Wallis analysis is expressed by

[p, tbl, stats] = kruskalwallis(mdlperf , [ ], ′off ′) (3.27)

where mdlperf is the model performance across all the orthogonal ex-

tracted features. tbl is the tabular summary of the statistical test, while

p-values(probability of chi-square) show the estimate to reject or accept the

null hypothesis based on the level of the confidence interval. Within the

’stats’ output, a ranking of of the average mean values of the model across

all the cross-validated trails of folds or hidden neurons is presented per the

compared groups.

Since the study is interested in the learning performance accuracy of the

residual generated from the autoregressive model, the multicompare statisti-

cal technique of comparison is applied. The technique compares the proposed

Yule-Walker residual features with other extracted brain print features of an

orthogonal transformation. The comparison is based on one way ANOVA of

Kruskal-Wallis statistics, which means that the performance of one approach

of feature extraction or machine learning method is compared with the other

method. For instance, in table 4.1, the learning performance of residual fea-

tures can be compared with the learning performance of coefficient features

or vice versa. Within the comparison, Kruskal-Wallis analysis is adopted
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with 0.5 level of confidence interval for the null hypothesis to accept or re-

ject mean performance difference among the groups. The confidence level

is based on Turkey’s (honest) significant difference test which is useful for

multiple learning algorithm comparison [188].

Thus, the multicompare group technique is defined by:

[c,m, nms] = multcompare(stats) (3.28)

where c is the intervals of means ranks by group nms, while m shows the

mean ranks and the corresponding standard error per group (nms). The

resultant visualisation of the output shows the decision boundary to accept

or reject the null hypothesis where a rejection exists when each group does

not overlap any others, while acceptance is when a group overlaps another.

With this, a statistical mean performance difference of learning residual,

coefficient and residual with coefficient features by the proposed and related

machine learning methods can be established.
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Chapter 4

Experimentation and
Implementation of the
Proposed Methods

Chapter Four presents the experimentation and implementation of the pro-

posed Pairwise Support Vector Machine (PSVM) and orthogonal projected

residual error brain print features. The residual error is generated from the

computation of unknown Autoregressive (AR) parameters using Levinson-

Durbin recursion AR technique which is commonly described as the Yule-

Walker AR method.

The proposed PSVM method is compared with Multi-Class Neural Net-

work (MCNN) and Group Method of Data Handling (GMDH) polynomial

deep type neural network machine learning methods. The comparison is

based on various extracted orthogonal autoregressive features from Protocol

1 and Protocol 2 trail tasks as described in Chapter (3.1). Protocol 1 is

obtained from only left or right interactive trials while Protocol 2 is obtained

from both left and right trails. Protocol 1 contains trails 3, 7 and 11, while

Protocol 2 contains trails 5, 9 and 13. The trails obtained from a bench-

marked data set contained an ordered number of participants, from 1 to 109,

and were recorded with 3-, 6- and 9-seconds epoch duration on a 64-channel

multi-electrode EEG device.
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The computing hardware used are Desktop PC with 27,680-resolution

LED monitor. The PC is made up of 8GB RAM size and dual Intel(R)

Xeon(R) processor of 2 x 3.10 GHz running 64-bit Windows OS. The system

also has an NVIDIA Quadro 600 inbuilt display adapter. These hardware

features allow MATLAB version 2016a simulation software to run effectively

while experimenting on the simulation of the research methods.

The experimentation and implementations for these methods are organ-

ised into four sections within this chapter. The schematic representation of

the sections is illustrated in figure 4.1.
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Biometric Learning Response of EEG 

Brain-Print Features 

Figure 4.1: Chapter Four schematic outline

Following the schematic outline (figure 4.1) of this chapter, the first sec-

tion presents the overview of related methods of implementation.

In the second section, different techniques for generating biometric fea-

tures are implemented. This includes the proposed residual features which

are compared with the auto-correlation coefficient features of the AR model.

Lastly, the combination features of both residual and auto-correlation coef-

ficient are also extracted for machine learning implementation.
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The third section presents the implementations of machine learning on

the extracted orthogonal features. It starts with the proposed PSVM and

orthogonal residual AR features and comparison with other extracted fea-

tures. MCNN and GMDH methods of ML are also implemented with the

similar extracted features used in PSVM for comparison purposes. Within

each method, standard deviations from mean accuracy of performance are

calculated. The standard deviation is used to observe the error among dif-

ferent sizes of test data sets.

In the last section, the comparative performance of biometric response

of feature extractions and machine learning methods are implemented. This

covers Yule-Walker AR vs Burg AR, Protocol 1 vs Protocol 2, and electrode

locations of the EEG device on brain regions.

4.1 Overview of Related Methods of Learn-

ing and Extraction of Features

This section reviews related methods that are used in the study. These

include two machine learning methods and two well-known autoregressive

methods for time series analysis. In the autoregressive methods, all pole au-

toregressive methods known as Yule-Walker’s (YW) and Burg’s autoregres-

sive methods are reviewed. The machine learning methods are the multi-class

neural network (MCNN) and group method of data handling (GMDH).

4.1.1 Multi-layered Neural Network

A multi-layered neural network is part of an artificial neural network used to

perform unsupervised and supervised forms of classification of more than one

class [196]. One typical example is a multi-class neural network (MCNN).

Here, MCNN is implemented in a supervised form rather than unsupervised

since the input label is known. Apart from the known labels, the MCNN

learning approach follows the multi-class learning structure that is reported
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in [150], where the number of pairs is greater than two (2). This means

that one pair is compared against all feature classes in a multi-class struc-

ture [113]. This is in contrast to the proposed adopted pairwise structure

of one-against-one features of binary classifiers (see equation 3.20). Thus,

following observations 1 and 2 in section 3.3, random disjoints subsets A and

B are created from the reference data input X and target Y where the ref-

erence data is derived from the orthogonal transformation of the AR model

features. The disjoints subsets, A(train data) and B (test data) with the

corresponding targets are assigned for fitting and validation of the MCNN

model, respectively.

The multi-class network is now able to learn training data features in

order to identify new input data features given input neurons with a trans-

fer function. To achieve this, the input data features are mapped to the

input neuron with a weight and some form of bias. Such a structure can be

described as illustrated in figure 4.2.
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Figure 4.2: MCNN learning structure. The classification of new input fea-
tures is based on a back-propagation error minimisation technique.

The above structure has activation function (f) associated with each neu-

ron. In this case, a scald conjugate function is used on MCNN because it does

not require memory for storage [195], making it faster in terms of computa-

tional speed. The above function is used to activate the possible combination

of input weight and transfer the new weight to the next output layer as an

optimal feature. During training, each neuron is constantly updated until the

desired solution is formed. In conventional MCNN back-propagation tech-

niques, this is used to weight a network. However, back-propagation is a

problem when the dimensions of the training data become greater than the

network size. This causes over-fitting, limiting the generalisation capability

of a network.

104



4.1.2 GMDH-type Neural Network

A GMDH-type neural network is a polynomial neural network with multi-

layered structure [78], with some deep characteristics [191]. One unique

characteristic of a GMDH is that it is an inductive and heuristic learning

approach of optimal model order from a complex data model. Furthermore,

[78, 49, 116, 148] have acknowledged that it is possible to learn an AR model

structure with few reference data and also when the data structure is not

known.

Following the above structure, it is possible to learn complex AR features

if the reference data has a residual error; and the residual error needs to be

arranged in an orthogonal form.

Given reference data with subsets A and B, respectively, the reference

data can be modelled with some form of regularization [78, 116]. A is used

for training and fitting of the model while B is only used for validating of

the model. Such a model can be described as in the GMDH network shown

in figure 4.3.
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Figure 4.3: GMDH learning structure. The classification of new input fea-
tures is based on a forward error minimisation technique.
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Within figure 4.3, training and validation starts from the sub-model order

1 and continues to build a complex network model with all the sub-models

that meet the minimal conditions of the external criteria. Those sub-models

that do not meet the criteria are dropped during the sorting process. For

instance, sub-model order 3, circled in red (X3), did not meet the criteria

and is disconnected from the developed complex model network. The process

continues until all the input sub-models are processed. The resultant complex

model is used for classification purposes.

4.1.3 Autoregressive Methods

An autoregressive model, also known as an all-pole model, is a time-varying

representation of a random process such as an EEG signal [160]. It is useful

for modelling time domain problems, especially when the model is formulated

as a linear predictive problem [160]. An AR model follows a parametric as-

sumption that the unknown parameters are within the denominator of the

activation function; and in estimating the unknown parameters, Levinson-

Durbin or Burg non-adaptive recursive computation algorithms can be ap-

plied.

Levinson-Durbin recursion can learn an AR model when modelled in

terms of the Yule-Walker equation [160, 175] to find an unknown order of co-

efficients in a forward direction based on a linear least squares technique. The

Levinson-Durbin recursive is useful for solving a problem matrix of Toeplitz

form [42, 43, 5].

The Burg recursive technique can also estimate AR parameters of an

unknown order of coefficients [160, 152]. Here, the minimization is performed

using ordinary least squares by linearly minimizing the error in forward and

backward directions.
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4.1.4 Functional Connectivity, Phase Shift and Vol-
ume Conductors

In a single electrode sensor, functional connectivity is the correlation of a

time-locked signal over the duration of recording. In the of case of multi-

electrode channel representation, the correlation exists as a connectome con-

necting different electrode sensors along the multi-electrode locations on the

scalp.

A phase shift (see figure 1.2) is the difference in EEG signal waveform

due to the effect of a volume conductor. The signal usually emanates from

a single node as digital combination of different connected data points of

various amplitude. The waveform can exist with or without phase shift due

to the effect of volume conductors. The signal with phase delay, which is the

true representation of an EEG signal from a stimulated task, is measurable

[134].

A volume conduction is the effect of change of signal waveform during

electrical transmission on regions with different potential difference [47]. The

signal waveform including EEG causes a deviation during signal transmission

from the source of the stimulus to the electrode sensors. The deviation, which

is also caused by the contamination of EEG by electrical activities during

transmission from various sources including nerves and muscles, affects the

EEG signal waveform on electrode sensors. It is reported that if the signal

source is received by an electrode of the same current, a negative potential is

induced and there is a phase shift. But if the signal source is activated with

opposite current, a positive potential is induced and there is no phase shift.
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4.2 EEG Signal Exploration and Preprocess-

ing

4.2.1 Exploratory Analysis of EEG Signal

This section explores an EEG signal to understand the signal patterns and

components that are obtained during an interactive task. The exploration

which involves visualisation and filtering is based on time domain modulation

of an EEG waveform. Time domain modulation is used since the recorded

trails are time-locked to the epoch time duration of trails.

In the first part of the exploration, the unfiltered signal is visualised along

the time duration of the recording and along the multi-electrode channels.

In the second part, a filter is applied to the signal to improve the amplitude

response which is caused by volume conductors as linearly as possible while

minimising loss of original feature characteristics. The implementation is

performed on both Protocol 1 and Protocol 2 signal samples.

In the first part, the Protocol 1 signal is extracted along epoch duration

an electrode channel (O61) for Person 1 and Person 2. The reason for the

extraction is to observe if there is any phase difference in signal waveform

between the two persons. Figure 4.4 illustrates the raw signal EEG waveforms

of Person 1 and Person 2 from channel O61 of the EEG recording device.
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Figure 4.4: Person 1 vs Person 2 EEG waveforms of unfiltered signal of
Protocol 1 and channel location O61. The raw waveform is derived at 9-
second epoch duration of EEG trail recording.

Following figure 4.4, the signal waveforms are different for each person.

This is an indication of a unique EEG signal per person, which is useful for

a biometric investigation.

In the second plot, the waveform is generated for Epochs 161, 321, and

481, since these epochs form the base of experimental recording duration

of 3-, 6- and 9-secs of Protocol 1 and Protocol 2 EEG signal recordings.

The waveforms are observed along the multi-electrode channels of the EEG

device. The illustration of these epoch waveforms is presented in figure 4.5.
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Figure 4.5: Epoch 161 vs Epoch 321 vs Epoch 481 EEG waveforms of un-
filtered signal of Person 1 recorded at 9-seconds. Epoch 1 is 1-second of
recording while Epoch 2 is taken at 2-seconds recording of EEG extracted
and the last epoch is taken from 3-seconds of EEG readings.

Similarly, phase differences also exist in figure 4.5 on the unfiltered signal

of Person 1 taken from 9-seconds epoch duration of Protocol 1 trails. Here,

the epoch comparison is made between Epoch 1 and Epoch 2 recorded across

all the channels. It is also noticed that some the waveforms do interact with

each other. For instance, an interaction is observed on channel locations

between 61 and 64 of figure 4.5. Hence, another visualisation of sequential

order of Epochs 1, 2 and 3 is presented in figure 4.6.
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Figure 4.6: Epoch 1 vs Epoch 2 vs Epoch 3 EEG waveforms of an unfiltered
signal of Person 1 recorded at 9-seconds. Epoch 1 is 1-millisecond of reading
while Epoch 2 is taken at 2-milliseconds recording of EEG extracted and the
last epoch is taken from 3-milliseconds of EEG readings.

Following figure 4.6, the waveform of epoch interaction is made prior to

the channel locations. This is observed in channels between 8 and 10, as

well as channel locations 22 and 24. In the next stage, a filter is applied to

the unfiltered signal to observe the difference between filtered and unfiltered

EEG signals.

4.2.2 EEG Signal Preprocessing

In this stage, a band-pass filter is applied on the enroll EEG signal of Pro-

tocol 1 task to improve the signal strength or quality of the EEG, which is

influenced by the effect of volume conductors during recording. In particular,

a Butterworth band-pass filter is applied since the filter has the capability

to produce a flat signal response when compared with the original or raw

signal. To achieve this, the band-pass filter is designed as follows:

Assuming, the filter (D) is designed as:

D = F (′BPF ′,′ FOrder′, 5, ...′F1′, 0.5,′ F2′, 50, ...′SRate′, 160) (4.1)
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where BPF is the Butterworth band-pass filter with 0.5Hz lower fre-

quency (F1) and 50Hz high frequency (F2) cut-off limit. The sampling rate

(SRate) is 160.

Thus, following [134, 146], a filter order (FOrder) number of 5 is applied

since the signal is natural. Hence, such design in equation 4.1 can generate

output coefficients (y) as follows:

y = filter(D, x) (4.2)

where x is the original signal sample and D is the designed filter.

The filtered output y is compared to the unfiltered raw EEG signal. The

visualisation of these signals is made along the EEG epoch duration of record-

ing and is shown in figures 4.7, 4.8, 4.9 and 4.10 for channel locations F22,

F33, P50 and O61, respectively.

Figure 4.7: Person 1’s filtered EEG signal vs unfiltered EEG signal recording
at 9-seconds epoch duration of Protocol 1 trails. The extracted signal is taken
from EEG channel location F22 where a similar pattern unfiltered signal is
observed on the filtered signal with slight deviations.
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Figure 4.8: Person 1’s filtered EEG signal vs unfiltered EEG signal recording
at 9-seconds epoch duration of Protocol 1 trails. The extracted signal is
taken from EEG channel location F33 where a similar pattern of unfiltered
signal is observed on the filtered signal with slight deviations.

Figure 4.9: Person 1’s filtered EEG signal vs unfiltered EEG signal recording
at 9-seconds epoch duration of Protocol 1 trails. The extracted signal is
taken from EEG channel location F50 where a similar pattern of unfiltered
signal is observed on the filtered signal with slight deviations.
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Figure 4.10: Person 1’s filtered EEG signal vs unfiltered EEG signal recording
at 9-seconds epoch duration of Protocol 1 trails. The extracted signal is taken
from EEG channel location O61 where a similar pattern of unfiltered signal
is observed on the filtered signal with slight deviations.

Following figures 4.7, 4.8, 4.9 and 4.10 for channel locations F22, F33, P50

and O61, respectively, it is observed that the filtered pattern is similar to the

unfiltered pattern. This is a demonstration of the flat gain characteristics

of a Butterworth filter, which maintains the original pattern of the filtered

signal.

Furthermore, the filtered signal is compared with the unfiltered signal

along the multi-electrode channels of the EEG device. The visualisation is

presented in figure 4.11 for the 1-second extracted features at Epoch 161 of

Person 1 with Protocol 1.
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Figure 4.11: Person 1’s filtered vs unfiltered EEG waveforms with 9-seconds
duration of recording. The raw waveform is derived from Protocol 1 and
epoch trail number 161 recordings along the EEG electrode channels.

Following the result (figure 4.5), it is also observed that there is a dif-

ference in EEG waveforms between filtered and unfiltered EEG signals. A

similar plot is also performed for Person 2 to ascertain the difference in wave-

form for filtered and unfiltered signals, and a similar difference in patterns is

observed. This is shown in figure 4.12.
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Figure 4.12: Person 2’s filtered vs unfiltered EEG waveforms with 9-seconds
duration of recording. The raw waveform is derived from Protocol 1 and
epoch trail number 161 recordings along the EEG electrode channels.

Also, comparison was also made between Protocol 1 and Protocol 2 of a

filtered EEG signal. Figure 4.13 shows the visualisations along the channels,

respectively. The result also indicated the existence of a phase difference in

the EEG signal waveforms between the two protocols.
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Figure 4.13: Protocol 1 vs Protocol 2 EEG waveforms of Person 1 and Person
3 recorded along the electrode channels. The recording duration is taken at
9-seconds.
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Thus, it is inevitable that a phase difference of waveform exists from EEG

trails along electrode channels and long epoch recording duration on both raw

or unfiltered and filtered signals. For a filtered signal using a Butterworth

filter, the epoch length and number of channels remain the same between

the raw and the filtered. This is a flat response of the filter, which does not

change even when the filter order is changed.

4.3 Autoregressive Feature Extraction

This subsection seeks to extract phase delay features from an EEG signal

sample. The phase delay is known to be caused by a phase shift difference

that is obtained during a recorded interactive trail task. It further gener-

ates orthogonal features from the extracted delay features calculated as a

residual of the autoregressive (AR) model. The orthogonal transformation is

suggested to reduce the effect of volume conductors whilst improving feature

connectivity for a person identification.

The implementation is based on the Yule-Walker technique of AR and

three feature extraction techniques are made. The first technique is the

proposed orthogonal residual error feature, which is chosen because of phase

shift delay. The second technique is the orthogonal coefficient; while the

orthogonal combination of both residual and coefficients features is the third

technique. Both the second and third techniques are used for comparative

purposes.

4.3.1 Proposed Orthogonal Residual Error Features

Orthogonal projected residual error features from the AR model have been

analysed to contain correlated features and traits for a person identification.

The correlation is due to functional connectivity of EEG signals and from

time-locked trail samples. In the extraction process, the first step involves

the extraction of residual error features and in the second step, the extracted
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residual is orthogonalised to produce correlated brain print features of a

person.

In the first step, Yule-Walker AR techniques are deployed to generate

the residual error which is known to be caused by phase delay. The error is

generated between brain regions.

Within the method, AR parameters of unknown coefficients and related

residual errors are derived from the Yule-Walker AR function (aryule) as

follows:

u = [coef, Er] = aryule(v, p) (4.3)

where ′aryule′ is the Yule-Walker AR function with filtered signal (v) of ma-

trix (n1 x m1) with n1 representing the number of samples, m1 representing

the number of EEG channels and (p) the order of unknown parameters of

input to be estimated.

The estimation of unknown autocorrelation coefficients (Coef) from pa-

rameters (p) is possible using the filtered signal when n1 > m1 and v is

arranged in terms of AR2 lag similar to 3.6. By setting the order of param-

eters p = n, the coefficients are predicted for all the rows incrementally as

(p+1) following a forward minimisation process similar to equation 3.3. This

produces a coefficients (Coef) matrix (n x m) with known parameters where

n represents the number of EEG channels and m represents the predicted

coefficients.

Also, the residual error (Er) associated with the coefficients describes the

correlation of a person in terms of the residual error along the row n of EEG

channels. Within the correlation along the channels, the phase shift can be

detected as illustrated in figure 4.14 for Person 1, Person 2 and Person 3.
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Figure 4.14: Residual vs Coefficients for Person 1, Person 2 and Person 3 from
9-second epoch reading of Protocol 1. The plot shows phase delay differences
between predicted coefficients along 9-seconds of 1443 epoch trails and the
corresponding residual taken along the electrode channels.

Following equation 3.11, it is known that for a stable solution to be

found in a pseudo-inverse solution, the number of rows equals the number of

columns, n = m. In this case, the residual error features generated from a

linearly independent trail of p with predicted coefficients does not have an
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equal number of rows n and columns m. However, a stable solution can be

found by applying the orthogonal transformation on the residual from the

multi-electrode baseline. This produces an orthogonal matrix of residual fea-

tures where the numbers of rows and columns are equal. To achieve this, the

orthogonal transformation is defined as follows:

acs1 = Er′ ∗ Er (4.4)

where the residual error (Er) is the input vector of pseudo-inverse trans-

formation, and (acs1) is the orthogonal error output features describing brain

region connectivity as a ’brain print’ biometric template. The template is

a square matrix of size (n x m) and n = m = 64, the number of channels

which is derived from the channel length of the recording EEG device.

The orthogonal transformation process of residual error (see equation 4.4)

features has been tested on a Protocol 1 task, recorded at 3, 6 and 9 seconds.

For 9-seconds recording duration with 1443 epoch length, the orthogonal

transformation of residual features is illustrated in figure 4.15.

121



 

 

 

 

   

 

 

 

 

Figure 4.15: (Left) Biometric brain template of Person 1 and Person 2 us-
ing orthogonal error features derived from Levinson-Durbin Yule-Walker AR
method. (Right) The corresponding orthogonal residual error distribution
among brain regions depicting waveforms of orthogonal transformed residu-
als. The duration of recording is at 9-seconds with 1443 epoch length.

Figure 4.15 on the left shows a brain print template generated from the

corresponding error distribution among the recording channels (on the right

of figure 4.15). The template contains a person trait due to the functional

connectivity of the EEG signal among the recorded channels. The connectiv-

ity shows a correlation of EEG signals between 64 electrode sensors located

on the scalp and is described in terms of residual error.

The residual error which was modelled as a brain print of orthogonal

transformation was generated from the feature extraction process flow de-

scribed in Chapter Three, figure 3.6. Algorithm 1 presents the corresponding

algorithm for the extraction process.
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Algorithm 1 Orthogonal Feature Extraction

1: Inputs: X = {Xij, n}, n = 1, ..N . raw input cell array of Protocol 1 or
Protocol 2 data set for all n persons

2: Init : p = size(X{1, 1}, 1) . length (rows) of trail recordings of an
instance of a person

3: Init : eegff = cell(N, 1) . dummy output
4: N = length(eegff ) . total class size of persons
5: D() = filter . defined Butterworth filter
6: s1 = 0 . Init class size increment
7: n = 1 : N
8: for don
9: Yf = filter(D,X) . call filter D on raw signal X

10: s2 = S1 + 1 . Increment class
11: [Ycoef , Yer, Yk] = aryule(Yf , p) . call Yule-Walker model with

parameter p on filtered signal Yf
12: acs1 = Y ′er ∗ Yer . acs1 is the orthogonal transformed output when

residual error (Yer) is used in the transformation process)
13: s2 = s1 + 1
14: s1 = s1 + 1
15: eegff (s2), 1 = acs1 . storing of the extracted output for all the

persons totaling N
16: s2 = s1 . check to confirm total N size is reached
17: end for
18: Save{eegff} . copy (eegff ) of transformed EEG brain print features

ready for machine learning operations
19: return

4.3.2 Orthogonal Coefficient AR Features

In this subsection, orthogonal coefficient feature extraction is performed. The

features are also extracted from the Yule-Walker AR model for comparative

study using the Protocol 1 EEG data set.

Following the method of AR as described in equation 4.3, it is known

that correlation coefficients are one of the predicted outcomes of the model

as well as the residual error. However, this part of the study only used the

AR coefficients for the orthogonal transformation process.
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Within equation 4.3, the generation of AR parameters with known co-

efficients and the associated residual error is computed. The computation

is made using the same Yule-Walker AR method and the number of input

parameters to be estimated. This resulted in a predicted coefficients (Coef)

matrix of size (n x m). The predicted coefficients matrix indicated a smaller

number of rows size (n) when compared to the column size. Such a matrix

structure is known to be unstable and it is difficult to find an optimal solution

from it.

To produce a stable solution, orthogonalisation is performed on the chan-

nel baseline of the coefficients matrix. This is defined as follows:

acs2 = nCoef ′ ∗ nCoef (4.5)

where acs2 is the orthogonal coefficient features generated from coeffi-

cients matrix nCoef from the row (n) baseline of known parameters. The

baseline shows the EEG channel connectivity.

The above procedure and technique 4.5 is also applied on 3-, 6- and 9-

second filtered EEG signals from Protocol 1 trails. The resultant orthogonal

coefficient features obtained from algorithm 1 are shown in figure 4.16 during

9-seconds duration of EEG recordings.
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Figure 4.16: (Left) Biometric brain template of Person 1 and Person 2 us-
ing orthogonal coefficient features derived from the Levinson-Durbin Yule-
Walker AR method. (Right) The corresponding orthogonal coefficient distri-
bution among brain regions depicting waveforms of orthogonal transformed
coefficients. The duration of recording is at 9-seconds with 1443 epoch length.

The template output (figure 4.16) is also produced based on flowchart

3.6 and algorithm 1 (see subsection 4.3.1), where the residual error features

are replaced by the coefficient features. However, rather than using residual

error Yer output, correlation coefficient Ycoef is used to perform orthogonal

transformation in order to produce brain print templates for machine learning

classification.

4.3.3 Orthogonal Residual Error and Coefficient AR
Features

Another technique to extract a stable functional connectivity feature from

the Yule-Walker AR model and EEG signal recordings is suggested. Here,

both AR coefficients and associated residual error are used to form a unique
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brain print feature pattern. The pattern is formed as a sum combination

of an extracted diagonal of the orthogonalised channel baseline coefficients

in section 4.4 with orthoganalised residual error along the brain channels in

section 4.4. The reason for this combination is because both residual error

and coefficients form a correlation of functional connectivity of EEG signal

trails between the multi-electrode channel locations on the scalp.

To produce the coefficients and the residual error features, the Yule-

Walker AR technique is applied similarly to equation 4.3 with the same

number of input parameters. Orthogonal transformation of these features

produces a stable solution as follows:

acs3 = Er′ ∗ Er + diag(ncoef ′ ∗ ncoef) (4.6)

Where acs3 is the projected brain print features from the residual error

and the coefficients while diag is the diagonal function that is applied in

order to have the same size of multi-electrode baseline while generating the

brain print templates.

Within equation 4.6, the diagonal function diag is used to extract the

diagonal values of the orthogonal transformed coefficients from the multi-

electrode baseline. Thereafter, the extracted diagonal is added to the trans-

formed orthogonal residual error features. This produces a brain print tem-

plate that can also be used by machine learning for classification of unknown

EEG features.

This approach (see equation 4.6) is applied to extract a brain print pat-

tern from a Protocol 1 task. The process is based on the feature extraction

flowchart in figure 3.6 and the corresponding algorithm (see algorithm 11)

where the orthogonal transformation is performed. The equation that is

responsible for the transformation is described in equation 4.6. The result

templates for Person 1 and Person 2 are shown in figure 4.17.
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Figure 4.17: (Left) Biometric brain templates of Person 1 and Person 2
using residual error and orthogonal coefficient features which are derived from
the Levinson-Durbin Yule-Walker AR method. (Right) The corresponding
orthogonal coefficient distribution among brain regions depicting waveforms
of orthogonal transformed coefficients. The duration of recording is at 9-
seconds with 1443 epoch length.

The above template output (figure 4.17) is also produced based on flowchart

3.6 and algorithm 1 (see subsection 4.3.1), where the residual features are

replaced by the combination of residual and coefficient features. The or-

thogonal brain print templates can be visualised by the corresponding error

and coefficient features distribution along the multi-electrode EEG channels.

Thus, both the residual error and coefficient features are contributors to the

biometric template that is used for machine learning classification.
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4.4 Machine Learning Methods of Feature Se-

lection, Classification and Identification

Within the study, it is hypothesised that maximum learning performance can

be achieved when the features are modelled from the multi-electrode baseline,

which reduces the dimensions of the extracted features. Since the reduction

was aided by the orthogonal transformation technique in order to produce

a stable solution and the produced solution matrix is of symmetric form, a

pairwise support vector network was proposed (see subsection 3.3.2).

This section implements machine learning methods for learning and clas-

sifying EEG features for a person identification. In the learning process, the

linearity of trained EEG features are estimated so as to classify new features

from a test data set. The learning is performed on Protocol 1 and Protocol

2 EEG features that are extracted during the feature extraction process.

Apart from the proposed pairwise support vector machine (PSVM) method

of learning, Multi-Class Neural Network (MCNN) and Group Method of Data

Handling (GMDH) are also implemented for comparison purposes. The per-

formances of these methods are measured by statistical mean and standard

deviation as explained in section 3.3.3.

This section is divided into three subsections. In the first subsection,

the proposed method is implemented. The second and third subsections

implement MCNN and GMDH, respectively.

4.4.1 The Proposed Pairwise Support Vector Network

The implementation of a PSVM is based on the model framework in fig-

ure 3.5 and the corresponding flowchart in figure 3.7. The implementation

is performed on the proposed residual AR features of the orthogonal trans-

formation, the EEG brain print. Learning of other orthogonal extracted

features from coefficients and residual with coefficients features by PSVM
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are also implemented. The features are extracted from the Protocol 1 trails

data set for the experiments.

The experiment is performed on the extracted orthogonal features ma-

trix size (64 X 64) and a reference data set which is concatenated for all

participants. The reference sets X and Y represent input and target with

matrix size of (64 X 6976) and (1 X 6976), respectively. A normalised folded

(nf) pairs of input and target is created with nf size of four (4) containing

75% training and 25% test sets for easy regularisation. The regularisation of

the network parameters during fitting and validation is performed by cross-

validation in terms of k-folds. For reproducibility, the PSVM is guided by

the algorithm 2.
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Algorithm 2 SVM Network learning algorithm with X2 test data set

1: Input: acs = EEGff{n,1} . n is an instance of a person, acs is the
extracted brain print features, which is either acs1, acs2 or acs3

2: Input: X = cell2mat(acs), Y̊ = 1 : size(X, 1) . reference data with
input (X) and target (Y̊)

3: Init, nF = Cell{nf, 4} . dummy cell for cross-validated no of folds,
where 4 columns are split as training set (c1,c2) and test set (c3,c4)

4: nF = 0 . Init no of folds index
5: eps = 0.0 . set noise between 0 and 1
6: nF = nF + 1 . no of folds increment
7: BCX = BinaryCombinationofinput . pairwise combination of feature

classes
8: BCY = BinaryCombinationoftarget . pairwise combination of target

feature class index
9: for nf do

10: nf = 1 : nF . new folded training and test pairs
11: X1train = BCX(input) . load input training subset pairs on folded

structure c1
12: Y 1target = BCY̊ (target) . load input training pairs on folded structure

c2
13: X2test = BCX(input) . load test subset pairs on folded structure c3
14: Y 2target = BCY̊ (target) . load input training pairs on folded structure

c4
15: normalised: X1train, X2test . apply normalisation
16: X1 = X1train + eps ∗ random(size(X1)) . generate noise on

training set
17: X2 = X2test + eps ∗ random(size(X2)) . generate noise on test set
18: Svmmdl = fitcsvm() . apply SVM neural net with input parameters

to train X1, Y 1 data sets
19: [lbl, score, cost] = predict(Svmmdl, X2) . call train Svmnmdl on X2

test data set
20: mean = mean(lbl/(nf,4))
21: std = std(lbl/(nf,4))
22: end for
23: return

Following algorithm 2, given reference data X, Y̊, training and test subset

130



folds with corresponding targets are created for cross-validation and regular-

isation, respectively. The idea of PSVM is to built a pairwise combination of

binary features using a pairwise combination approach as described in sub-

section 3.3.2. With such a combination, SVM model (Svmmdl) can easily

learn orthogonal EEG feature pairs for classification purposes using SVM

with some input parameters. For reproducibility, the SVM network function

(fitcsvm) is represented as follows:

Svmmdl = fitcsvm(X1, Y 1,′ Standardize′, true,′KernelFunction′,′ linear′, ...

′KernelScale′,′ auto′,′ Solver′,′ SMO′,′BoxConstraint′, Inf) (4.7)

where (Svmmdl) is the SVM-trained model with training (X1) and target

(Y 1) data sets and input parameters.

Following equation 4.7, there are folded training (X1) and target (Y 1)

parameters which are derived from the reference set X, Y̊. Other parameters

set up on the pairwise model function of SVM include a linear kernel, and

scale function, optimizer and constraint parameters. The linear kernel is re-

sponsible for the fitting of column pairs of orthogonal features separating the

hyperplane in terms of pairwise combination for all classes. The scale func-

tion which is set to automatic adjusts the hyperplane’s scale during training.

The reason for automatic set-up of the scale function is to ensure that the

scale is adaptive to the input pairs.

During PSVM algorithm training, the box-constraint parameter, which

was set to ’Inf’, ensured that all the fitting rules are followed properly at

each training iteration. The fittings of input vectors or features were opti-

mised using the sequential minimisation technique until all optimal features

converged on the separating hyperplanes. The training came to a stop when

the minimal learning cost representing maximum likelihood estimate was

reached.

After the training, the trained model (Svmmdl) was applied on a test set to

determine average accuracy of mean performance. This is the representation
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of the test function:

[lbl, score, cost] = predict(Svmmdl, X2) (4.8)

The test set (X2) is a disjoint set that is separate from the training set.

The test set is derived from folded pairs for cross-validation purposes. Apart

from the four (4) folds used as the default in the study with 25% of test set

(X1) and 75% of the training set, for comparison, six (6) and eight (8) folds

were also used. Six (6) folds were represented by 16% test and 84% training

data. The last 8-fold contained 10% test and 90% training data.

Table 4.1 presents the results of the mean accuracy of performance of

3-seconds with four (4), six (6) and eight (8) folds, when orthogonal ex-

tracted residual (ER), coefficients (COEF) and residual with coefficients

(ER+COEF) features of the Yule-Walker AR process are used. No noise

are introduced to the train and test input folds for the experiment.

Table 4.1: Pairwise support vector machine learning mean performance of
Levinson-Durbin AR features using orthogonal projected techniques and Pro-
tocol 1 EEG signal tasks recorded at 3-seconds.

ER COEF ER+COEF
No of Folds 3-sec 3-sec 3-sec

4 1.000 1.000 1.000
6 1.000 1.000 1.000
8 1.000 1.000 1.000

Within 3-seconds in figure 4.1, an average of 100% (1.000) mean perfor-

mance is recorded for the proposed residuals and other other features (COEF,

ER+COEF) across all the cross-validated numbers of folds (4, 6 and 8). This

shows a stable performance with PSVM learning method at zero (0.0) noise

level.

Further, the recording duration of the epoch of EEG waveforms was in-

creased to observe if there were any changes in performance. The output is
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shown in figure 4.2 with the same EEG brain print AR features of the or-

thogonal transformation. No noise are introduced to the train and test input

folds for the experiment.

Table 4.2: Pairwise support vector machine learning mean performance of
Levinson-Durbin AR features using orthogonal projected techniques and Pro-
tocol 1 EEG signal tasks recorded at 6-seconds.

ER COEF ER+COEF
No of Folds 6-sec 6-sec 6-sec

4 1.000 1.000 1.000
6 1.000 0.999 1.000
8 1.000 1.000 1.000

The output from table 4.2 shows similar stability in performance at 100%

(1.000) for two brain print features (ER, ER+COEF) for all the folds (4,6,8).

However, a slight decrease from 100% to 99.9% (0.9990) is observed in fold

six (6) when coefficient features (COEF) are learned by PSVM.

Similarly, the duration of epoch recording was extended to 9-seconds.

Figure 4.3 presents the result.

Table 4.3: Pairwise support vector machine learning mean performance of
Levinson-Durbin AR features using orthogonal projected techniques and Pro-
tocol 1 EEG signal tasks recorded within 9-seconds.

ER COEF ER + COEF
No of Folds 9-sec 9-sec 9-sec

4 1.000 0.999 1.000
6 1.000 0.999 1.000
8 1.000 0.999 1.000

Following table 4.3, no performance change (from 100% mean accuracy)

was observed when two orthogonal features (ER, and ER+COEF) of the

EEG brain print were learned across all the fold numbers (4,6,8). However,
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learning coefficient features (COEF) had a decrease which resulted in 99.9%

(0.999) mean accuracy of performance across all the folds (4,6,8).

Further experimentation was also performed to observe the error of the

test sampling and the distribution, which was expressed in terms of stan-

dard deviation from the mean accuracy of performance. The deviation was

calculated as a square root of variance at each fitted data point of the test

set. The experiment was performed by scaling the test size at the interval

of 4 persons. Approximately 4 (3.99%), 8 (7.68%) and 12 (11.12%) of 109

persons were tested on the PSVM model from 3-seconds EEG recording fol-

lowing algorithm 2 and equation 4.8 and the noise level of the input data

was maintained at 0.0 noise level. Table 4.4 presents the result for all three

extracted features (ER, COEF and ER+COEF).

Table 4.4: Scaling performance of pairwise support vector machine learning
mean performance of Levinson-Durbin AR features using orthogonal pro-
jected techniques and Protocol 1 EEG signal tasks recorded within 3-seconds.

ER ER COEF COEF ER+COEF ER+COEF
3-sec 3-sec 3-sec 3-sec 3-sec 3-sec

Pers m std m std m std
4 1.000 0.000 0.999 0.001 1.000 0.000
8 1.000 0.000 0.999 0.001 1.000 0.000
12 1.000 0.000 0.999 0.001 1.000 0.000

From table 4.4, scaling of the test data from 4 persons to 12 persons by an

increment of 4 persons at a time does not affect the performance of the PSVM

model. The performance still remains at 1.00 average mean performance

accuracy while the standard deviation is at 0.00 when tested on residual and

residual with coefficients brain print features. However, a slight degradation

to 0.999 average mean accuracy is observed with coefficient features with a

standard deviation observed at 0.001.

For abnormal distribution of sampling data, noise was introduced to the

folded pairs of test and training data sets at the 0.5 level to observe the
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effect of the mean accuracy of performance and the standard deviation on the

scaling test data of 4, 8 and 12 persons. Similar PSVM learning algorithm

(see algorithm 2) and equation (see equation 4.8) were used on 3-seconds

EEG brain print features. Table 4.5 presents the result.

Table 4.5: Scaling performance of pairwise support vector machine learning
mean performance of Levinson-Durbin AR features using orthogonal pro-
jected techniques and Protocol 1 EEG signal tasks recorded within 3-seconds.
Noise level on train and test data input folds is at 0.5.

ER ER COEF COEF ER+COEF ER+COEF
3-sec 3-sec 3-sec 3-sec 3-sec 3-sec

Pers m std m std m std
4 0.993 0.005 0.993 0.005 0.991 0.007
8 0.989 0.005 0.989 0.005 0.990 0.003
12 0.990 0.003 0.990 0.003 0.988 0.003

The results in table 4.5 show a deviation from the average mean per-

formance when each extracted brain print’s EEG features were learned by

the PSVM. For instance, the residual error shows a mean accuracy of 99.0%

(0.990) with a standard deviation of 0.003 when the number of persons in-

creased to twelve (12). The deviation was also observed to vary with the

mean performance accuracy.

4.4.2 Multi-Class Neural Network (MCNN)

This study aims to demonstrate the learning performance of a multi-class

neural network (MCNN) on the proposed orthogonal projected autoregres-

sive residual features. The experiment was performed on all extracted or-

thogonal AR features of Protocol 1. Each of the extracted features of AR

with orthogonal transformation is named an EEG brain print feature.

The extracted orthogonal (brain print) feature size (64 X 64) has a ref-

erence set (X,Y̊) which is concatenated for all participants. The reference
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sets X and Y represent input and target with matrix size of (64 X 6976) and

(1 X 6976), respectively. A normalised folded (nf) pair of input and target

is created with nf size of four (4) containing 75% training and 25% test data

sets for easy regularisation. The regularisation of the network parameters

during fitting and validation is performed by hidden neurons, learning rate

and training epoch. For reproducibility of model fitting, the MCNN fitting

model is described in algorithm 3.
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Algorithm 3 MCNN network learning algorithm with X2 test data set

1: Input: acs = EEGff{n,1} . n is an instance of a person, acs is the
extracted brain print features which is either acs1, acs2 or acs3

2: Input: X = cell2mat(acs), Y̊ = 1 : size(X, 1) . reference data with
input (X) and target (Y̊)

3: Init, nF = Cell{nf, 4} . dummy cell for cross-validated no of folds,
where 4 columns (c) are split as training set (c1,c2) and test set (c3,c4)

4: nF = 0 . Init no of folds index
5: eps = 0.0 . set noise between 0 and 1
6: nF = nF + 1 . no of folds increment
7: HN = 40 . hidden neuron size between 20 and 100 for multiple input

feature combinations
8: Epoch = 400 . number of training iterations
9: for nf do

10: nf = 1 : nF . new folded training and test pairs
11: X1train = HNX(input) . load input training subset pairs on folded

structure c1
12: Y 1target = HNY̊ (target) . load input training pairs on folded structure

c2
13: X2test = HNX(input) . load test subset pairs on folded structure c3
14: Y 2target = HNY̊ (target) . load input train pairs on folded structure c4
15: normalised: X1train, X2test . apply normalisation
16: X1 = X1train + eps ∗ random(size(X1)) . generate noise on

training set
17: X2 = X2test + eps ∗ random(size(X2)) . generate noise on test set

net = newff() . define net with input parameter
18: net = init(net) . Init net parameters
19: Mcnnmdl = train(net, ) . training net with input parameters
20: [Y s1] = sim(Mcnnmdl, X2) . call training Svmnmdl on X2 test data

set
21: mean = mean(Ys/(nf,4))
22: std = std(Ys/(nf,4))
23: end for

Algorithm 3 was trained with initial simulated settings of HN = 40, 60

and 110, Training epoch (TE) = 100, and performance goal (PG) (learn-

ing rate) = 0.01. The simulation of the trained model was defined by a
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feedforward back-propagation learning function as follows:

mcnnet = newff(minmax(pt), [nofhn nofc1],

′purelin′ ′purelin′, ′trainscg′); (4.9)

Where mcnnet is the learning model and newff is the learning function

with some input parameters. During mcnnnet model fitting by newff , input

features are mapped to each node of the hidden neuron by a linear ’purelin’

function. The function is chosen because of the linear capability derived

a linear model whilst performing input to output transfer of feature vector

weights from each neuron layer of the network. During the transfer, some

biases are generated along with the weight at each output. However, by

applying a neural network with back-propagation weight and bias updates

through a ’trainscg’ activation function, the updates are performed until the

network converges and the training stops.

The stopping criteria of the MCNN were defined with three parameters:

the number of hidden neurons (HN), performance goal (PG) and training

epoch (TE).

Within the algorithm, a test process (see equation 4.10) begins after the

training stops. Thus, the mean performance accuracy of the test data (PS)

is simulated by the following function:

Y s1 = sim(net, ps,′ useParallel′,′ yes′,′ showResources′,′ yes′); (4.10)

where net is the training model and PS is the test set. A parallel archi-

tecture option was chosen because the PC supported parallel computation.

The performance was measured by averaging the mean over the number of

k-folds and no noise are introduced to the train and test input folds for the

experiment. Table 4.6 shows the result.
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Table 4.6: MCNN machine learning mean performance of Levinson-Durbin
AR features using orthogonal residual error from Protocol 1 EEG signal tasks
recorded within 3-seconds.

ER = 200 ER = 400
No of HN 3-sec 3-sec

20 0.436 0.445
60 0.665 0.828
110 0.661 0.920

The result in table 4.6 shows poor accuracy; for instance, residual error

(ER) had a performance of 0.446 which was observed to increase to 92%

(0.92) when the number of hidden neurons increased to 110.

Improvement was made by adjusting the tuning of the model parame-

ters. Specifically, the number of hidden neurons (HN) was increased from

20 to 100 with interval 20. The reason behind the adjustment was to observe

how layers of hidden neurons influenced MCNN performance considering the

over-fitting problem of back-propagation within a shallow network. Similarly,

the search space of training performance goal (PG) or learning rate was in-

creased from 0.01 to 0.001 to ensure that no local minima were avoided whilst

selecting features during training. The training epochs were also increased

from 100 to 400 iterations. The result of the tuning produced a higher mean

accuracy of performance on the test data set when compared to the initial

test case at 0.01 training goal (learning rate).

Further, a test was performed on Protocol 1 data recorded at 3-seconds

Protocol 1 orthogonal features, respectively, and no noise were introduced

to the train and test input folds for the experiment. Table 4.7 presents the

results.

139



Table 4.7: MCNN machine learning mean performance of Levinson-Durbin
AR features using orthogonal projected techniques and Protocol 1 EEG sig-
nal tasks recorded within 3-seconds.

ER COEF ER+COEF
No of HN 3-sec 3-sec 3-sec

20 0.881 0.914 0.881
40 0.959 0.980 0.972
60 0.989 0.993 0.982
80 0.993 0.995 0.986
100 0.998 0.996 0.993

Within table 4.7, there is an increase in mean accuracy of performance

within the setting of 400 training epochs and 0.001 learning rate. For in-

stance, with residual (ER) brain print features, 88.1% (0.881) mean perfor-

mance accuracy increased to 99.8% (0.99) with the corresponding increase

from 20 to 100 hidden neurons on 3-secs recorded EEG waveforms.

Another experiment was performed with 6-seconds recordings of EEG

brain print features and no noise were introduced to the train and test input

folds for the experiment. Table 4.8 presents the results.

Table 4.8: MCNN machine learning mean performance of Levinson-Durbin
AR features using orthogonal projected techniques and Protocol 1 EEG sig-
nal tasks recorded within 6-seconds.

ER COEF ER+COEF
No of HN 6-sec 6-sec 6-sec

20 0.874 0.914 0.874
40 0.959 0.981 0.966
60 0.979 0.991 0.979
80 0.986 0.996 0.991
100 0.996 0.993 0.995

Similarly, within table 4.8, there is an increase in mean accuracy of per-

formance for the setting of 400 training epochs and 0.001 learning rate. For
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instance, with residual (ER) brain print features, 87.4% (0.874) mean perfor-

mance accuracy increased to 99.6% (0.996) with the corresponding increase

of 20 to 100 hidden neurons on 6-secs recorded EEG waveforms.

Furthermore, 9-seconds recordings of EEG brain print features were used

in the experiment and no noise were introduced to the train and test input

folds for the experiment. Table 4.9 presents the results.

Table 4.9: MCNN machine learning mean performance of Levinson-Durbin
AR features using orthogonal projected techniques and Protocol 1 EEG sig-
nal tasks recorded within 9-seconds.

ER COEF ER + COEF
No of HN 9-sec 9-sec 9-sec

20 0.911 0.922 0.890
40 0.966 0.989 0.966
60 0.993 0.992 0.989
80 0.998 0.995 0.995
100 0.998 0.996 1.000

Following table 4.9, there was also an increase in mean accuracy of per-

formance for the setting of 400 training epochs and 0.001 learning rate. For

instance, with residual (ER) brain print features, 91.1% (0.911) mean perfor-

mance accuracy increased to 99.8% (0.998) with the corresponding increase

of 20 to 100 hidden neurons on 9-secs recorded EEG waveforms.

Another experimentation was also performed to observe the error of the

sampling distribution of test data scaling, which was expressed in terms of

standard deviation from the mean accuracy of performance. The deviation

was calculated as a square root of variance at each fitted data point of the test

set. The experiment was performed by scaling the test size at the interval of 4

persons. Approximately 4 (3.99%), 8 (7.68%) and 12 (11.12%) of 109 persons

were tested with the MCNN model from 3-seconds EEG recording following

algorithm 3 and equation 4.10, and the noise level of the input data was
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maintained at 0.0 while hidden neurons were set at 100. Table 4.10 presents

the result for all three extracted features (ER, COEF and ER+COEF).

Table 4.10: Scaling performance of multiclass neural network machine learn-
ing mean performance of Levinson-Durbin AR features using orthogonal pro-
jected techniques and Protocol 1 EEG signal tasks recorded within 3-seconds.

ER ER COEF COEF ER+COEF ER+COEF
3-sec 3-sec 3-sec 3-sec 3-sec 3-sec

Pers m std m std m std
4 0.993 0.007 0.996 0.003 0.992 0.007
8 0.994 0.007 0.996 0.002 0.996 0.005
12 0.989 0.006 0.996 0.002 0.994 0.006

From table 4.10, scaling of the test data from 4 persons to 12 persons

by an increment of 4 persons at a time does not affect the performance

of the MCNN model. The performance still remains at 1.00 average mean

performance accuracy while the standard deviation is at 0.00 when tested

on residual and residual with coefficients brain print features. However, a

slight degradation to 0.999 average mean accuracy is observed with coefficient

features with a standard deviation observed at 0.001.

In another experiment, 0.05 noise level was introduced to the train and

test data folds for the experiment. Scaling of test cases were observed for 4,

8 and 12 persons. The same MCNN algorithm was applied and the result is

presented in table 4.11.
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Table 4.11: Scaling performance of multiclass neural network machine learn-
ing mean performance of Levinson-Durbin AR features using orthogonal pro-
jected techniques and Protocol 1 EEG signal tasks recorded within 3-seconds.
Noise level on train and test data folds is at 0.5.

ER ER COEF COEF ER+COEF ER+COEF
3-sec 3-sec 3-sec 3-sec 3-sec 3-sec

Pers m std m std m std
4 0.823 0.019 0.987 0.004 0.824 0.016
8 0.821 0.016 0.986 0.004 0.819 0.015
12 0.822 0.013 0.986 0.003 0.822 0.014

From table 4.11, scaling of the test data from 4 persons to 12 persons

by an increment of 4 persons at a time does not affect the performance

of the MCNN model. The performance still remains at 1.00 average mean

performance accuracy while the standard deviation is at 0.00 when tested

on residual and residual with coefficients brain print features. However, a

slight degradation to 0.999 average mean accuracy is observed with coefficient

features with a standard deviation observed at 0.001.

4.4.3 Group Method of Data Handling - Polynomial
Neural Network Technique

The aim of this study is to observe the learning performance of the pro-

posed residual error AR features of EEG brain prints by a polynomial neural

network type, known as Group Method of Data Handling (GMDH). The ex-

periment was performed on all the orthogonal transformed features of the

AR model for a person identification. The extracted features are derived

from Protocol 1 trail data sets. The accuracy of performance of the test set

is measured by regression mean (RM) correlation while mean square error is

used to examine the deviation of the test data values from the true values.

The reference data (X, Y̊) comprises a total concatenated input matrix

of [64 X 6976] and vector of [1 X 6976] for all 109 participants. The reference
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size is the same as the PSVM and MCNN reference set. However, the input

structure is a non-folded conventional data structure. The reason behind this

approach is to see how different architectures, including a non-folded data

split architecture, can respond to the orthogonal extracted features while

finding an optimal learning approach for a person identification. The non-

folded disjoint distribution sets are 75% training and 25% test, of which 85%

of the training set is used for fitting while the remaining 15% is used for

validation.

The input parameters of GMDH include the number of network layers,

hidden neurons and training goal. The training goal, which is described as

’selection pressure’, is used to select the neurons that meet the external cri-

teria. The algorithm that implements the GMDH architecture is illustrated

in algorithm 4.
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Algorithm 4 GMDH network learning algorithm with X2 test set

1: Input : acs = EEGff{n,1} . n is an instance of a person, acs is the
extracted brain print features which is either acs1, acs2 or acs3

2: Input : X = cell2mat(acs), Y̊ = 1 : size(X, 1) . reference data with
input (X) and target (Y̊)

3: NX = norm(X) . normalise input
4: nR = 0 . Init no of runs
5: nR = nR + 1 . increment number of runs
6: for nR do
7: nR = 1 : nR . new folded training and test pairs
8: X1train = NX . extract training subset from norm input
9: Y 1target = Y̊ . extract target set

10: X2test = NX . extract test subset from norm input
11: Y 2target = Y̊ . extract test target
12: param = params() . define GMDH parameters
13: Gmdhmdl = GMDH(params,X1, Y 1) . train GMDH with input

parameters
14: Outputs = ApplyGMDH(gmdh, InputEEG)
15: X1Output = Outputs(:, indTrain) . train evaluation
16: X2Output = Outputs(:, indTest) . test evaluation
17: ComputeR(TestOutput), RMSE(TestOutput) . performance accuracy
18: end for
19: return

Within the algorithm, the GMDH model is trained to fit the input features

as sub-models (subsection 4.3). The sub-models of neurons are created from

combinations of the training input set to form the first layer. The sub-models’

neurons are validated by a polynomial function on the validation portion of

the input set. The validation coefficients from the function are verified by

the external criteria. The neuron that met the values of the external criteria

is selected while others are dropped. This process continues as new layers are

added until a complex network of neurons is built. Here, the least squares

criterion is applied. The process of selection of the neurons is done by first

applying the criterion on the coefficients; after that, sorting is applied. The

sorting method applied is a heuristic sort since it is faster. Finally, the
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selected neuron forms the complex learning structure for orthogonal EEG

features to be classified for a person identification. The GMDH training

model is described by:

gmdh = GMDH(params, TrainInput, T rainTarget) (4.11)

The model (DMDH) was initially trained with input parameters of 10

layers, 20 hidden neurons and 0.01 learning rate, the selection pressure on

the GMDH architecture to train the training set. The performance was tested

on the test process as follows:

Outputs = ApplyGMDH(gmdh, InputEEG)

TrainOutput = Outputs(:, indTrain)

TestOutput = Outputs(:, indTest)

(4.12)

where the ’ApplyGMDH’ function calls the trained model (GDMH). The

test output accuracy, which is measured as a regression mean coefficient of

performance, is obtained from the total output using the index of the test

set.

During the initial test set of 3-seconds recordings, the selection pressure

was adjusted since it involved searching for an optimal solution within the

feature space. For instance, the regression mean performance accuracy of

0.70856 was recorded on the 25% test set when the learning rate was 0.01,

with 10 layers and 20 hidden neurons, and residual features were used. The

same layers and number of hidden neurons were maintained with an increase

in the learning rate to 0.001, which resulted in a performance accuracy of

0.7058. In the case of the coefficient features, the learning performance was

recorded at 0.03234 when the learning rate was at 0.01, which was an in-

crease to 0.0415 on 0.001 learning rate within 75% training and 25% test

data subsets. Thus, the unstable performance of the coefficient features was
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not encouraging, but rather residual features and a combination of residual

and coefficient features were learnt in the GMDH experiment. The tuning

parameters were the number of network layers and hidden neurons.

Thus, the selection pressure was maintained at 0.001 during GMDH train-

ing, following equation 4.11. This ensured the feature search was wide enough

not to miss any local minima. The number of hidden neurons was then varied

between 20 and 100 with interval 20. The variation was made in order to

determine the effect of an increased number of hidden neurons on the vali-

dation performance of the training model on the test data. The number of

GMDH layers was also varied between 10 and 30 at increment of 10 layers.

The first result (see table 4.12) shows regression mean coefficient accu-

racy estimates for 10 network layers of the GMDH model with no noise are

introduced to the train and test input for the experiment.

Table 4.12: GMDH (with 10 network layers) machine learning regression
mean performance of Levinson-Durbin AR features using orthogonal pro-
jected techniques and Protocol 1 EEG signal tasks recorded within 3-, 6-
and 9-seconds.

ER+ ER+ ER+
ER COEF ER COEF ER COEF

No of HN 3-sec 3-sec 6-sec 6-sec 9-sec 9-sec
20 0.67766 0.68737 0.75282 00.75361 0.71544 0.71832
40 0.76691 0.74420 0.81874 0.81103 0.79498 0.77008
60 0.82070 0.74818 0.83937 0.83231 0.79998 0.993
80 0.85459 0.82272 0.847036 0.85287 0.82966 0.79527
100 0.85149 0.85998 0.83401 0.86689 0.82944 0.83825

Table 4.12 shows the increase in regression mean coefficient (RMC) per-

formance accuracy as the number of hidden neurons increases. Increasing the

duration of recordings did not show much difference in terms of regression

mean performance accuracy. Generally, the performance was low compared

to the PSVM and MCNN learning networks.
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The GMDH layers were increased from 10 to 20 layers to see if the non-

convergent orthogonal features could be improved. No noise were introduced

to the train and test input features for the experiment. However, little im-

provement was observed - see table 4.13.

Table 4.13: GMDH (with 20 network layers) machine learning regression
mean performance accuracy of Levinson-Durbin AR features using orthog-
onal projected techniques and Protocol 1 EEG signal tasks recorded within
3-, 6- and 9-seconds.

ER+ ER+ ER+
ER COEF ER COEF ER COEF

No of HN 3-sec 3-sec 6-sec 6-sec 9-sec 9-sec
20 0.80810 0.71981 0.79153 0.75854 0.79104 0.77277
40 0.85813 0.81332 0.79324 0.82731 0.78526 0.80231
60 0.68849 0.89417 0.86945 0.86715 0.83635 0.8241
80 0.86406 0.83394 0.83394 0.84607 0.86923 0.86071
100 0.83042 0.88724 0.86709 0.90510 0.87392 0.88799

Following table 4.12 and in 4.13, increasing the number of layers of the

GMDH network did not provide much difference in the mean accuracy of

performance. Slight and unstable improvement is observed when the number

of hidden neurons increases for each of the extracted features. Across the

duration of the EEG reading, there was not much difference in terms of mean

performance when the duration of recordings was increased.

The deviation in terms of root mean square error was also observed by

increasing the number of test cases. Here, out of the total number of 109

participants, the test cases were increased by scaling the test size at interval

of 4 persons. Approximately 4 (3.99%), 8 (7.68%) and 12 (11.12%) of 109

persons were tested on with GMDH model from 3-seconds EEG recording

following algorithm 4 and equation 4.12. The noise level of the input data

was maintained at 0.0 while hidden neurons were set at 100 with 20 layers
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of GMDH network. Table 4.14 presents the result for all three extracted

features (ER, COEF and ER+COEF).

Table 4.14: Scaling performance of GMDH (with 20 network layers) machine
learning mean performance of Levinson-Durbin AR features using orthogonal
projected techniques and Protocol 1 EEG signal tasks recorded within 3-
seconds.

ER ER ER+COEF ER+COEF
3-sec 3-sec 3-sec 3-sec

Pers rmc rmse rmc rmse
4 0.85116 16.363 0.80624 16.87
8 0.85506 16.569 0.8808 14.785
12 0.86485 16.02 0.85669 16.41

From table 4.14, scaling of the test data from 4 persons to 12 persons

by an increment of 4 persons at a time does not affect the performance of

the GMDH model. The performance indicator from the root mean square

error was large and the increase or decrease of the test data size did not

lower the regression error. For instance, the root mean square error was

found as 16.363, 16.569, and 16.02 for test data sizes of 4, 8 and 12 persons,

respectively.

4.5 Biometric Learning Response of EEG Brain

Print Features

Brain print features are described as signal features derived from the brain,

for instance, an EEG signal [8]. It is also known that ’connectome’ which exist

as a result of brain locations connectivity is related to individual difference

[53]. Thus, a learning response or performance is performed since brain print

features connectivity can be extracted from the recorded signal despite the

types of tasks, brain regions or locations of EEG electrode devices on the
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scalp. It is also aimed at testing the performance of the extracted features

on proposed and existing machine learning methods.

This section compares biometric learning responses of different forms of

brain print features on machine learning methods. The reason for the com-

parison is to investigate the performance strength of the proposed methods

in terms of average mean performance accuracy. All learning is performed

with zero (0.00) noise level on the train and test input. It focuses on learn-

ing features extracted from Yule-Walker and Burg AR methods, Protocol 1

and Protocol 2, and multi-electrode EEG channel locations of different brain

regions.

Specifically, the first subsection compares the learning performance of

Yule-Walker features and Burg AR features, while the second subsection

compares the performance of Protocol 1 vs Protocol 2. In the last subsection,

different EEG channels and locations of brain regions are compared. The

comparison is made between 3-seconds and 9-seconds with particular focus

on 3-seconds readings since 3-seconds represent the minimal duration of EEG

signal recording, which is ideally suitable for biometric applications.

4.5.1 Yule-Walker vs Burg Autoregressive Methods Com-
parison

It is known that the Yule-Walker AR technique minimises error in only one

direction while the Burg AR technique minimises AR error in both directions.

Thus, an experiment was performed to determine the learning performance

of these feature extraction techniques in terms of average mean accuracy of

performance.

In previous sections of this chapter, Yule-Walker AR performance has

been observed on orthogonal extracted features during PSVM learning (ta-

bles 4.1, 4.2, and 4.3 ), MCNN learning (tables 4.7, 4.8, and 4.9) and GMDH

learning (tables 4.12, 4.13).
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Similarly, to learn brain print features from the Burg AR technique, the

coefficient and residual error features of the Burg AR need to be extracted.

The extracted features then undergo orthogonal transformation, after which

a learning method is applied on the orthogonal transform features. The

algorithm that describes the feature extraction process for Yule-Walker (see

algorithm 1) is also used for the Burg method where Yule-Walker function
′aryule()′ is replaced by Burg AR function ′arburg()′.

Given the Burg AR estimator function, the output parameters are defined

from the estimator by:

u = [coef, Er] = arburg(v, p) (4.13)

where ′arburg′ is the Burg AR function with filtered signal (v) represented by

(nxm), where n is the epoch recording baseline of an EEG signal sample and

m is the electrode channel baseline. The model order of (p) is the predictive

order for output coefficients and the associated residual error.

The estimation of autocorrelation coefficients (coef) from unknown pa-

rameters is possible when the filtered signals are arranged in lags similar to

equation 3.6. The prediction of the coefficients is made by setting the order

of unknown parameters to be (p = n−1) based on the filtered signal (v) ma-

trix size of (nxm). Since the prediction produces a coefficient matrix size of

coefficients (mxn−1+1) and associated residual along the electrode channels

baseline ((v)), the produced coefficients which is incremented by (P + 1) on

the column matrix m after Burg forward and backward mininisation process

resulted in unequal size of the autocorrelation coefficients (coef).

Since it is known that an unequal matrix size of AR (equation 3.6) is

not reliable for a stable solution in equation 3.11, the orthogonal technique

is considered for both the predicted coefficients and the associated residual.

The orthogonalisation process is used to extract brain print templates from

EEG features for person identification.

The orthogonalisation technique was also defined in relation to the elec-

trode channels of the residual error (Er) and the predicted coefficients (Coef)
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similar to equation 4.4 and 4.5, respectively. Another approach was also de-

fined as a combination of residual error (Er) and the predicted coefficients

(Coef) under the same condition as implemented in equation 4.6.

In the fist comparative investigations, the predicted orthogonal Burg AR

features are learned on a pairwise support vector machine (PSVM), as il-

lustrated in algorithm 2 under the same learning conditions. The mean

performance for 3-seconds and 9-seconds duration of recording are presented

in tables 4.15, 4.2 and 4.17, respectively.

Table 4.15: Pairwise support vector machine learning mean performance of
Burg AR features using orthogonal projected techniques and Protocol 1 EEG
signal tasks recorded at 3-seconds.

ER COEF ER+COEF
No of Folds 3-sec 3-sec 3-sec

4 1.000 0.765 1.000
6 1.000 0.769 0.999
8 1.000 0.769 0.999

Table 4.16: Pairwise support vector machine learning mean performance of
Burg AR features using orthogonal projected techniques and Protocol 1 EEG
signal tasks recorded at 6-seconds.

ER COEF ER+COEF
No of Folds 6-sec 6-sec 6-sec

4 1.000 0.765 0.999
6 1.000 0.769 0.999
8 1.000 0.769 0.999
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Table 4.17: Pairwise support vector machine learning mean performance of
Burg AR features using orthogonal projected techniques and Protocol 1 EEG
signal tasks recorded within 9-seconds.

ER COEF ER+COEF
No of Folds 9-sec 9-sec 9-sec

4 1.000 0.679 0.997
6 1.000 0.678 0.997
8 1.000 0.684 0.998

Based on PSVM observations of Burg AR features, about 100% average

mean performance was recorded when orthogonal residual features were used

and about 99% was recorded when the combination of residual and coeffi-

cients features was used. A lower performance of about 0.66 was recorded

when the orthogonal coefficient from the Burg method was used. How-

ever, comparing the Yule-Walker and Burg methods, similar performance

is recorded, apart from coefficients with decreased performance in the Burg

AR method.

In the second investigation, MCNN was used to learn orthogonal extracted

AR features. The result of the investigation was also measured in terms of

mean performance under the same learning conditions described in algorithm

3 and equation 4.10. This resulted in average mean accuracy as shown in

table 4.19 and table 4.20 on the recorded 3, 6 and 9 seconds EEG signals,

respectively.
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Table 4.18: MCNN machine learning mean performance of Burg AR fea-
tures using orthogonal projected techniques and Protocol 1 EEG signal tasks
recorded within 3-seconds.

ER COEF ER + COEF
No of HN 3-sec 3-sec 3-sec

20 0.963 0.268 0.947
40 0.993 0.356 1.000
60 0.998 0.368 1.000
80 1.000 0.399 1.000
100 1.000 0.399 1.000

Table 4.19: MCNN machine learning mean performance of Burg AR fea-
tures using orthogonal projected techniques and Protocol 1 EEG signal tasks
recorded within 6-seconds.

ER COEF ER + COEF
No of HN 6-sec 6-sec 6-sec

20 0.929 0.262 0.953
40 0.993 0.320 0.990
60 1.000 0.351 0.997
80 1.000 0.363 0.999
100 1.000 0.371 1.000

Table 4.20: MCNN machine learning mean performance of Burg AR fea-
tures using orthogonal projected techniques and Protocol 1 EEG signal tasks
recorded within 9-seconds.

ER COEF ER + COEF
No of HN 9-sec 9-sec 9-sec

20 0.956 0.231 0.962
40 0.995 0.299 0.994
60 1.000 0.324 0.996
80 0.995 0.332 0.999
100 1.000 0.337 0.999
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It is observed that given the training goal or learning rate 0.001, an in-

creased number of neurons also increases average mean accuracy of perfor-

mance over the number of cross-validated folds. Both Yule-Walker and Burg

features of orthogonal residual error and the combination of both residual

and coefficients features recorded a average mean performance of not less

than 0.95. However, the orthogonal coefficients of Burg performed worse at

about 0.3 average mean performance.

In the final investigation, a GMDH learning network was used to compare

the performance of the proposed method with orthogonal brain print features

generated from the Burg AR model. The test was performed under the same

learning conditions as implemented in algorithm 4 and equation 4.12. The

following results were obtained using Protocol 1 task with 10 layers of network

architecture.

Table 4.21: GMDH (with 10 network layers) machine learning root mean
performance of Burg AR brain print features using orthogonal projected
techniques and Protocol 1 EEG signal tasks recorded at 3, 6 and 9 seconds.

ER ER ER
No of HN 3-sec 6-sec 9-sec

20 0.75276 0.78382 0.74261
40 0.83973 0.82999 0.75926
60 0.87312 0.85307 0.81862
80 0.87467 0.88568 0.84971
100 0.86429 0.88594 0.86948

Similarly, the GMDH layers were increased from 10 to 20 layers to see if

the non-convergent orthogonal features could be improved. However, slight

performance improvement was made - see table 4.22.
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Table 4.22: GMDH (with 20 network layers) machine learning root mean
performance of Burg AR brain print features using orthogonal projected
techniques and Protocol 1 EEG signal tasks recorded at 3, 6 and 9 seconds.

ER ER ER
No of HN 3-sec 6-sec 9-sec

20 0.79764 0.76008 0.68712
40 0.84133 0.83937 0.75477
60 0.87438 0.87223 0.81200
80 0.88258 0.89007 0.87551
100 0.91631 0.87840 0.87615

Comparing GMDH performance of Yule-Walker (see tables 4.12 and 4.13)

with the Burg (see tables 4.21 and 4.22) method, for instance, there exists

a similar performance trend where there is an approximate increase in the

performance accuracy of regression mean coefficients when the the number

of hidden neurons increases. The increase is observed across all the experi-

mented brain print features of Yule-Walker’s AR method, except Burg’s AR

method which does not respond to the GMDH learning method. The exper-

iment is made on GMDH network architecture with 10 and 20 layers of the

network.

4.5.2 Protocol 1 vs Protocol 2 Trail Tasks

The learning response of the Protocol 1 task is compared with the learning

response of the Protocol 2 task following the proposed feature extraction

technique of Yule-Walker AR. The essence of the comparison is to check the

permanency [169, 200, 199, 120] and consistency [19] of learning performance

responses of different tasks. Remember, Protocol 1 is derived from left or

right fist movement while Protocol 2 is derived from the both-fist movement

task. The duration of EEG recordings used is 3-seconds since the duration

has shown significant mean performance accuracy on the proposed learning

method.
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The learning response of the proposed method was implemented with the

Protocol 1 data set based on algorithm 2 and the result was presented in

table 4.1. Similarly, the same algorithm (see algorithm 2) was used to learn

the Protocol 2 data set. The procedures of the algorithm are applied to

all the orthogonal extracted features from the Yule-Walker AR technique to

learn these features. The results of Protocol 1 and Protocol 2 experiments are

summarised and presented in table 4.23 for PSVM learning on residual (ER),

coefficients (COEF) and residual with coefficient (ER+COEF) orthogonal

features.

Table 4.23: Comparing biometrics mean performance of Protocol 1 task vs
Protocol 2 task based on orthogonal Yule-Walker features and pairwise sup-
port vector learning techniques

PSVM-ER PSVM-COEF PSVM-ER+COEF
Folds 3-sec P1 3-sec P2 3-sec P1 3-sec P2 3-sec P1 3-sec P2

4 1.000 1.000 1.000 1.000 1.000 1.000
6 1.000 1.000 1.000 1.000 1.000 1.000
8 1.000 1.000 1.000 1.000 1.000 1.000

Following the results of table 4.23, the performance of the Protocol 1 trail

task is the same as the performance of Protocol 2 trail task. This means that

the proposed PSVM can learn and maintain permanency and consistency of

the proposed biometric features from EEG to 100% average mean accuracy

performance.

Another learning performance comparison between Protocol 1 and Pro-

tocol 2 is also made with a multi-class neural network since this architecture

is also promising for learning the orthogonal extracted brain print features.

The performance accuracy of both Protocol 1 (see table 4.7) and Protocol 2

(4.24) are obtained by learning all the extracted brain print features follow-

ing algorithm 3. The summary of the result is shown in table 4.24 for MCNN
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learning on residual (ER), coefficients (COEF) and residual with coefficient

(ER+COEF) orthogonal features.

Table 4.24: Comparing biometrics mean performance of Protocol 1 task vs
Protocol 2 task based on orthogonal Yule-Walker features and multi-class
neural network learning techniques

MCNN-ER MCNN-COEF MCNN-ER+COEF
HNs 3-sec P1 3-sec P2 3-sec P1 3-sec P2 3-sec P1 3-sec P2

40 0.959 0.933 0.980 0.985 0.972 0.950
60 0.989 0.968 0.993 0.996 0.982 0.975
80 0.993 0.998 0.995 0.998 0.986 0.972

Following the result of table 4.24, the performance accuracy of the Pro-

tocol 1 and Protocol 2 trails tasks increases as the number of hidden neurons

(HNs) increases. However, there is a slight difference between the perfor-

mance accuracy of both protocols. For instance, at 60 HNs, the performance

difference of ±0.021 is in favour of Protocol 1.

4.5.3 Biometric Learning Response of Brain Regions
of Electrode Locations

This study investigates the biometric learning response of the simulated tasks

on different locations of the brain based on multi-electrode EEG devices.

This is because a stimulated task is known to be evoked at various electrode

locations of the scalp. [164, 76, 111, 37]. In the investigation, Frontal (F),

Parietal (P), and Occipital (O) channel locations of EEG device are selected

for the experiment since they are related to the trail tasks of the study

(e.g. fist movements while looking at an object on the screen) through the

functional properties of brain lobes. Such functions include the perception of

movements (Frontal) [37], sensory information receptions (Parietal) [10] and

the function of sight (Occipital) [87, 167].
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The comparison is made between the front locations of the EEG channels

that are described by a single lobe and the back locations of the EEG channels

that are also described by a single lobe. These lobes should have the same

number of locations for easy comparison. For instance, nine (9) Frontal (9F)

lobe locations are compared to nine (9) Parietal (9P) lobe locations while

three (3) Occipital (3O) lobe locations are compared to three (3) Frontal

(3F) lobe locations. The reason for the technique is uniformity of comparison

while ensuring a related functionality of the lobe with the trail actions of the

protocols.

9 Channels Frontal (9F) vs 9 Channels Parietal (9P) Locations: In

the first comparison of nine (9) channel EEG signals, the biometric per-

formance of the EEG signal from the frontal lobe is compared with the

parietal lobe. The reason for the selection and comparison is because the

latter is responsible for reception of sensory information and processing for

body movement, including the movement of the eye [10], while the former

is responsible for perception, movement and control of actions [37]. Thus,

considering Protocol 1 and Protocol 2 trails, sighting the displayed object on

the screen is handled by the parental lobe while perceptive movement of the

hand is handled by the frontal lobe. Figure 4.18 highlights the parts of the

brain regions selected for person identification performance.
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Figure 4.18: 9 Channels Parietal (red) and 9 Channels Frontal (green) elec-
trode locations of brain regions

Following figure 4.18, the EEG signals from the selected channels are

extracted and the brain print pattern is generated based on the orthogonal

technique that is described in algorithm 1 and equations 4.3, 4.4, 4.4 and 4.6.

Thereafter, the extracted pattern is learnt with similar techniques that are

described in algorithms 1, 4.4, 4.5 and 4.6 to produce brain print templates

from nine channel locations of the EEG device. The learning process fol-

lows algorithms 2 (the proposed PSVM) and 3 (MCNN). The average mean

performance accuracy is shown in figures 4.25 and 4.26.
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Table 4.25: Comparing biometric mean performance of 9 channels Frontal
(9F) vs 9 channels Parietal (9P) electrode locations based on orthogonal Yule-
Walker features and pairwise support vector machine learning techniques.

PSVM-ER PSVM-COEF PSVM-ER+COEF
Folds 3-sec 9F 3-sec 9P 3-sec 9F 3-sec 9P 3-sec 9F 3-sec 9P

4 1.000 1.000 0.793 0.924 1.000 1.000
6 1.000 1.000 0.779 0.916 1.000 1.000
8 1.000 1.000 0.782 0.922 1.000 1.000

Table 4.26: Comparing biometric mean performance of 9 channels Frontal
(9F) vs 9 channels Parietal (9P) electrode locations based on orthogonal Yule-
Walker features and multi-class neural network (MCNN) learning techniques.

MCNN-ER MCNN-COEF MCNN-ER+COEF
HNs 3-sec 9F 3-sec 9P 3-sec 9F 3-sec 9P 3-sec 9F 3-sec 9P

40 0.321 0.478 0.381 0.458 0.314 0.535
60 0.458 0.631 0.490 0.577 0.454 0.611
80 0.569 0.674 0.535 0.650 0.570 0.678

3 Channels Frontal (3F) vs 3 Channels Occipital (3O) Locations:

In the second comparison within 3 channel locations, 3 frontal channels are

compared with 3 occipital channels. The comparison is made because occipi-

tal brain location is known for processing sight-related information [87, 167],

while the frontal brain location is known for perception, movement and con-

trol of actions [37]. This means that the occipital location is activated when

a person looks at the screen during the recorded trails of Protocol 1 and

Protocol 2 tasks. Thus, the channel locations of occipital and frontal lobe

regions of the brain are considered in the study as shown in figure 4.19.
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 Figure 4.19: 3 Channels Occipital (red) and 3 Channels Frontal (green) elec-
trode locations of brain regions

Similarly, the learning performance of the above selected channels of the

EEG signal is performed using PSVM and MCNN. The signal, which is

mainly 3 seconds recording of Protocol 1, is extracted based on the orthogonal

techniques illustrated in algorithm 1 and equations 4.4, 4.5 and 4.6. The

results of the investigation are summarised and presented in tables 4.27 and

4.28.

Table 4.27: Comparing biometric mean performance of 3 channels Frontal
(3F) vs 3 channels Occipital (3O) electrode locations based on orthogonal
Yule-Walker features and pairwise support vector machine learning tech-
niques.

PSVM-ER PSVM-COEF PSVM-ER+COEF
Folds 3-sec 3F 3-sec 3O 3-sec 3F 3-sec 3O 3-sec 3F 3-sec 3O

4 1.000 1.000 0.058 0.086 1.000 1.000
6 1.000 1.000 0.058 0.082 1.000 1.000
8 1.000 1.000 0.064 0.095 1.000 1.000

162



Following table 4.27, the learning performances of brain prints from the

residual and residual with coefficients are maintained at 100% by the PSVM

learning method. The coefficient has recorded at about 5% mean performance

accuracy on 3 frontal (3F) lobe location features with 4 folds (75% training

data set and 25% test data set) while the 3 occipital (3O) locations are at

about 8% with the same number of folds.

Table 4.28: Comparing biometric mean performance of 3 channels Frontal
(3F) vs 3 channels Occipital (3O) electrode locations based on orthogonal
Yule-Walker features and multi-class neural network (MCNN) learning tech-
niques.

MCNN-ER MCNN-COEF MCNN-ER+COEF
HNs 3-sec 3F 3-sec 3O 3-sec 3F 3-sec 3O 3-sec 3F 3-sec 3O

40 0.000 0.000 0.000 0.000 0.000 0.000
60 0.000 0.000 0.000 0.000 0.000 0.000
80 0.000 0.000 0.000 0.000 0.000 0.000

Following table 4.28, the learning performance of all brain prints attained

zero (0.00) mean accuracy of performance for a person identification. Three

(3) channels of electrode locations were used in the investigation of learning

performance of MCNN. Thus, since the locations were from the same lobe,

further investigation of the learning performance was made by combining

channel locations from two or more lobe regions of the brain regions.

Both 9 Channel Frontal (9F) and 9 Channel Parietal (9P) Loca-

tions: In the third comparison, the identification sensitivity is performed

with PSVM and MCNN using 18 electrode channel locations of both Frontal

(9F) and Parietal (9P) brain regions. The aim of this investigation is to

check the learning performance of both lobes’ locations, in order to ascertain

if EEG-person learning from more than one lobe can influence or improve

mean identification accuracy. The channel locations of interest are shown in

figure 4.20.
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Figure 4.20: Both 9 channels Occipital (red) and 9 channels Frontal (green)
electrode locations of brain regions are used for PSVM and MCNN person
identification.

The channels in figure 4.20 are learned with PSVM and MCNN using

mainly 3-seconds recording of Protocol 1 tasks. The extractions are per-

formed by the application of orthogonal techniques that are illustrated in

algorithm 1 and equations 4.4, 4.5 and 4.6. The result from the channel

combination is presented in table 4.29 following PSVM learning algorithm 2.

Table 4.29: Mean performance response of both 9 channels Frontal (9F) and 9
channels Parietal (9P) electrode locations based on orthogonal error features
and PSVM

PSVM-9FP PSVM-9FP PSVM-9FP
ER COEF ER+COEF

Folds 3-sec 3-sec 3-sec
4 1.000 0.977 1.000
6 1.000 0.983 1.000
8 1.000 0.979 1.000

From table 4.29, the maximum mean performance is still maintained.

The coefficient features of the combined frontal and parietal lobe channel
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locations have a slight increase (to about 0.97) when compared to table 4.25

with single lobe combination of electrode channels.

A further experiment is conducted with MCNN using of algorithm 3 and

brain print feature extraction algorithm 1. The result of the experiment is

shown in table 4.30 with 0.0 noise level of input features.

Table 4.30: Mean performance response of both 9 channels Frontal (9F) and 9
channels Parietal (9P) electrode locations based on orthogonal error features
and MCNN

MCNN-9FP MCNN-9FP MCNN-9FP
ER COEF ER+COEF

HNs 3-sec 3-sec 3-sec
40 0.554 0.690 0.556
60 0.672 0.807 0.693
80 0.749 0.883 0.777

From table 4.30, there is an improved performance when compared to

table 4.26 with single lobe combination of electrode channels. For instance,

at 60HN , combined lobes recorded an average 0.72 mean performance across

all the features, which is about 0.1 higher than when coefficient features are

used. This is more than obtained when electrode channels of the same brain

lobe are used (see table 4.26).

Both 3 Channels Frontal (3F) and3 Channels Occipital (3O) Lo-

cations: In the last comparison, the performance response of both frontal

and occipital channels of brain locations are investigated using PSVM and

MCNN. The locations of the channels from which the EEG signal is to be

extracted are presented in figure 4.21.
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Figure 4.21: Both 3 channels Occipital (red) and 3 channels Frontal (green)
electrode locations of brain regions are used for PSVM and MCNN person
identification.

The channels in figure 4.21 are learned with PSVM and MCNN using

mainly 3 seconds recording of Protocol 1 tasks. The extractions are per-

formed by the application of orthogonal techniques illustrated in equations

4.4, 4.5 and 4.6. Similar feature extraction algorithm (see algorithm 1) and

learning algorithms for PSVM (see algorithm 2) and MCNN (see algorithm

3) are used. The result from the channel combination is presented in tables

4.31 and 4.32.

Table 4.31: Mean performance response of both 3 channels Frontal (3F)
and 3 channels Occipital (3O) electrode locations based on orthogonal error
features and PSVM

PSVM-3OF PSVM-3OF PSVM-3OF
ER COEF ER+COEF

Folds 3-sec 3-sec 3-sec
4 1.000 0.346 1.000
6 1.000 0.300 1.000
8 1.000 0.321 1.000

From table 4.31, PSVM learning has dropped average mean performance

accuracy on brain print features from the coefficient to about 0.3 mean perfor-
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mance accuracy when both 3 channels Frontal (3F) and 3 channels Occipital

(3O) are learned. The performances of the residual and the residual with

coefficients are still maintained at 1.00 mean performance accuracy. This

shows an increase of 0.242 (3O) or .218 (3F) from the single lobe location

performance accuracies of PSVM with the same learning condition of six (6)

folds (see table 4.27).

Table 4.32: Mean performance response of both 3 channels Frontal (3F)
and 3 channels Occipital (3O) electrode locations based on orthogonal error
features and MCNN

MCNN-3OF MCNN-3OF MCNN-3OF
ER COEF ER+COEF

HNs 3-sec 3-sec 3 -sec
40 0.095 0.133 0.101
60 0.105 0.125 0.110
80 0.109 0.141 0.104

The result from table 4.32 shows an increase of average mean accuracy

of MCNN learning performance when both channels of Frontal (3F) and

3 channels Occipital (3O) electrode locations are used. For example, an

average mean performance which was observed at 0.0 mean performance (see

table 4.28) with 60 HN recorded an improvement to about 0.10 accuracy for

residual and residual with coefficients features.
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Chapter 5

Evaluation and Limitations of
Proposed Methods

This chapter presents the evaluations and discussions of the research find-

ings. The evaluation is based on research hypotheses and statistical analysis

of the performance measures. Within the hypotheses, functional connec-

tivity, residual and orthogonal projections of features, and multi-electrode

connectivity are key processes required by feature extraction and machine

learning for a person identification study.

The evaluation is divided into five major sections. Sections one and two

evaluate feature extraction and machine learning methods, respectively. In

section three, the performance of EEG brain print feature learning is assessed.

The assessment is performed between protocols, two well-known AR tech-

niques and between electrode locations of the brain regions. Furthermore,

section four assesses the statistical performance evaluation of the learning

models by the extracted brain print EEG features of orthogonal projection.

In the last section, the limitations of the proposed methods are discussed.
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5.1 Evaluation of Feature Extraction

This section evaluates the processes of extracting brain print features from

EEG waveforms for person identification. The evaluation includes the anal-

ysis of the raw and filtered EEG signal components that are responsible for

a person identification.

5.1.1 EEG Signal and Phase Delay

In [44], digital signal is a form of signal that is described as a function of a

series of numbers, usually known as a discrete time signal. An instance of

each number depicts signal amplitude at that particular point in time. Thus,

an EEG waveform assumes a signal status when the waveform is defined by

a time function. This form of representation describes a biomedical signal

known as an EEG, where the sequences of numbers are time-locked to trails

in a time domain [25]. This forms variations of waveform that are observable

on an EEG recording device. An example of a time-locked signal is shown

in figure 4.4 (Person 1’s and Person 2’s waveforms from Protocol 1 trails

recording on occipital channel location (O61)).

Phase delay exists along the duration of recording during trails task and

is observable on the multi-electrode channels of an EEG device. At each

electrode, it is observed as a waveform with various displacements due to po-

tential differences of the evoked potential. Along the time-locked durations,

the signal is observed as a series of waveforms with different amplitudes of

displacement, high and low amplitudes. For instance, in figure 4.4, there is

high amplitude above 100microvolts at the recording duration between 750

and 780milliseconds for Person 1, while Person 2 has a lower amplitude at

the same location. This shows that the potential response of each person dif-

fers per channel despite performing the same task. This makes the waveform

reliable for a person identification
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Similarly, along the channels, there are also high and low amplitudes of

signal response when a trail task is evoked. Following figure 4.6, a low record-

ing at 161 millisecond shows a lower amplitude at electrode location O61

(occipital location), which is insensitive to movement-related activities. This

means that high amplitudes are related to high rhythmic activities during

trails recording while low amplitudes are related to low rhythmic activities,

as acknowledged in [25].

Apart from phase shift difference between waveforms, there is also wave-

form interactions along the multi-electrode channels of an EEG device; for

example, in figure 4.6, the interaction is observed on channels between 61 and

64. The interactions of waveforms are also found in figure 4.9. This is an

indication of neuron interactions between different trails of epoch recordings

on a multi-electrode channel, which is an indication of neural interactions

between brain neurons as a result of changes in the electrochemical activities

of the brain cells.

Also, in figure 4.9, a filtered signal from Person 1 is compared with an

unfiltered signal from the same person and electrode channel. Another chan-

nel (figure 4.8) shows a similar pattern between the unfiltered and filtered

signal. This is because a Butterworth filter is known to maintain the flat

signal characteristic response of the original signal [27].

During filtering, the sampling rate of 160Hz has been maintained fol-

lowing the trails recording of tasks [189, 63]. The limit of the sample rate,

according to Shannon’s theory, is related to natural bandwidths [22].

5.1.2 Time Series and Autoregressive Evaluation of
EEG Signal Components

This subsection evaluates the brain print components of the extracted EEG

features. The evaluation is based on a time series concept which involves

signal decomposition into useful components [98] in order to obtain a useful
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pattern. The phase delay which forms the major part of the study is extracted

for reliable biometric usage.

Time series is a concept that is capable of predicting future correlation

from previous time-related samples, including EEG signal samples [9, 176],

using a time series model. This model is usually a parametric [169, 160, 20]

when the dimensions of unknown parameters are known in contrast to a non-

parametric which has unknown dimension of parameters to be estimated.

In this study, a parametric model known as an autoregression model is

applied since it satisfies the known dimensions of the unknown parameters,

described as p+ 1 >= K in equation 3.4. Based on the unknown parameters

and input signals arranged in lag form, the channel baselines depicting brain

region locations are predicted as AR coefficients along with residual errors.

In [134], it is known that there exists correlation of previous time series

lags of input signals or parameters, could be used to model brain connectivity.

The produced correlative components include the residual which shows the

phase shift difference of phase delay that occurs in an EEG signal due to

the effect of volume conductors. Figure 4.14 (Person 1, 2 and 3) presents the

existence of the phase difference between the coefficients and residual features

of the autoregressive model, an instance of the Yule-Walker AR method.

Such connectivity only attends a stable solution when the number of

rows and columns are equal. A stable solution of biometric features of a

brain print was obtained from the multi-electrode baseline. Following the

orthogonalisation process, algorithm 1 and the orthogonal transformation

equations (see equation 4.4, 4.5 and 4.6) form the brain print features from

the two well-known AR models Yule-Walker Levinson-Durbin and Burg re-

cursive methods.

The neural interactions of the brain print features among the electrode

channels is shown in figure 4.15 (Person 1 and Person 2), 4.16 (Person 1

and Person 2) and 4.17 (Person 1 and Person 2) for the residual, coefficients

and residual with coefficient features, respectively. Within these figures,
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the distribution of features on the electrode baseline are unique per person.

This shows a greater possibility of learning such features for EEG-person

identification.

5.2 Evaluation of Machine Learning Methods

This section evaluates learning EEG feature representation using machine

learning techniques. The evaluation is based on mean performance accuracy

and the standard deviation of the learning method.

5.2.1 EEG Data Representation

It is interesting to note that a poor data representation in machine learning

can influence the performance of a learning model [13]. This is because of

the fact that characteristic properties such as data and network learning

structures need to be maintained as part of representative learning; and also

to ensure that no informative part of the learning features is lost during

training.

Considering MCNN, GMDH and PSVM models with unique learning

characteristic properties and structures, it is important to maintain the same

data and network representations while learning features for classification

purposes. Hence, the concept of representative learning is partly adopted on

the characteristic properties of these networks.

Firstly, a unique AR pattern of orthogonal data representation is used as

input and test data to train the network. This means that it is easier for the

network to learn feature combinations of a known pattern than learning from

an unknown pattern. Secondly, similar normalisation procedures are used

for training and test data sets per network model for efficient regularisation

during training. Thirdly, in terms of data input and target, test and target,

a fold structure is applied on MCNN and PWSVM models while the data
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structure on GMDH is not folded. This is because each of these networks

has different structural architectures for the study.

5.2.2 Proposed Pairwise Support Vector Machine

In a PSVM, the architecture is known to operate as a pair combination

of selected features for SVM classification. Applying these architectures to

the orthogonal generated brain print features has indicated impressive mean

performance - see figure 5.1.
 

 

 

 
Number of folds 

Figure 5.1: PSVM mean performance of 3 seconds orthogonal brain print
features
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The above result in figure 5.1 indicates that PSVM had a stable learn-

ing performance of 1 at 4-folds cross-validation. This means that feature

combination from the orthogonal matrix was optimally selected for the SVM

classifier. The folds were increased from 4 to 6 and then to 8 to observe

any influence of the change on pairwise selection combination; however, the

performance remained stable.

Furthermore, scaling performance of persons (4, 8 and 12) were also per-

formed on the PSVM model where the standard deviation from the average

mean was computed. Tables 4.4 and 4.5 present the result across resid-

ual features (ERR), coefficient features (COEF) and coefficient with residual

features (COEF+ERR) when noise levels of 0.0 and 0.5 were added to the in-

put folds. Figure 5.2 presents the summary of the standard deviation during

scaling as contained in tables 4.4 and 4.5.
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Figure 5.2: Standard deviation of the PSVM during scaling test case perfor-
mance of 4 persons, 8 persons and 12 persons

From figure 5.2 and tables 4.4 and 4.5, there was a stable error level when

the number test cases was increased from 4 to 12 persons. The stability

was observed on residual related features at 0.0 standard deviation from

the average mean performance when no noise was added to the training

input. This is an indication of better performance of the PSVM learning
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model with residual error features. The usage of coefficient features decreased

the standard deviation to 0.001 which shows a lower performance of the

coefficient features when compared to residual features.

The introduction of noise at 0.5 level to the input folds during training

caused the standard deviation to increase and become unstable for the num-

ber of test cases (persons 4, 8 and 12). For instance, the standard deviations

were at 0.005, 0.005 and 0.003 for 4, 8 and 12 persons, respectively. These

increases showed a degradation of learning performance of the PSVM and

were influenced by the introduction of noise to the training and test data. In

this case, future studies could include template protection of the EEG brain

print for biometric usage.

5.2.3 Multi-class Neural Network

In the first EEG learning investigation, the orthogonal residual error of AR

features of the electrode channels’ baseline was learned using MCNN to ob-

tain mean classification performance accuracy, as shown in table 4.7. The

residual features were recorded at 3-seconds using Protocol 1 trail tasks and

trained with 20, 40, 60, 80 and 100 hidden neurons. The stopping criteria

were limited to 400 training epochs and 0.001 training goal. In the result,

the classification performance was observed to increase with increasing num-

ber of hidden neurons where a maximum mean performance of about 0.998

was noted at 100 hidden neurons. The lowest mean performance of 0.881

was observed at 20 hidden neurons. The improvement was observed when

more layers were added while the training epochs and training goal were kept

constant. Though the training goal was not tested with a higher value, the

0.001 goal limit was observed to be sufficiently small to search in detail the

local minima for informative features in order for the network to converge

properly. A graph showing learning performance of MCNN on the orthogonal

features is presented in figure 5.3.
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Figure 5.3: MCNN mean performance of 3-seconds orthogonal brain print
features

From figure 5.3, it is shown that learning started attaining slight stability

at 60 layers of neurons. Especially, the orthogonal coefficient feature was

more stable than the error and the combined error and coefficient orthogonal

features. At the end of the 100 layers stoppage point, the orthogonal error was

observed to have slightly outperformed the orthogonal coefficient features.

The least performing features were combined error and coefficient orthogonal

features. Generally, it was observed that MCNN can learn orthogonal brain

print features to a satisfactory level without overfitting of the network.

Scaling performance of persons (4,8 and 12) were also observed in table
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4.10 and 4.11 with deviations from the average mean. The deviation was

observed across residual features (ERR), coefficient features (COEF) and

coefficient with residual features (COEF+ERR) when noise levels of 0.0 and

0.5 were added to the input folds. Figure 5.4 presents the summary of the

standard deviations following scaling.
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Figure 5.4: Standard deviation of MCNN during scaling test performance of
4 persons, 8 persons and 12 persons

In the case of MCNN (see figure 5.4), a lower standard deviation was

observed on coefficient features than on residual features. First, there was

no stability of the deviation error. For example, the increment of 4, 8 and

12 test persons resulted in 0.007, 0.007 and 0.005, respectively, for coefficient

and residual features. Though these values are low, comparing them with

standard deviations of the PSVM learning model, the PSVM indicated a

better learning model for learning EEG features for a person identification.

5.2.4 Group Method of Data Handling

It is known in [78, 116] that GMDH has a network structure similar to a

deep neural network architecture. In that case a GMDH with large network

layers is used to test the root mean learning performance of orthogonal brain

print features on the GMDH network.
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In the first part, 10 layers of the GMDH learning network with 20 to

100 hidden neurons were used to train 3-seconds orthogonal generated brain

print features. The results obtained showed unstable learning performance,

as shown in figure 5.5.
 

 

 

 

 

 

 

 

 

Figure 5.5: 10 Layers GMDH root mean performance of 3-seconds orthogonal
brain print features

Following figure 5.5, it was observed that 10 layers of GMDH could not

learn orthogonal features to a satisfactory performance and this was later

changed to 20 layers.
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Figure 5.6: 20 Layers GMDH root mean performance of 3-seconds orthogonal
brain print features

There was no significant difference achieved by increasing the GMDH

layers to 20, as shown in figure 5.6. Also, only orthogonal residual error was

able to converge on the GMDH network even when the layers were increased

from 10 to 20, similar to when the GMDH network had 10 layers. The reason

for the convergence was traced to more unique eigenvalues than coefficient-

related orthogonal brain print features. Also, the highest mean performance

was not more than 0.90, approximately. This unsatisfactory performance

suggested the inability of the GMDH to learn a less complex structure, as

opposed to a complex structure which it was designed to solve.

The scaling of test data on the GMDH learning model produced high root
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mean squared error (see table 4.14) when the test size was increased from 4,

8 and to 12 persons. The root mean square errors were observed across the

learned features. Figure 5.7 presents the result.
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Figure 5.7: Standard deviation of MCNN during scaling test performance of
4, 8 and 12 persons

From figure 5.7, the performance of GMDH shows high root mean square

error that was not stable within the increasing test sizes of 4, 8 and 12 per-

sons. For instance, the residual features errors were 16.363, 16.569 and 16.02

for 4, 8 and 12 persons, respectively. Thus, the comparison of these errors

with MCNN and the PSVM shows that the PSVM and MCNN performed

better than GMDH in this study.

5.3 Evaluation of Biometric Learning of Brain

Print Features

This section evaluates the biometric response of brain print features and

the proposed method. The evaluation is based on mean performance. The

first subsection evaluates the performance of the Yule-Walker AR model vs

the Burg AR model, while the second subsection evaluates the performance

of Protocol 1 task vs Protocol 2 task. The third subsections evaluates the
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performance of all channels vs selected channels, while the last subsection

evaluates the performance of 3-, 6- and 9-seconds signal recording.

5.3.1 Yule-Walker vs Burg Orthogonal Brain Print Fea-
tures

This section evaluates the comparative performance of orthogonal feature

extraction techniques on the well-known AR models Yule-Walker Levinson-

Durbin model and the Burg AR model. It also evaluates the task sensitivity,

the sensitivity due to length of signal recording, and the sensitivity of different

brain regions with regard to mean identification performance.

First, a comparative investigation was conducted with the Burg AR model

following equation 4.13 against the proposed Yule-Walker Levinson-Durbin

AR model in equation 4.3. The reason was to observe which model is more

efficient and accurate for a person identification. The finding from the study

revealed that the performance varies with each orthogonal brain print feature

technique and the learning model used - see figure 5.8 for more details.
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Figure 5.8: MCNN mean performance of Yule-Walker (YW) vs Burg AR
models using 3-seconds orthogonal brain print features

Within figure 5.3, it is observed that the Yule-Walker AR model has

outperformed the Burg AR model when the coefficient features of the model

is orthogonalised within the electrode channel baseline. One of the reasons is

that the diagonal of the orthogonalised coefficient features does not provide

enough unique values, known as eigenvalues, capable of provide a better

identification accuracy. This is in contrast to other forms of orthogonalisation

such as error and combined error with coefficient features which provide a

better mean performance.

Apart from Burg’s coefficient orthogonal features which provide lower

performance, other orthogonal brain print features from both Yule-Walker

and Burg methods start having a stable performance from 60 hidden-neuron
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layers. Such convergence shows evidence that MCNN can conveniently learn

orthogonal features for person identification, especially when considering or-

thogonal error features in both Yule-Walker and Burg brain print features.

Secondly, the performance of orthogonal features from Burg and Yule-

Walker AR methods was compared using GMDH. The result is presented in

figure 5.9.

 

 

 

 

 

 

 

 

 

Figure 5.9: GMDH root mean performance of Yule-Walker (YW) vs Burgs
AR models using 3-seconds orthogonal brain print features

From figure 5.9, it is observed the root mean performance of GMDH

increases as more neurons were added to the network. This was an indication

of the deep neural network learning capability of the polynomial model. The
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improvement was contained as a new model structure was being learned.

However, only the orthogonal error was learnable in the GMDH architecture.

This was due to the existence of more neural interactions between brain

channels than in the coefficient brain print features.

Lastly, the performance of the PSVM was compared using Yule-Walker

and Burg orthogonal brain print features. Here, the PSVM recorded im-

pressive performance with orthogonal brain print features with Yule-Walker

features compared to Burg features. Figure 5.10 presents the result.
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Figure 5.10: PSVM mean performance of Yule-Walker (YW) vs Burg AR
models using 3-seconds orthogonal brain-print features

Among the three orthogonal techniques used, error-related techniques
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recorded impressive performance over techniques built on only coefficient

features. This was because of distinctive pair combinations of error-related

orthogonal brain print features generated from Yule-Walker and Burg AR

models. The poor performance of the orthogonal coefficient brain print was

traced to Burg coefficients which produced fewer feature variances when pro-

jected orthogonally. In such a case, a pairwise combination could not find

enough useful feature pairs to form hyperplane classes capable of distinguish-

ing a new input feature class.

5.3.2 EEG Signal Recording Duration Investigations

So far, different signal durations were used for EEG-based biometric investi-

gations. Three durations of signal were tested, namely 3-seconds, 6-seconds

and 9-seconds EEG signals were recorded. Each of the durations was a signal

duration combination from three related tasks to form one input. However, it

has been observed that mean performance seems to degrade from the lowest

to the highest recorded time.

Among the three feature learning methods, the PSVM (tables 4.1, 4.2

and 4.3) was more robust to the degrading problem and GMDH (tables 4.12

and 4.13) was slightly robust to the effect, while MCNN (tables 4.7, 4.8 and

4.9) was not able to resist the degradation following the Yule-Walker AR

test. This can also be attributed the robust model of PSVM and GMDH

over MCNN.

5.3.3 Protocol 1 vs Protocol 2 Tasks

The performance of Protocol 1 vs Protocol 2 was observed in tables 4.23 and

4.24 for PSVM and MCNN, respectively. The performance was observed for

all three orthogonal extracted EEG brain print features.

The performance of PSVM (4.23) was stable while MCNN (4.24) showed

a decrease in performance under residual brain print features. A similar
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result was obtained for coefficient and error with coefficients on PSVM and

MCNN learning models.

Though there was not much significant difference with other iteration

runs, the drop is due to the learning ability of MCNN as compared to PSVM.

This is because the PSVM learned features in pairs while MCNN does not,

randomly selecting informative features and there is a tendency to miss a

correct feature pairs to identify a feature class.

5.3.4 All Channels vs Selected Brain Region Channels

Here, three different regions of the brain were evaluated and analysed for

person identification. These include frontal, parietal and occipital lobes. The

evaluation was based on mean performance of PSVM and MCNN where the

Yule-Walker AR model was used to estimate AR parameters from 3-seconds

EEG reading.

In the first part, the performance of the 9 channel frontal lobe was com-

pared with the 9 channel parietal lobe using PSVM - see channel names in

figure 4.18. The performance differs with each of the orthogonally generated

brain print features.

In table 4.25, orthogonal error brain print features showed a very impres-

sive performance of the PSVM with 1.000 mean on 9 channel frontal lobe

as well as parietal lobe. This was because of more distinguishable features

associated with residual error due to phase shift differences. Also, both lobes

are related to movement sensitivity of fists, which Protocols 1 and 2 studied.

However, MCNN (see table 4.26) had lower performance as compared

to PSVM, which was linked to the inability of the network to learn the

orthogonal error features pattern. The performance was in favour of the

parietal lobe rather than the frontal lobe, which was also due to the sensing

of movement by the parietal lobe.

Similarly, table 4.25 recorded the same mean performance of 1.000 when

both orthogonal error and coefficient brain print features were used to learn
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in the PSVM model. The recorded performance indicated existence of fist

movement activities and control by parietal and frontal lobes within those

regions. Though the performance was low when MCNN (see table 4.26) was

used, the parietal lobe was observed to surpass the performance of the frontal.

This was a a sign of the active state of the parietal lobe.

Within table 4.25, the orthogonal coefficient brain print features of the

parietal lobe performed better than the frontal lobe with the PSVM. How-

ever, the PSVM recorded lower performance when compared to other orthog-

onal techniques that had residual error as part of the orthogonal brain print

features. This showed a less discriminating pattern of orthogonal coefficient

features. The parietal lobe was also observed to outperform the frontal lobe

on the MCNN learning model (see table 4.26).

In the second part, a comparison was made between 3 channels of frontal

lobe and 3 channels of occipital lobe (see figure 4.19) for the selected channels.

The first investigation with the PSVM showed impressive mean performance

of 1.000 when the orthogonal projection of brain print features was made

with residual error, as presented in table 4.27. However, the MCNN (see

table 4.28) did not converge under the same brain print features; this was

attributed to poor learning capability of MCNN due to fewer channels and

features. Similar performance was also made on error with coefficient features

(see table 4.27) where the PSVM recorded a good performance of 1.000 mean

accuracy, and no convergence was observed with MCNN (see table 4.28). In

table 4.27, the result was poor because of the poor learning performance of

PSVM observed on the orthogonal coefficient brain print; since no residual

error features known to be distinguishable per person were present in the

brain print.

In the next comparison, two different channel locations (see figure 4.20)

and brain regions were combined to observe the mean performance of both

channels for PSVM and MCNN. In table 4.29, the combined residual fea-

tures of nine(9) channels of frontal and parietal lobes were maintained at
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100% performance with PSVM model while the coefficients showed a lower

performance of about 97%. The drop in performance is because of the com-

bination of non-distinguishable features of the coefficient.

Also, table 4.30 recorded the mean performance of 9 channels of frontal

lobe combined with 9 channels of parietal lobe for PSVM, which performed

with an average of about 0.97 mean accuracy on coefficient features; this is

higher than a single channel, which recorded about 0.92 on the same features.

Other features with residual error content remain at 1.00 mean accuracy.

The improvement is attributed to more channels being used in the learning

process.

Similarly performance improvement was observed by combining 3 frontal

lobe channels and 3 occipital lobe channels for MCNN (see table 4.32) and

PSVM (see table 4.31) which performed worse (see table 4.27 and 4.28) when

few channels were used. This was also attributed to more channels of EEG

features being used by the learning models.

5.4 Statistical Evaluation of the Proposed Pair-

wise Learning Method on EEG Brain Print

Features

Here, the performance response of brain print features on machine learning

methods is analysed. The method of evaluation is known as the Kruskal-

Wallis statistical method of one way analysis of variance, as described in

subsections 3.3.4 and 3.3.3.

Within the method of evaluation, the confidence level of 0.05 was used

to reject or accept the null hypothesis for a claim of the existence of no

mean performance accuracy difference between two groups of brain print

features or learning methods. The evaluation follows equations 3.27 and

3.28 for analysis and visualisation of Kruskal-Wallis statistical performance

evaluations, respectively, for all the compared features.
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In the first part, the null hypothesis is applied to the proposed PSVM

brain print features. Further comparison of the null hypothesis is made

among PSVM, MCNN, and GMDH in terms of residual error features. In

the second part, the performance of the PSVM learning model is compared

on Yule-Walker vs Burg AR features, Protocol 1 vs Protocol 2, and selected

channels of frontal, parietal and occipital lobe locations of the scalp are made.

The tables which are used in the evaluation are obtained from experiments

where no noise are added to the train and test input features.

5.4.1 Residual vs Coefficient Features

The performance of the proposed PSVM learning method is evaluated on

the proposed Yule-Walker autoregressive brain print features of orthogonal

transformation. Thus, by applying PSVM performance values from table 4.4

as input to the Kruskal-Wallis function in equation 3.27, a p-value of 0.0183

is obtained from PSVM on ER (group 1), COEF (group 2) and ER+COEF

(group 3) brain print features.

The confidence intervals for the groups are evaluated from equation 3.28

with ’stats’ as input, which are derived from equation 3.27 for the evaluation

of group comparisons and decisions of the null hypothesis. The visualisation

at 0.05 confidence interval is shown in figure 5.11.
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Figure 5.11: Comparative performance of average mean accuracy of PSVM
on 64 Channels EEG device: Learning features (group) are ER (group 1),
COEF (group 2) and ER+COEF (group 3) from 3-seconds EEG brain print
template. The comparison is measured at 0.05 confidence level and a p-value
of 0.0183 is obtained

Following figure 5.11, it shows that group 1 (ER) is compared with group

3 (ER+COEF) brain print features, have no significant differences with group

1 leading to the acceptance of the null hypothesis. By comparing group 1

with group 2 (COEF) shows a significant difference with group 1 which is

due to no mean rank overlap of group 1 on group 2, leading to the rejection

of the null hypothesis. The mean ranks (model) are observed as 8(PSVM),

5(MCNN), and 2(GMDH) representing groups 1, 2 and 3 respectively.

5.4.2 Proposed PSVM vs MCNN and GMDH

Similarly, the statistical test of learning performance of residual error features

was performed by PSVM, MCNN and GMDH representing groups 1, 2 and

3, respectively. The null hypothesis claims the existence of performance

difference between the learning models. Tables 4.4, 4.10 and 4.14 were used

for the evaluation which represents the scaled test data sizes of 4, 8 and 12
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persons. which served as the input to the statistical equation 3.27. This

resulted in a p-value of 0.0241. Further evaluation from the ’stats’ output

Kruskal-Wallis function by the multiple comparison equation 3.28 produced

the visualised plot in figure 5.12.

Figure 5.12: Comparative performance of average mean accuracy of EEG
brain print features on 64 Channels EEG device: Learning methods (group)
are PSVM (group 1), MCNN (group 2) and GMDH (group 3), and are derived
from 3-seconds EEG brain print template. The comparison is measured at
0.05 confidence level and a p-value of 0.0241 is obtained

Figure 5.12 shows that group 1 (PSVM) is compared with group 2 (MCNN)

average mean performance accuracies, have no significant differences with

group 1 leading to the acceptance of the null hypothesis. By comparing

group 1 with group 3 shows a significant difference with group 1 which is

due to no mean rank overlap of group 1 on group 3, leading to the rejection

of the null hypothesis. The mean ranks (model) are observed as 8(PSVM),

5(MCNN), and 2(GMDH) representing groups 1, 2 and 3 respectively.
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5.4.3 Yule-Walker vs Burg Autoregressive Methods

Another evaluation was made between the Yule-Walker and Burg methods.

Here, the total number of groups is now 6, since it involves ER, COEF and

ER+COEF from both Yule-Walker and Burg AR methods. The horizon-

tal concatenation of both Yule-Walker and Burg PSVM performances from

tables 4.1 and 4.15, respectively, form the input to equation 3.27. The re-

sult shows p-value of 0.0112. Taking the ’stats’ output as input to multiple

compare functions in equation 3.28, produces figure 5.13.

Figure 5.13: Comparative performance of average mean accuracy of PSVM
on 64 Channels EEG device: Learning groups (feature) are groups 1 (ER-
Yule-Walker AR), 2 (COEF- Yule-Walker AR), 3 (ER+COEF- Yule-Walker
AR), groups 4 (ER- Burg AR), 5 (COEF- Burg AR) and 6 (ER+COEF-
Burg AR), and are derived from 3-seconds EEG brain print template. The
comparison is measured at 0.05 confidence level and a p-value of 0.0112 is
obtained

Also, figure 5.13 shows that group 1 (COEF- Yule-Walker AR) is com-

pared with others, such as 2, 3 and 4 brain print features, have no significant

differences with group 1 leading to the acceptance of the null hypothesis with
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no significant differences with group 6 features, which is due to the mean rank

overlap of group 6 on groups 1, 2, 3 and 4. There a significant difference with

group 5 by comparing it with groups such as 1, 2, 3 and 4 which is due to no

mean rank overlap of group 5 on groups 1, 2, 3 and 4, leading to the rejection

of the null hypothesis. The mean ranks (features) are observed as 12(ER-

Yule-Walker AR), 12(COEF- Yule-Walker AR), 12(ER+COEF- Yule-Walker

AR), 12(ER- Burg AR), 2(COEF- Burg AR) and 7(ER+COEF- Burg AR)

representing groups 1, 2, 3, 4, 5, and 6 respectively.

5.4.4 Protocol 1 vs Protocol 2 Features

The performance of the PSVM is also compared with brain print features

from Protocol 1 and Protocol 2 for the Yule-Walker AR technique, where

table 4.23 is used as input to statistical equation 3.27 with a p-value of ′NaN ′,

which is produced due to zero difference in the mean rank values between

groups. The performance of multiple comparison with equation 3.28 leads to

the visualisation in figure 5.14.
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Figure 5.14: Comparative performance of average mean accuracy of PSVM
on 64 Channels EEG device: Learning groups (protocol) are groups 1 (ER-
P1), 2 (ER- P2), 3 (COEF- P1), 4 (COEF- P2), 5 (ER+COEF- P2) and 6
(ER+COEF- P2), and are derived from 3-seconds EEG brain print template
of Yule-Walker AR method. The comparison is measured at 0.05 confidence
level and a p-value of ′NaN ′ is obtained

By considering figure 5.14, it shows that there is no significant difference

in terms of the performance of protocol 1 and protocol 2. This is because

mean ranks do not indicate any difference between groups and the same mean

rank value of 9.5 is produced per group. This shows that the null is accepted

in terms of comparison between each of the six(6) group at 0.05 confidence

level.

5.4.5 Multi-electrode Channel Features of EEG

This evaluation is made on nine (9) channels of EEG electrodes. Here, SVM

performance of frontal lobe locations (9F) and parietal lobe locations (9P)

(table 4.25) are used as input to the Kruskal-Wallis statistical function (see

equation 3.27) to produce a p-value of 0.0049. The utilisation of the output
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’stats’ of the function by equation 3.28 gives a plot that is shown in figure

5.15, which shows further comparison of these PSVM methods.

Figure 5.15: Comparative performance of average mean accuracy of PSVM
on a nine(9) selected channels of the EEG device: Learning groups (proto-
col) are groups 1 (ER- 9F), 2 (ER- 9P), 3 (COEF- 9F), 4 (COEF- 9P), 5
(ER+COEF- 9F) and 6 (ER+COEF- 9P), and are derived from 3-seconds
EEG brain print template of Yule-Walker AR method. The comparison is
measured at 0.05 confidence level and a p-value of 0.0049 is obtained

Figure 5.15 shows that group 1 (ER- 9F) is compared with others, such

as 2, 5 and 6 brain print features, have no significant differences with group 1

leading to the acceptance of the null hypothesis with no significant differences

with group 4 features, which is due to the mean rank overlap of group 4

on groups 1, 2, 5 and 6. There a significant difference with group 3 by

comparing it with groups such as 1, 2, 5 and 6 which is due to no mean

rank overlap of group 3 on groups 1, 2, 5 and 6, leading to the rejection of

the null hypothesis. The mean ranks (features) are observed as 12.5(ER-

9F), 12.5(ER- 9P), 2(COEF- 9F), 5(COEF- 9P), 12.5(ER+COEF- 9F) and

12.5(ER+COEF- 9P) representing groups 1, 2, 3, 4, 5, and 6 respectively.
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Pairwise support vector machine performance evaluation was also ob-

served with 3 channels of EEG electrode signal. Learning performance of

three (3) channels of frontal lobe and three channels of occipital lobe were

also evaluated using the Kruskal-Wallis statistical method of one way anal-

ysis of variance. The evaluations were observed across the extracted EEG

brain prints of orthogonal transformation. In the evaluation, table 4.27 was

used as the input to Kruskal-Wallis equation (see equation 3.27) leading to

a p-value of 0.0048. The output ’stats’ were further evaluated by statistical

comparison equation 3.28 and figure 5.16 presents the result.

Figure 5.16: Comparative performance of average mean accuracy of PSVM
on a three(3) selected channels of the EEG device: Learning groups (proto-
col) are groups 1 (ER- 3F), 2 (ER- 3O), 3 (COEF- 3F), 4 (COEF- 3O), 5
(ER+COEF- 3F) and 6 (ER+COEF- 3O), and are derived from 3-seconds
EEG brain print template of Yule-Walker AR method. The comparison is
measured at 0.05 confidence level and a p-value of 0.0048 is obtained

Figure 5.16 shows that group 1 (ER- 3F) is compared with others, such

as 2, 5 and 6 brain print features, have no significant differences with group 1

leading to the acceptance of the null hypothesis with no significant differences

with group 4 features, which is due to the mean rank overlap of group 4
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on groups 1, 2, 5 and 6. There a significant difference with group 3 by

comparing it with groups such as 1, 2, 5 and 6 which is due to no mean

rank overlap of group 3 on groups 1, 2, 5 and 6, leading to the rejection of

the null hypothesis. The mean ranks (features) are observed as 12.5(ER-

3F), 12.5(ER- 3O), 2(COEF- 3F), 5(COEF- 3O), 12.5(ER+COEF- 3F) and

12.5(ER+COEF- 3O) representing groups 1, 2, 3, 4, 5, and 6 respectively.

5.5 Limitations of the Proposed Methods

In the study, two methods are proposed: orthogonal error features and pair-

wise support vector machine. The limitations of these methods are as follows:

1. Brain print feature learning limitation: The residual error brain print

features could not converge on the GMDH network when tested based

on the Burg AR method, but performed when tested on the Yule-

Walker AR method. When considering high level and intelligent learn-

ing such as GMDH and MCNN for smart systems, this approach is

likely to be revised. This is because this method performed better on

a well-predefined structure.

2. Test data limitation: The proposed method performs well on movement-

related EEG signals and is not yet tested on other data that do not

require body movement. This is because for a disabled person it might

be a problem, which will require further investigation.

3. Performance limitation: The observation from the pairwise support

vector machine shows that it takes longer to learn brain print features

than MCNN and GMDH during simulation experiments. The finding

is suggested on the pairwise search in which all the pair combinations

of features are searched in order to obtain optimal features. This is

unlike the comparative methods of MCNN or GMDH used in the study,

where no pairwise search technique was applied. Although a sequential
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optimisation search technique is used, further investigation might be

required to improve the learning speed of a pairwise SVM.
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Chapter 6

Conclusion and Future Studies

6.1 Recommendations, Conclusion and Future

Studies

New and improved techniques for learning EEG-based features for a person

identification are observed. Suggestions for future studies are established.

6.1.1 Recommendations

This subsection highlights the novel ideas from which a reliable EEG bio-

metric can be made. It describes the innovative approach for learning EEG

features for a person identification. Within the approach, new and improved

techniques of EEG feature extraction of functional connectivity and learning

methods of feature classification for biometric use are established.

It is suggested that extracting EEG features for biometric use is effective

if the features are extracted as a residual. This residual contains a biological

trait as a result of functional connectivity of EEG waveforms when evoked

from a stimulated task. This approach was tested on two main techniques of

autoregressive models (AR) known as Yule-Walker and Burg AR. The result

showed 100% average mean performance accuracy for pairwise support vector

machine learning method of classification.
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Learning a predetermined feature such as an orthogonal EEG feature

pattern for biometric identification is suggested. This is because a prior

knowledge of features or patterns per class is already known and is easily

transferred to the learning network. This approach has been applied to learn

PSVM, MCNN and GMDH learning methods, which makes training and

testing processes easier, which would not be faster if this approach is not

applied.

The orthogonalisation process of extracting person trait features is also

recommended. This is because it provide several benefits in the study. Thus,

apart from minimising the effect of volume conductance and noise on EEG

signal, it also reduces the size of the features dimensionality to a desired

dimension of informative features. This technique has been applied from

the multi-electrode baseline EEG device to derive an informative EEG brain

print template for machine learning classification.

It has also been suggested that an optimal connectivity of the learning

method can be achieved if the learning architecture and the learning features

are predetermined with some form of similar pattern. With this idea, the

PSVM learning method has achieved 100% average mean performance accu-

racy on 3-seconds, 6-seconds and 9-seconds extracted EEG features from two

well-known AR models. The performance was observed for between 3 and

64 channels of a multi-electrode EEG device. The performance is due to the

pairwise combination of the learning model where the learning model assumes

some form of symmetry similar to the predetermined brain print patterns.

With this technique, the production of optimal feature connectivity by the

proposed PSVM was achieved.

6.1.2 Conclusion

The EEG signal used for a person identification was derived from a bench-

mark data of 109 participants performing interactive tasks when an object

appeared on a screen. The data was segmented into Protocol 1 and Protocol
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2 so as to test the identification performance from each protocol. Protocol 1

was related to movement of one fist while Protocol 2 was related to movement

of both fists with eyes closed and opened.

The phase delay which was responsible for the biological trait was ex-

tracted as residual features using the autoregressive model of the Yule-Walker

technique. The orthogonalisation of the residual features provided feature

connectivity between EEG device channels, which also minimises the effect

of volume conductance. The orthogonalisation was performed on the multi-

electrode baseline of the EEG device to obtain a reduced dimension of the

extracted features, named a brain print.

As a classification problem, the extracted brain print template was learned

with three different machine learning architectures: namely Group Method

of Data Handling polynomial neural type network (GMDH), Multi-class Neu-

ral Network (MCNN) and Pairwise Support Vector Machine (PSVM). The

PSVM provided the greatest performance accuracy, over the MCNN, and the

GMDH was the least well-performing learning method when considering the

duration of the EEG recordings, number of electrode channels learned and

the other AR method know as the Burg technique. The performance was

attributed to the predetermined pattern, and the pairwise learning structure

of the proposed PSVM.

6.1.3 Future Studies

Within the proposed pairwise support vector machine, it has been observed

that the introduction of noise on the folded pairwise data can reduce the

performance accuracy of the PSVM. Thus, brain print template protection

is suggested for future studies.

It has been observed that the orthogonalisation of the extracted AR fea-

tures from the multi-electrode baseline is capable of reducing the dimensions

of the the extracted features for machine learning purposes. A comparative

201



investigation is suggested with a well-known dimensional reduction technique

known as principal component analysis (PCA).

It is also observed that there exists a classification lost in the proposed

SVM when a noise is applied. Future studies will look at the existence of

outliers outside the SVM hyper-plane margin.

The performance of the same task on the training and test sets has been

performed with significant difference in terms of average mean performance

accuracy. Future studies will include the learning performance of SVM when

training set and test set data are derived from different tasks.
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and Jesús B. Alonso. EEG biometric identification: a thorough explo-

ration of the time-frequency domain. Journal of Neural Engineering,

12(5):056019, 2015.

[42] P. Delsarte and Y. Genin. The split levinson algorithm. IEEE Transac-

tions on Acoustics, Speech, and Signal Processing, 34(3):470–478, June

1986.

[43] P. Delsarte, Y. Genin, and Y. Kamp. A generalization of the levinson

algorithm for hermitian toeplitz matrices with any rank profile. IEEE

Transactions on Acoustics, Speech, and Signal Processing, 33(4):964–

971, August 1985.

[44] Paulo Diniz, Sergio Netto, and Eduardo Da Silva. Digital Signal Pro-

cessing: System Analysis and Design. Cambridge University Press,

New York, NY, USA, 2002.

[45] David L. Donoho. High-dimensional data analysis: The curses and

blessings of dimensionality. In AMS CONFERENCE ON MATH

CHALLENGES OF THE 21ST CENTURY, 2000.

[46] Xiaoping Du, Jia Guo, and Harish Beeram. Sequential optimization

and reliability assessment for multidisciplinary systems design struc-

208



tural and multidisciplinary optimization. Journal of Structural and

Multidisciplinary Optimization, 35(2):117–130, 2008.

[47] Daniel Dumitru and Joel A. Delisa. AAEM minimonograph #10: Vol-

ume conduction. Muscle & Nerve, 14(7):605–624, 1991.

[48] C. Eswari and S. K. Ramya. Biometrics using headgear to scan brain-

waves. In 2011 National Conference on Innovations in Emerging Tech-

nology, pages 95–98, Feb 2011.

[49] S. J. Farlow. Self-Organizing Methods in Modelling: GMDH Type Al-

gorithms. Marcel Decker, 1984.

[50] M. A. Ferrer, M. Diaz-Cabrera, and A. Morales. Static signature syn-

thesis: A neuromotor inspired approach for biometrics. IEEE Trans-

actions on Pattern Analysis and Machine Intelligence, 37(3):667–680,

March 2015.

[51] Adele Ferro, Carolina Bonivento, Giuseppe Delvecchio, Marcella Bel-

lani, Cinzia Perlini, Nicola Dusi, Veronica Marinelli, Mirella Ruggeri,

A. Carlo Altamura, Benedicto Crespo-Facorro, and Paolo Brambilla.

Longitudinal investigation of the parietal lobe anatomy in bipolar dis-

order and its association with general functioning. Psychiatry Research:

Neuroimaging, 267:22–31, 2017.

[52] R. D. Findling, M. Holzl, and R. Mayrhofer. Mobile match-on-card

authentication using offline-simplified models with gait and face bio-

metrics. IEEE Transactions on Mobile Computing, PP(99):1–1, 2018.

[53] Emily S. Finn, Xilin Shen, Dustin Scheinost, Monica D. Rosenberg, Jes-

sica Huang, Marvin M. Chun, Xenophon Papademetris, and R. Todd

Constable. Functional connectome fingerprinting: identifying indi-

viduals using patterns of brain connectivity. Nature Neuroscience,

18(11):1664–1671, October 2015.

209



[54] M. Fraschini, A. Hillebrand, M. Demuru, L. Didaci, and G. L. Mar-

cialis. An EEG-based biometric system using eigenvector central-

ity in resting state brain networks. IEEE Signal Processing Letters,

22(6):666–670, June 2015.

[55] Karl J. Friston. Functional and effective connectivity in neuroimaging:

A synthesis. Human Brain Mapping, 2(1–2):56–78, 1994.

[56] Vaibhav Gandhi, Girijesh Prasad, Damien Coyle, Laxmidhar Behera,

and Thomas Martin McGinnity. Evaluating quantum neural net-

work filtered motor imagery brain-computer interface using multiple

classification techniques. Neurocomputing, 170:161–167, 2015. Ad-

vances on Biological Rhythmic Pattern Generation: Experiments, Al-

gorithms and ApplicationsSelected Papers from the 2013 International

Conference on Intelligence Science and Big Data Engineering (IScIDE

2013)Computational Energy Management in Smart Grids.

[57] C. Gao and J. Liu. Network-based modeling for characterizing hu-

man collective behaviors during extreme events. IEEE Transactions

on Systems, Man, and Cybernetics: Systems, 47(1):171–183, Jan 2017.

[58] Q. Gao and C. Zhang. Constructing cancellable template with synthetic

minutiae. IET Biometrics, 6(6):448–456, 2017.

[59] Gaetano Gargiulo, Rafael A. Calvo, Paolo Bifulco, Mario Cesarelli,

Craig Jin, Armin Mohamed, and André van Schaik. A new eeg
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Verena Schütze, Peter Höller, and Eugen Trinka. Real movement

vs. motor imagery in healthy subjects. International Journal of Psy-

chophysiology, 87(1):35–41, 2013.

[77] Piotr Indyk and Rajeev Motwani. Approximate nearest neighbors:

Towards removing the curse of dimensionality. In Proceedings of the

Thirtieth Annual ACM Symposium on Theory of Computing, STOC

’98, pages 604–613, New York, NY, 1998. ACM.

[78] Alexey Ivakhnenko. Polynomial theory of complex systems. IEEE

Transactions on Systems, Man and Cybernetics, 4:364—-378, 1997.

[79] A. K. Jain, A. Ross, and S. Prabhakar. An introduction to biometric

recognition. IEEE Transactions on Circuits and Systems for Video

Technology, 14(1):4–20, Jan 2004.

[80] Anil Jain, Karthik Nandakumar, and Arun Ross. Score normalization

in multimodal biometric systems. Pattern Recognition, 38(12):2270–

2285, 2005.

[81] Anil K. Jain, Karthik Nandakumar, and Arun Ross. 50 years of biomet-

ric research: Accomplishments, challenges, and opportunities. Pattern

Recognition Letters, 79:80–105, 2016.

[82] I. Jayarathne, M. Cohen, and S. Amarakeerthi. Brainid: Development

of an eeg-based biometric authentication system. In 2016 IEEE 7th An-

nual Information Technology, Electronics and Mobile Communication

Conference (IEMCON), pages 1–6, Oct 2016.

213



[83] Hu Jian-feng. Multifeature biometric system based on eeg signals. In

Proceedings of the 2Nd International Conference on Interaction Sci-

ences: Information Technology, Culture and Human, ICIS ’09, pages

1341–1345, New York, NY, USA, 2009. ACM.

[84] Raghavender Reddy Jillela and Arun Ross. Segmenting iris images in

the visible spectrum with applications in mobile biometrics. Pattern

Recognition Letters, 57:4–16, 2015. Mobile Iris CHallenge Evaluation

part I (MICHE I).

[85] Z. Jin, M. H. Lim, A. B. J. Teoh, B. M. Goi, and Y. H. Tay. Generat-

ing fixed-length representation from minutiae using kernel methods for

fingerprint authentication. IEEE Transactions on Systems, Man, and

Cybernetics: Systems, 46(10):1415–1428, Oct 2016.

[86] P. Johnson and S. Schuckers. Fingerprint pore characteristics for live-

ness detection. In 2014 International Conference of the Biometrics

Special Interest Group (BIOSIG), pages 1–8, Sept 2014.

[87] Frederik S. Kamps, Vishal Lall, and Daniel D. Dilks. The occipi-

tal place area represents first-person perspective motion information

through scenes. Cortex, 83:17–26, 2016.

[88] Jae-Hwan Kang, Young Chang Jo, and Sung-Phil Kim. Electroen-

cephalographic feature evaluation for improving personal authentica-

tion performance. Neurocomputing, 287:93–101, 2018.

[89] Barjinder Kaur, Dinesh Singh, and Partha Pratim Roy. A novel frame-

work of EEG-based user identification by analyzing music-listening be-

havior. Multimedia Tools and Applications, 76(24):25581–25602, Dec

2017.

214



[90] S. Keshishzadeh, A. Fallah, and S. Rashidi. Improved eeg based human

authentication system on large dataset. In 2016 24th Iranian Confer-

ence on Electrical Engineering (ICEE), pages 1165–1169, May 2016.

[91] Muhammad Khurram Khan and Jiashu Zhang. Multimodal face and

fingerprint biometrics authentication on space-limited tokens. Neu-

rocomputing, 71(13):3026–3031, 2008. Artificial Neural Networks

(ICANN 2006) / Engineering of Intelligent Systems (ICEIS 2006).

[92] D. S. Kim and K. S. Hong. Multimodal biometric authentication using

teeth image and voice in mobile environment. IEEE Transactions on

Consumer Electronics, 54(4):1790–1797, November 2008.

[93] J. A. Kim, D. U. Hwang, S. Y. Cho, and S. K. Han. Single trial

discrimination between right and left hand movement with EEG sig-

nal. In Proceedings of the 25th Annual International Conference of

the IEEE Engineering in Medicine and Biology Society (IEEE Cat.

No.03CH37439), volume 4, pages 3321–3324 Vol.4, 2003.

[94] Sangwook Kim, Yonghwa Choi, and Minho Lee. Deep learning with

support vector data description. Neurocomputing, 165:111–117, 2015.

[95] Sungkean Kim, Ji Sun Kim, Min Jin Jin, Chang-Hwan Im, and Seung-

Hwan Lee. Dysfunctional frontal lobe activity during inhibitory tasks in

individuals with childhood trauma: An event-related potential study.

NeuroImage: Clinical, 17:935–942, 2018.

[96] S. Koelstra, C. Muhl, M. Soleymani, J. S. Lee, A. Yazdani,

T. Ebrahimi, T. Pun, A. Nijholt, and I. Patras. Deap: A database

for emotion analysis ;using physiological signals. IEEE Transactions

on Affective Computing, 3(1):18–31, Jan 2012.

[97] T. Koike-Akino, R. Mahajan, T. K. Marks, Y. Wang, S. Watanabe,

O. Tuzel, and P. Orlik. High-accuracy user identification using eeg

215



biometrics. In 2016 38th Annual International Conference of the IEEE

Engineering in Medicine and Biology Society (EMBC), pages 854–858,

Aug 2016.

[98] Sridhar Krishnan and Yashodhan Athavale. Trends in biomedical signal

feature extraction. Biomedical Signal Processing and Control, 43:41–63,

2018.

[99] Laurens R. Krol, Juliane Pawlitzki, Fabien Lotte, Klaus Gramann,

and Thorsten O. Zander. SEREEGA: Simulating event-related EEG

activity. Journal of Neuroscience Methods, 309:13–24, 2018.

[100] Miloslav Kukleta, Alena Damborská, Baris Turak, and Jacques Lou-
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C. McCool, and S. Marcel. Mobile biometrics: Combined face and

voice verification for a mobile platform. IEEE Pervasive Computing,

12(1):79–87, Jan 2013.

[220] Claudia Gonzalez Viejo, Sigfredo Fuentes, Kate Howell, Damir D. Tor-

rico, and Frank R. Dunshea. Integration of non-invasive biometrics

with sensory analysis techniques to assess acceptability of beer by con-

sumers. Physiology and Behavior, pages –, 2018.

[221] L. Vigon, M. R. Saatchi, J. E. W. Mayhew, and R. Fernandes. Quan-

titative evaluation of techniques for ocular artefact filtering of EEG

waveforms. IEE Proceedings–Science, Measurement and Technology,

147(5):219–228, Sep 2000.

[222] Xiang Wan, Wenqian Wang, Jiming Liu, and Tiejun Tong. Estimating

the sample mean and standard deviation from the sample size, median,

range and/or interquartile range. BMC Medical Research Methodology,

14(1):135, 2014.

[223] L. F. Wang, J. Q. Liu, B. Yang, and C. S. Yang. PDMS-based low cost

flexible dry electrode for long-term EEG measurement. IEEE Sensors

Journal, 12(9):2898–2904, Sept 2012.

232



[224] Y. Wang and L. Najafizadeh. On the invariance of EEG-based signa-

tures of individuality with application in biometric identification. In

2016 38th Annual International Conference of the IEEE Engineering

in Medicine and Biology Society (EMBC), pages 4559–4562, Aug 2016.

[225] Y. Wang, C. Ting, and H. Ombao. Modeling effective connectivity

in high-dimensional cortical source signals. IEEE Journal of Selected

Topics in Signal Processing, 10(7):1315–1325, 2016.

[226] J. L. Wayman. Digital signal processing in biometric identification: a

review. In Proceedings. International Conference on Image Processing,

volume 1, pages I–37–I–40 vol.1, 2002.

[227] Benjamin Wittevrongel, Elvira Khachatryan, Mansoureh Fahimi

Hnazaee, Evelien Carrette, Leen De Taeye, Alfred Meurs, Paul Boon,

Dirk Van Roost, and Marc M. Van Hulle. Representation of steady-

state visual evoked potentials elicited by luminance flicker in human

occipital cortex: An electrocorticography study. NeuroImage, 175:315–

326, 2018.

[228] Qunjian Wu, Ying Zeng, Chi Zhang, Li Tong, and Bin Yan. An eeg-

based person authentication system with open-set capability combining

eye blinking signals. Sensors, 18(2), 2018.

[229] Roman V. Yampolskiy and Venu Govindaraju. Behavioural biomet-

rics: a survey and classification. International Journal of Biometrics,

1(1):81–113, 2008.

[230] H. Yang, Y. Xu, H. Huang, R. Zhou, and Y. Yan. Voice biometrics

using linear gaussian model. IET Biometrics, 3(1):9–15, March 2014.

[231] S. Yang and F. Deravi. Wavelet-based eeg preprocessing for biometric

applications. In 2013 Fourth International Conference on Emerging

Security Technologies, pages 43–46, Sept 2013.

233



[232] Su Yang, Farzin Deravi, and Sanaul Hoque. Task sensitivity in EEG

biometric recognition. Pattern Analysis and Applications, pages 1–13,

2016.

[233] Xin-She Yang. Flower pollination algorithm for global optimization.

In Proceedings of the 11th International Conference on Unconven-

tional Computation and Natural Computation, UCNC’12, pages 240–

249, Berlin, 2012. Springer-Verlag.

[234] M.P. Young and M.D. Rugg. Word frequency and multiple repetition

as determinants of the modulation of event-related potentials in a se-

mantic classification task. Psychophysiology, 29(6):664–676, 1992. cited

By 60.

[235] Y. C. Yu, S. Wang, and L. A. Gabel. A feasibility study of using event-

related potential as a biometrics. In 2016 38th Annual International

Conference of the IEEE Engineering in Medicine and Biology Society

(EMBC), pages 4547–4550, Aug 2016.

234


